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1 ComwareV7 # BH&rS T E N5
1.1 @&

A48 ComwareV7 & F i 24T L&

WAL T FEE MIhEE, ANFEPIThEEX NA FFECE M a4 . NETH RG4S, k&
e OReRT e AT RN Thae RS m MBI, MERLE B IIReIE Adr on, HEAH
NIX Z i 2 BT E IR . BRI ME— 1) & SUE T IPERTF, 9 Wi/~ fF[Sysname-vian100]
FOR T A AL VLAN #LE], VLAN (4 522 100, 7E1ZME T A% VLAN 100 (1) J& 1 247

Mo .
S MEERA D ZE 0, Wl R, B2 E, B TRNRGE, =R NS AR
LR o

E1 S SHEREE

®

> ERHE

L » VLAN#LE

— S

MPE —  RGHE —

— > AHSUE

L —» Probefi A

o BN E, EAREEAR ALK R AL R ATHAT BB 1 B AR AR A IR R
AFE R, WE RGN, HF A, FTP M Telnet #:/E5E,

o MHPFHEF LA RGME . REGLE T REXT RS BTSHU AR DIREREATICE., ke
BEAN. REYGMER . BCERERSE.

o AERGME NRARE MRS, W LENANM AT, el RIhBERIBCE., Bl BEAE
PRI E 3 O 250 N VLAN LIS VAN PRI H 3t N P 22l BTG B 8 s B P i
JEE S GUEEA I 7 I EEE A A0 B B A R A . DR T T R A T
K, Biin NQA KL B b A & SRR, 52 LA DR A PR IR

R T RS o S ML R SRR e &, TR i S VLR R AT e AN <?>.

1.2 HANE

AFERLEREANTT N
o HPERA)S, HAEBEAMSE.



o MHFAMEIIT system-view 4, FJLLEANRGME .
o  ERGME THANFEMS, WLEEAFR TR . ThEELE T il Reib & AL

1.3 IREME

B RLEL Tel BEEMEL Python shell. 22 3L 3550 g 48 A0 BRI A SL 2 HALE A, FOARRL IR H

77 N

o TEMFIMLEHUT quit drd AR E_E KL

o T return A IREIH A

o RPUERE<CU+ZSWRBIH AR, DifedE R T return @,

HPEMETHAT quit i fE, SWiT5R&rRER; BB N ARMEH return 4.

Tcl BCE M. Python shell. 2353 55 g 4EAM B AT AL 23 A0 I 938 HH 77 207030l «

o  TelELEME FEMA tclquit kEHFE.

e {E Python shell Fi&i#id AT exitQQr4, M Python shell i& [ 31 FH 41

o AIEHAGEMIE T4 public-key-code end R[] E—ZALE (AFEEFHED ;A
S N1 peer-public-key end @y 4R [H RGHLE

1.4 BRUE

HPgswgfa, WEANHEPRE, S E T AT EE R B EERAE. WlERE.
PEEHEEE. BB RGN E. BEG#%. FTP fl Telnet #:{F% .,
FH P LB R T N< R G 44FK>, #illn, <Sysname>. F A LLEATHL B RS 4LFR.

1.5 RGMNE
EHPME TN system-view 4, RIHEAN RS . W FHPR:

<Sysname> system-view
System View: return to User View with Ctrl+Z.

[Sysname]
ERGMET, BRSBTS ER DRI S, Bl E 2 An . BLEYGE R iE

1.6 Thaedil[E

FERGAET, AT RLor it A& ThREAL o
Bt N LK R332 AL -

<Sysname> system-view

[Sysname] interface GigabitEthernet 1/0/1
[Sysname-GigabitEthernetl/0/1]

il gk N VLAN #LA

<Sysname> system-view

[Sysname] vlan 2

[Sysname-vilan2]



1.7 tHHEER

o URMEE “HEMRECEREST” ) “CLI”.

o  PHELE “Ema4AZE” ) “CL”,



2 orA4T A B U

2.1 &9
KA e AT SR E B

2.2 EHaSITIELEEN

AT, WTPMER AT RS AL EMA<?> ISR AR A B, Timss o I
LN 5, S .
o EAEEMKET, fA<?>RITERBUZALE T AT CAE R I BT A dr & ST ik . fildn.
<Sysname> ?
User view commands:

archive Archive configuration
arp Address Resolution Protocol (ARP) module
backup Backup the startup configuration file to a TFTP server
boot-loader Software image file management
...... ﬁ%'“'“

o ALY, FHEUTHEIIER<?>,
WR<?>ALE BT, WIFH A7 SO ik . .
<Sysname> terminal ?
debugging Enable to display debugging logs on the current terminal
logging Display logs on the current terminal
monitor Enable to display logs on the current terminal
RS R E NS, MBI A K SEHE . i
<Sysname> system-view
[Sysname] interface vlan-interface ?
<1-4094> Vlan-interface interface number
[Sysname] interface vlan-interface 1 ?

<Cr>
Hrf, <1-4094>F RiZSHINEUETEE N 1~4094; <cr>Fonin AT 4RI BE LS, HiE
N 8] ZE B AT 440047

o HINMAMIAERLE Y, H5SH<?>, SoRbhZFA Ik A o ot 7 N 3 E
B .

<Sysname> f?
fdisk Partition a storage medium
fixdisk Check and repair a storage medium

format Format a storage medium
free Release a connection
ftp Open an FTP connection

<Sysname> display ftp?
ftp FTP module
ftp-server FTP server information
ftp-user FTP user information



2.3 ¥ undoffs

A0 undo XX — M HRIK ESE 0. R Thae s MR Dlik E . Ko E S E
%R undo . #ilt, info-center enable w4 HKITE{E B+ L, undo info-center
enable 4 H kK HE B H 0.

2.4 S ITHIN

2.4.1 YREMSIT
IR ar AT, RGCFFINE 1R BN 8RN 2.4.6 3. (3)F 4 Fin 4 A4k .
P A N 1T )5, %<Enter>8HATZ 2.
F=1 wEEINRESR

i Ihke

ARG DR, WA RIS EDCh A B, IR A Resehs (Ar A7 AT

Replikrds YN EAAERIB T, G XA/ ABIIANFAF, W R g 22 o X,
W 5 BN P R TR0

iE % H<Backspace> MERSCAR AL B AT — 545, Jebriieg

FEothrt<—> JehR R B — AT E

Fothrit<—> JehR AR AT E

Eothrt< t > U et i i

Tebrt< | > AN VR S

BN TR B T 544 T <Tab>8, R4 H b K57
o IR ULHEE A SCHE TE—, U R G e B SR B AU AN TR AT

BIR

o WURSZILERRE T AME—, N2 kiE<Tab>tE, REXEHERIH
PRI 705 R TSk 1 G 7

o WIRKASZILRMREET, REX MBS, FHHAT BRI

<Tab>##

=TT

o EFSFRRIATHHAEN, 0RO DIDEEESSFRIBHREA KK (St
R &K A BILAFH), N 2 ATRFRATAME,

o EEEIMF, HL#4 version 7.1.xxx, Release xxx XA e 45k 44T B2 & #H THH
BB B 13 &.1aH; version 7.1.xxx, Release xxx A T it kX & E LB AT 0 3 AF L Eg R ARAZ &
XA AT R X B AL, (2T EEEAE T HITH xxx RFE £ % 5B T AT
version xxx (#l4ehfT# abc 34 version abc) , #ATE ALATSR TR L, 1L
W BEX B AT O, XA AT P IRA B0 R, R4S T M R ERE,




2.4.2 STRING #1 TEXT X ESHEMN

WER G AT H NS STRING KA, B AR “?27. “"7. “\7 BREZ AR L7475 (rf
FLREOTRE) ASCI FS XA 32~126), LAk &K %S Htk b as Foe M ag B8y, 0o & 4 o
bt W STRING RAMSHH FREEAEFRF "7y “\7, Wb OUE I LFRF “\” BN,

RISERRMAA N7 “N7s IR, W F Z A 2R B A SN E S, 6, HERE
FREESHECN “my device”, NISZFRBHIA “"my device"”.

R ATHISEON TEXT B8, WERT “?7 AMOHADFR BTN .

Tk S5 AR TT REXT S A 2 M NS, FEEES a2 IR E B UG SH PSR .

2.4.3 #ZORBRYIMA

i NF% I 2RAURS, B SR 4 L 2R AL SRR R fRTFR o a2 1 BB (R AR, SCREAR 2R 7
Rrf N A0 F 42 DR TY RTRRINS, 020 N S8 BE R fTPR o PR 7 U N R4 L 2R B AN X 43 KN
e N\ interface gigabitethernet 1/0/1 I, 0] LU SRR & FRAA 2 B 75
interface g 1/0/1, HATLMEAECXMEH interface ge 1/0/1. B:8ARIE: 45
Z RN TE®, #aT LU N O . R T N2 2 5/ &KX R RIES W R R,

2 FEORBMS IR IR R R

EOXRBER O AR
Bridge-Aggregation BAGG
Ethernet Eth
EVI-Link EVI
FiftyGigE 50GE
FortyGigE FGE
FourHundredGigE 400GE
GigabitEthernet GE
HundredGigE HGE
InLoopBack InLoop
LoopBack Loop
M-Ethernet ME
M-GigabitEthernet MGE
Multicast Tunnel MTunnel
NULL NULL
Pex PEX
RPR-Bridge RPR-B
RPR-Router RPR-R
Register-Tunnel REG
Route-Aggregation RAGG
SAN-Aggregation SAGG
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EOXRBER O XA
S-Channel S-Ch
Schannel-Aggregation SCH-AGG
Schannel-Bundle SCH-B
Smartrate-Ethernet SGE
Ten-GigabitEthernet XGE
Tunnel Tun
Tunnel-Bundle Tunnel-B
TwentyGigE TGE
Twenty-FiveGigE WGE
Vfc Vfc
Vsi-interface Vsi
Vlan-interface Vian-int

2.4.4 RIRMNGSIT

WA R TR A, BESATLETS, M AT R 9 ULECME— ) SR, nl DA

B\ TEEERORB T . IR T R AT I, BB TR R E AR

Bilan AL R BL s JFkfdr 4245 startup saved-configuration. system-view %,

o IR system-view, FJLAEEMA sy CREER#AN s, BAREIA s I, VLEF]K)
KT AME—),

o INHEHH AN startup saved-configuration, A LLEEHIA st s.

Al A<Tab>8E tH R 4t H b R AT T4, DA RS IE R ST R AR T

245 EEGLSFHHENAZ

WA A P oA AT E — AR E A A, WA DO AT H SR — A B A o I E
2%, HAGH PRI Fln:

e K4 display ip routing-table F7&EE AN shiprt 5, v LR &4
shiprt XXE#ITd4 display ip routing-table.

B4ty display ip HIAAEE N ship, HATLLHB4 4 ship $U4THTH LL
display ip JF3kiIan447T, W LMEA ship routing-table f{& 4T display ip
routing-table, fiiffl ship interface f{&#47 display ip interface.

F P BCEIBRAT )7 5l 44 1 i 24 DL R B iR 46 10 A 2 T8 bl B /R B A7 i

RTITER PR, RG0E T #0% HECEFE REkE 4, Wk 3 Fis.



®"3 RYGENHIERE R B

RE 515 we

access-list acl

end return

erase delete

exit quit

hostname syshame

logging info-center

no undo

show display

write save

2. Ec ERRFIFIIES

fERARE, R A7 5 D 78 undo drd

LBHIAT, BNHZEARR 4 ST Bl

FH P BARAT BT T3l 44 B0 i 2 DL R G2 R0 1 i & T AR S 7s Bl A

IEE AN TR AA I, A F O 4 i

BeE A, T LME FI$n Koy AT 1 I S 80eE it 7, IR AT DU 99l 44 15 A QT 20 S B o R
AN, ST DR SEFR 5 248 AN IS s G 5, 390 1 Ras k. $n i mT LUREA 9 K,

N>~ 1~9 (L LRSS Bt 7 H LRI .

AR a2 E ST SHL WS HL A TE

B, ¥4 display ip $1 | include $2 FISIAECE N shinc J&, R 75 2447 display

ip routing-table | include Static 1%

B #4147 shinc routing-table Static.
RGE XG4 TEIERGH .

3. EESR
(1) HEARGHME.

system-view

(2) SHREMGL T HRECENA .

alias alias command

RGE XA NZ w4, S 1 £ 3.
(3) (k) "TEAEEME T PAT A4,

display alias [alias ]

2.4.6 1ZEUIRFRIBEXRFR

1. ThEEE N

Kt g R TR A RSKEELS, W

R A TAT B ) A DI REAIAR R L

NITERI P ARGEBRA R 2%, WA SCRF 23 N PUERE, P AT RMBSER “CTRL_]” 4 22 M HReEs

HOgBE KT PP TR, 8% £ BT ARG fr 417 SR % g

o WX LEPREEGA ]



o 2 SCRPRAERE PR, BB ANRT & FP BOGE R I8, P T % & 0T 2 SO, £
EHRUHRIER G E R R
2. Bl ERRFIFIIES
—ANPRGEGERS N — A 2 BT RE, IR AR A & 2 0T A tREERE, NIRRT E AR A2
PAE AR A 2 2 AR [ — a2 DIReghE, X LeSR @ (1 P 25 4= 2L
2R AL A R 5 WA HEAT S EN AR A R A E SR EE SR CELAE T AT E SO R G ORI
FESED, PR B il 2 S B A E
JEESE
(1) HARGHAE.
system-view
(2) BHURFERYERR.
hotkey hotkey { command | function function | none }
BRATEIL T, B PRGERRE R R W()E 4.
(3) (H) AIEARSMBE T HUTAM L, SR KRG IRFER K ACE S .
display hotkey

T4 RERHOREPEXR

TREEGE REAPERNRESHS
CTRL_A move_the_cursor_to_the_beginning_of_the_line, FRE GRS R74T Tk
CTRL_B move_the_cursor_one_character_to_the_left, Fk kB A8 — 575
CTRL_C stop_the_current_command, &1 157 IEERAT I ZhRE
CTRL_D erase_the_character_at_the_cursor, 27~ MHER 24 Al Yebs BT AL B K715
CTRL_E move_the_cursor_to_the_end_of_the_line, FREGEARBHEIHLFITHIARE
CTRL_F move_the_cursor_one_character_to_the_right, FmEGFRRGR I —A 754
CTRL_G display current-configuration, ¥*/rsE/R4HIACE
CTRL_H erase_the_character_to_the_left_of_the_cursor, F/mMEEHRZE MK —AS 775
CTRL_L display ip routing-table, FRERIPVAKEEREER
CTRL N display_the _next_command_in_the_history _buffer, /R En M LM X F i T —2%%
- s CEMDECE fr &2 Bkid)
CTRL_O undo debugging all, F7<KH A Dy REM T K
CTRL P display_the_previous_command_in_the_history_buffer, w75 828 X dk E
- —%m4 CEMEE LB
CTRL_R redisplay_the_current_line, /R HT B8 4ATTE R
CTRL_T RGBTy AT BT fE
CTRL_U RGP ATy AT B e
CTRL W (flite_the_word_to_the_l eft_of_the_cursor, MIFRIGHR /ML 755 8 NI TR

FIE




TRIERE A ERNTRER B

CTRL X delete_all_characters_from_the_beginning_of the line_to_the_cursor, FRMERE
- B Ze A BT B -4

CTRL v delete_all_characters_from_the_cursor_to_the_end_of _the_line, /M GhRATLE
- BB AT R TF4F

CTRL_Z return_to_the_User_View, FsriE a2 H /ALK

CTRL_] kill_incoming_connection_or_redirect_connection, <% 1k MuTiERE

ESC B move_the_cursor_back_one_word, ¥ GhnEs a3 7o % 2L 745 5 1 E 1554k

ESC D delete_all_characters_from_the_cursor_to_the_end_of_the word, /M GHRAT

- TEAL B J HAT T B2 155 B BT B 245
ESC F move_the_cursor_forward_one_word, FoR¥ ARG FEE] F —AMELTRE AT

2.4.7 HEITMAREINGE

L EEEA

2P HER 8 A AR AN PO R 1 R GeME BATIIN, JF R BLhae ] PAIRLE A 7 S fm AN i R 5252
PATHIGE S, Tr R 4K SE58 R IR A 2

2. ELESR

1)

(2)

ARG

system-view

CARA R R T TN IR BT

info-center synchronous
FAATEOLN, A TR D REAL TR RS .

KT L HIVEANHIE S I MG EHM G SE” i) “EEH0” .

2.5 FIFMIANEIRIERER

AT TE RIS, T Z<Enter>BHATIZMT <. WAEPITHSHLES, HhaxaSTritiTe
TR A, wAREN Akt A, MIESIT: S0, MERE R, W IMHERE R WE S PR,

*5 MITERNBRIEER

RIERES HEIRRE
% Unrecognized command found at **' position. A TCIEMRNT, 75 “N a8 Ha
% Incomplete command found at '~ position. T N TR BRSNS E
% Ambiguous command found at "' position. 5 “N FRNALE PR E A IR, ARTE U
% Too many parameters found at "' position. RS IR VN VAN (TN NE 2
% Wrong parameter found at "™ position. TERFS “N” FRRALE S HGE R
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2.6 ERAKE®S

2.6.1 INRERETY

PP AE B3 ERIRAT i &5 2 (RIS ORAT 20T e (¥ 5 52 i & G ol XA T AT P S22 (1 g S i

L BEMIX
x6 S XiERE
T TZ R HSEMRX HZRHLEHLEHRX
W& T AT RO i 4 BT AT BRI i 4
aE SCHF SCHF
W H SCHF AR
(X2 RS TRAF
TR SCHF KN FE N1024%%

2.6.2 BLERFIFIES

B DR L AT R B A &, I DU U
o WERMSMEN TSR, R LS hEA TR,
o WERMPEN T an TR KB, IRAERI P S a2 Ra a2 B

o WA PIELZXPATR KL, WA A H RAR R — K (B R HAT I AN FE R
ANFE, HERNARIR G2 Flin: ES8:2 kAT display current-configuration
wma, WA R &4 w3447 display current-configuration @4
MERA BN display cu, WAGRAE NI S

. L0 Y H T s A X A B A AR, W ESMG &R RS, RGBS
2.6.3 BIEAEHSE X

1. EFHEHSENX

o AEEEMBETHATAM S, EHME LA EMX.
display history-command

o HAEMEEMETTIITAGS, BRI LaLSENIX.
display history-command all
2. ARAEGLEAX
R EoehesE t ORI 4, P B2 0 s M ROGhREE § ORI 4, WA R — Ak a4
{RRAXIRAEA SRR I B B A 2
. ELEMSEAXAIKN

TEFH PRI P 22280 R AT history-command max-size fiv4, AR 7 S iy A 25 ih X
KA. BARREIES N “HE a3 b “BgE”.

11



264 EEPITIHEICEHS

1. TheefEi /v

YEBEEGPITHAL I Lk A, ] repeat AT LEE LIRHUT L 4T @4, R

A DA B Ak O S HRAT g B i RIS 1) ) B

2. BLERFIFIHES

o HEEPUTHIEMAN, RGKILIET a0 N RIBFFAT . B0, P EREE MR T
& a. bAlclG, HIAT repeat 34, MARGKIZE a. b Al ¢ BT EZHAT .

o HEEPUTREZDI LN, FELMNZGSIERMIE. EEHIT 2RI RS, FEk
BENHE — A 2 ITE R AL .

o MR ESHITHIN A A h AL B A S, TEM P T LA BAS Bk 58 % 2
PAT B S RGUBEIR B AT Z a2, L Har S B EE WG, RGBT HAb I S dr 4

o  WRHAPEEIATHILGLSTHAAEFHEILERS, RASPTHEREMRS.

JEELR

AEAR S T AT A&, SR AT I SRk a2 .

repeat [ number ][ count times ][ delay seconds ]

2.7 EiEEEFERER
271 BHBREENS R

1. THEEE T

FRATEILT, B SCR B onDRE, RV Bon(E Bl — B, RESREE b RR, JHER
AE/R “----more----" G R, XrRZX—HERCAERTE, AZVEE, THEEFERER. XN
I AT PAE I ER 7 Fos WHZ B R T — P3R4 F

®T TRERINEER

=9 Ihke
A PEERT—BER
[EER PEER T —ITER
<Ctrl+C> fE1b RN, R BT RS
<PageUp> BRE—TER
<PageDown> BRT—IER

WRARE — R EF A ERE R, W LS PN R E S A B S s P 2 b R ThRE . 23 BE R
DIREAL TR HPIRAS Y, A5 B8 %, WaEshbE, ATHEEE.

2. XA RBRINEE

THAEH AL R AT A A S, S HT P 20 R R T RE .

screen-length disable

12



2.7.2

2.7.3

Bt T, P EREEEE T 4T screen-length % & . screen-length %5 Gk
BEAN: RS BRER, F—BER 24 178#E. screen-length & TELINAES WL “ R
MR E M4 S% 7 Ff “EFxkg”

A2 PIPAT IO M HTH P ARG FAR, P ER G5 RS B EA T

EEHITSHERER

1 A

#EH display @& & F BonE i, HP A LA by-inenum 2807 S5 B R SR (5 BT
=, IR RS
175 0 BAERF, BEATSEIHE <27 4 by-linenum fl begin Z4(—(EHR, 175 )/5HIE
AIREdE “-7, Hop 7 RORZATA AU, “-7 RARZAT ARG ULEC R .
2. Bl ELE
Y47 58 display fr A HAT4E 3.
display command | by-1inenum
3. BLEZI
# 7R VLAN 999 {5 BRI BoR47 5 .
<Sysname> display vlan 999 | by-linenum
1: VLAN ID: 999
VLAN type: Static
Route interface: Configured
IPv4 address: 192.168.2.1
IPv4 subnet mask: 255.255.255.0
Description: For LAN Access

Name: VLAN 0999
Tagged ports: None

© 00 N O 00 b~ WDN

Untagged ports: None
FERENRAERNTRERER

1. TheefEi/r

EHAT display A EE B GEEN, " RMEAENFRE AR ERRMEE, DERERHREIA

COREME R

7t display & HiEE% AL | [ by-linenum ] { begin | exclude | include }

regular-expression ]&<1-128>Z#1) 7 A KT IEER. &RBEF IS LW

e by-linenum: E/RTT5RAR. 2 A IENRIE AN R G B IER, by-1inenum
SR A TEAN— XA E . A e ZS T, RRAEATSER.

o begin: BIRFFEATMHLUGHIFTELT, ZREAT LA S5 E ENFRE .

o exclude: W/RAMNEEIRE ENEREAMIAEIT.

e include: HE/REEHEE ENEEAKIAIT.

o &<1-128>: FIRHIMIIZEmHZE W LA 128 X,
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IENEER (regular-expression) N 1~256 M ERFHIFRFE,

= S5y

/SSRER

RERR AT UL EC R 022 8 FTo

8 IEMFRIAN PRI F AR

X KNG, ESCRFZ R

ou &x 24
A VCHC LATE & R UG 04T AR BEVCER AU AR 14T, AN REVCEE AU 46 14T
$ VLTE LAYE 58 215 45 R 14T u$ HAEVLEL LLlugth B IAT, ASREVLHS LLUALE BIAT
WECRF, ATRERAEF— A .sH[ LAVGEtasfbs %
. UL FiC 2 5 0 1 1 7 A s e ke | o zo* T BAILHC z BL K zoo
EQN e (zo)*W] LAULIC zo LA K zozo
+ DT FC+ 30 I O A B 2 4 E — kB 2 Ik | zo+ AT LADCHiRzo bl Jzzoo, {EANHENLTEZ
| VG| 22 3 B A7 32 BB 4 o deflint X AE VTR 2 defal & int i 7445 5 BT e R 4T
0O FOoRTFRSE, —E 7 5 LR | (123A) R oR 7 FF 8 123A 5 408(12)+ A] LA IT At 40812 &k
SER U] 40812121255 FFF 8, (HAREILEL408
— e e s B b
CONESL - UAEPAER, FRERI | N R fstring B — K, UL R B 4 B 0 A 4
\BT Q2R T4 85, indexif BI\R(] CO . , Bt c
$¢$WW$D§ME£E%W$M1smwﬂmm(wmmmmmavﬁm%ﬂmyﬁﬁ w, UL
\index {Z o A /\H)j,r,r fic M 7 fF # W 21 @ & stringlstring2string2
THGgm = AT R —AFRE, . . Z ) o R
Mindex 7 B H9L: SR T 4 (string1)(string2)\1\2 % /R S ftistringl EE — R, HEE X
N REY e | StNG2, TUHEC B4 5 5 AL & string Lstring2string1string2
g, Nindex®] AN EIn f4E & 384
o [16AIR/RH MUILEC RN =4k A RS 1. 6 LA
EE—
NI JulE, LA SNSRI iR _
1 e b |+ [LS6A] R ATLUICRE TR A A EAG 1. 2.
B R R R RIS 3 Gk A THERA (B
USR5 EAE A BUE TR, DAUEISAE] [Th 7 AF
KIERTI, Fanstring], A REVCECE]. [BeA XEERBR HI
FORIEFERHAIMOZRF, BLULRANZRF | [MEAIR RN Z/F S R FEAEL. 6MAZANIEREF
" NEMBATICR, REEFREAEZ | &, ZTFEAREETUAEFFL 65A, EARAFRAAFX=
0 FE A AN AT R VL R B T4, FlIn[AM6A]R] LLILELabec. m16, ASAEUGHECL. 16. 16A
{n} n— M EFEE, ILECnIR of M fEVLELBob, {2 REILA food
{n} nZ— AN EREEE, ZE/ADILENIR of2, IR BEVLEBob, {HAEILACfoooood
mAINE ARG B, Hobn/NFE&Fm,
{nm} | REZFKEBASnImMEEHEE | ofl,3)8ElLifod. food. foood. foooood, {HAAEJLHIfd
W]
VLR L& 48 8 21T R AR, A58
\< BT TR 20 SR A AN RS2 B . F B | \<dolLIE $irldomain, A7) LAVLAD 4% S doa
Nk
VLECE & fa e Z B 7R/, 258
\> JETH A F MR E . FE | do\SILEC 8 iFundo, AT BLULHEE 45 % cdo
Rk
b VLEL—A it B, kg sia fngs | enbrf LAILACnever, {HAGEILECverb

1% 181 ) o B

\berf] LAULHcerase, {EHAEEILHLverb
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R F

g X 25451
\B UNGE[EERER v S enBREILACverb, {HABEICECnever
WA F[A-Za-z0-9_], Z¥F. Tt - —_ .
\w S B4 ViwfEDLHitvlian, Wwik fElLfidservice
wo | WERT[AZa-20-9 1 ERRTET ooy e, (8RR AEITR2afIba%

TR T RIL Z SMUE R T4F

e SUBRAERT, R BRI AR 1 B B A
FER AT, A5 K BRIFIR 71T IR
X

o Wi LAVGH A S\ =77
o \NATDLUCHCAL & A 44 e
e \\b AT LAVCE L E\b W) 7155 5

2. Ec EFRRFIFNIE S

1E U 202 A AT s () R IE U Rk AU 2 A RE S B b, X R AR R IEMERE S, $UTR R iR
K, WHFE, "J{#E<CTRL+C>HZ 1L,

3. BLE =541
#EAELEERRE S, NEE “line” ZRHEITHIERRE —ITHRERFE (ZERNMEESH
RS UL P TR E A 5.

<Sysname> display current-configuration | begin line

line class aux

user-role network-admin

#

line class vty

user-role network-operator

#
line aux

0

user-role network-admin

#
line vty

0 63

authentication-mode none

user-role network-admin

user-role network-operator

# AHWA LA T UP RS OMEGER.

<Sysname> display interface brief | exclude DOWN

Brief information on interfaces
Link: ADM - administratively down;

Protocol: (s) - spoofing

Interface Link Protocol
InLoopO Uup UP(s) -—
NULLO UP  UP(s) -
Vianl upP upP

Primary 1P

in route mode:
Stby - standby

Description

192.168.1.83

Brief information on interfaces in bridge mode:
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Link: ADM - administratively down; Stby - standby
Speed: (a) - auto

Duplex: (a)/A - auto; H - half; F - full

Type: A - access; T - trunk; H - hybrid

Interface Link Speed Duplex Type PVID Description
GE1/0/1 UP  1000M(a) F(a) A 1
# 1 F SNMP AL E -

<Sysname> display current-configuration | include snmp

snmp-agent

snmp-agent community write private

snmp-agent community read public

snmp-agent sys-info version all

snmp-agent target-host trap address udp-domain 192.168.1.26 params securityname public

# R HEZ X a8 SHELL #4578 HAS VTY 2R H &

<Sysname> display logbuffer | include SHELL | include VTY

%Sep 6 10:38:12:320 2018 Sysname SHELL/5/SHELL_LOGIN: VTY logged in from 169.254.100.171.
%Sep 6 10:52:32:576 2018 Sysname SHELL/5/SHELL_LOGOUT: VTY logged out from 169.254.100.171.
%Sep 6 16:03:27:100 2018 Sysname SHELL/5/SHELL LOGIN: VTY logged in from 169.254.100.171.
%Sep 6 16:44:18:113 2018 Sysname SHELL/5/SHELL_LOGOUT: VTY logged out from 169.254.100.171.

2.7.4 BRETREERFIREXH

1. ThEEE Y

display fir&RRKINEEFRGEHER . TIREREITE LIRSS E, XLE B
BB AT AL b 2 B I 18] B8 P R E BB T 5 o PR AR B P UK 4 T S 5 2 PR A B4 3E 3L
i, 7 fERER L A

A PP TT 20 R AF B B A
o KRG EMALORAERNFR T S AERZ T R, O RS R E B A
o CHRIRME R LB R R A S T N, @u*mETSEA BINFESR 2 AT
IR, 2R S 2R BB RN
2. BLEPR
o IHAEMEEMETHATAM S, KRR(E RSO B45 .
display command > filename
o IHAEMEEMETHATAM S, KRR(E B BNy SRR B
display command >> filename
3. BLE=I
# ¥ display vlan 1 4 HERE BRAERFE E S vian.txt.

<Sysname> display vlan 1 > vlan.txt
# BF viantxt (IR Z, AF display >4 HHATRCR .«
<Sysname> more vlan.txt
VLAN ID: 1
VLAN type: Static
Route interface: Not configured
Description: VLAN 0001
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Name: VLAN 0001

Tagged ports: None

Untagged ports: None
# %4 display vlan 999 [/~ 15E B CUE Ny SNARA7 2F8 2 SCHF vian.txt.
<Sysname> display vlan 999 >> vlan.txt
# 2F viantxt I ZS, RIF display >>r & MHATHER
<Sysname> more vlan.txt
VLAN ID: 1

VLAN type: Static

Route interface: Not configured
Description: VLAN 0001

Name: VLAN 0001

Tagged ports: None

Untagged ports: None

VLAN ID: 999

VLAN type: Static

Route interface: Configured

IP address: 192.168.2.1

Subnet mask: 255.255.255.0
Description: For LAN Access

Name: VLAN 0999

Tagged ports: None

Untagged ports: None

275 BEMEREELAANGRENA

1. ThEE®E /T

AT display fr4 i, JEIERSM, LRSI “2.7.2 AEWTEHEREE" “2.7.3 [
HIENFRIAAGT S8R oR (587 M “2.7.4 ¥ 5o G B AR 248 2 U7,

2. BLEPR

HEH B F AT AL, DRSS e EE R ER.

display command [ | [ by-linenum ] { begin | exclude | include }
regular-expression ]&<1-128> [ > filename | >> filename ]

3. BLEZHI

TR IE I 2R A TR & A S A T R AN

# FAT 5K AT B ORAF B S test.txt.

<Sysname> display current-configuration | by-linenum > test.txt

# 1 SNMP AL B AE N5 AR A7 B SCH test.txt.

<Sysname> display current-configuration | include snmp >> test.txt

#BEYANCE, MW “user-group” T 47 AT THIG Bl i fm —ATRCER S, RN 8RS . (T
TGN RINIZATE S “user-group” FRFEHR, ATSEA “-7 FORIZATAE “user-group” F
FFER o)

<Sysname> display current-configuration | by-linenum begin user-group

114: user-group system
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115- #
116- return

2.8 tHHXHER

o URMEE “HMRECEREST” HH “CLI”.
o JUARECE “IHAbdarSZET R “CLI.
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£ L =5 OSSO 1
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L TIE B 2B o bbb 3

15 T S fEF <evvveeeereseeeees e 6
1.6 AH DETEE ce vttt ettt ettt 6
Al U = L= Bt o LT PP 7
2L FA I+ et 7

2.2 ZHLIR TG SR eeveereere et 7

2. B I Y& +oeveeerereeeststee sttt h bR h bRt 7
24 T BB« 8

S oa T L Tuh = AT TSP 8

T TRl R OO RURUR R 9

2.7 FHTETEE +oeveeerereeeee ettt ettt bbbt 9
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TR 11 TSRO 10
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3.5 I B St veveeneere ettt ettt bbb e e e et e b e e st b et be et ae et 11
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- 7 OO 13
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A5 T ATETIT L v veveeseeeese ettt b bbb s 14

F o < OSSO OUOURRRR 15

A7 FHDETE ] coveeereerer ettt ettt ettt b bbbttt 16
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LT3 2 3 =5 OSSR 17

L T 12 72 17
LR 5 2 OSSR 21
5.5 FH S TE L +vreereeetetetet et sttt bbb bbbttt 22
6 /SiC Telnet/Webh B SR aB R AN TR J5 325 -+ vrrerrmrrre ettt 23
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LT = =0 23
LR TR i 72 OSSR 23
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1 &3t Console O&Fik%&
1.1 &M
AR ZHA BT iE Console 1B R4

1.2 AWK

&1 jBid Console OiEIE% % (LUER DB9-to-RJ45 Console [H45 J15))

Console[d

DB-9(fL)fk

1.3 BiEHEHR
o ARUREAE: PUTTY. VTP &84,

o MEML: H3C WHASFFIICE AR 1 MK 2 . AFF= s R i & gk A7 1E
FEFto BORARIECHIEC B RGN LLILHC (R B 801 2 W T

Z nm

KR )T 444G # 47 Console 7 .45 RJ-45 45 55| e 2 SUT e -2 £ 5, A8 S B B 4%
BTAE, EHFELRAR H3C 24449 %47 Console 1 .45, EARBAANEL 2; WwREFZA
% 4T Console v w.4%, #H#ARPT L BLE RI-45 42 55| e L5k 3 —%,

1 BCERGIRE

REEESR REB AR REAMMEEELD | TP
Jfg.ké ; 47 Console 1 ZﬁBQ-to-RMS Console 1 | [0 o ey -




kY it} .. 1|
REEEAR R REAKMEEELD | DR
;JWSB-to-RJ45 Console [ H USBH RI-45
0
i@t Mini USB Console - o
o K
] 5 5 Mini USB Console I H.25 USBI USB mini-Type B
& 1IMicro USB Micro USB Console [1H145 | USBI1 USB micro-Type B
Console [ B 45 % 432 - yp
=2 BLERSER
i & B 4 28 &= H3C #wh3
DB9-to-RJ45 Console I 145 04042967
USB-to-RJ45 Console 1 H#,45 0404A1EE
Mini USB Console [ 2§ -
Micro USB Console [ H1.45 -
£3 DB9-t0-RJ45 Console [IH A EIEXFR
RJ-45 Signal DB-9 Signal
1 RTS 8 CTS
2 DTR 6 DSR
3 TXD 2 RXD
4 SG 5 SG
5 SG 5 SG
6 RXD 3 TXD
7 DSR 4 DTR
8 CTS 7 RTS




1.4 BILELE

(1)

(2)

1.2 B 1P, AC{d ] DB9-to-RJ45 Console M HL 48 E % & ABLHATNH. [HHEE
HAER: PCHLS W &G, At DIFENLY &8 DBtk - &SR] - Dl , &5
B _E A s S 1, ARG coOM1, W 2 AR,

=
A bi =\

4% il USB-t0-RJ45 Console 2 #,45. Mini USB Console 2 4 4% 2% Micro USB Console & #,
Sk PCALLRE, PCAHLE SxA8 L IRZ) /G T 2R A E5h 0 . IRFYAL /7 49 I Aw 5575 K
HRE BT

E2 #ilEfEima

& senEs
IR BEEN) =B EENH)
e | m|E HE e RS

4 RdVdi-123022v
> - DVD/CD-ROM B
YT H3C - parallel port emulators
- g IDE ATA/ATAPI 525158
>~ § Vdi Usb Stub
- [0 aiEsE
g BRI
- RS
,;r =0 (CoM # LPT)

> 18

o[ Eftias

[ EEsTREUSE)EEIE
PN

1197 PC WL ZSm B, ASCRL VTP Bt ufil. il 3 o, B eh L%l 6 .




E3 #EEnIiEs

aRTREERE. SEHEE

=

() WE 4PN, HANBELHK Switch, i HEFE COML, BCE 1T At SHU5E mdiffE .
o WAHFF: 9600
o HflEfi: 8
o fFikfr: 1

AR

HEES: T

o

[¢]



El4 EEXIRSH

=OsiE = |
Hame Type Addrezs Fort
EFR | Switch| O comi & BrHBEzhE:
TEHIEE 9600 - v BRI
e - v crsig
7 DSEAST
316751 1T g - ¥ Errorfzdl]
. V| Bingtg M|
{21k 1 - RLSHAT
HEATH £ . PR cher
Fx rchar ewent
EE%J:FE 1024 - ¥ Tx empty
| wEE | WE | | B |

(@) NS FiR e AT, 27 PCHLE Console b B Ml
E5 RIEEie s
0 vpus -sezen I O

e #fge a8e ITEE 4#E ITE@ Z06 Hho
ERERG RS

Switeh x

Y e e e e e e e o e e e e e e e Fe e e Fe e e e T e T 3




1.5 BeEXH
"
1.6 HHxXHER

o UAME “HANREIRS” hH) “ERIE.
o JUAMECE “HANRCEMLSSH” P CERBE



2 @it Telnet BFi%&
2.1 BN

ARZEBNFiE Telnet B B4 I E 712
2.2 AMFEKR

& 6 s, % Host A [ [t £k 5 Device 14 1 GigabitEthernet1/0/1 43 [ . it 7E
Device ¥ & b7 ICE, Sl /i@ iT Telnet & 3% Device %%, HAKRZESR ¥ H scheme A Hi\iiF
HREFE, FEMAHP 4% abc M hellol2345, Z UK A B S (1 FH 2 M (B lic B N

network-admin.

&6 @it Telnet B Fi& &AM E

N 192.168.10.1/24

'GE1/0/1
Vlan-int 2

Device 197 168.3.1/24

Host A

2.3 BLEER
o ZGHECE WA IP HihE IR Telnet AR5 2309 1P Huhik. fn R4S Telnet AR S5 28 HH % 1 1A
FER—T M, ELRIEP & W% R 4% ik .
e Windows 2GS IARFTE M, AILATEY Telnet & i Win7 PLE RGEERINATFF IS Telnet

BPuhRe, FahIt)a ik mE 7 fos: $EHImAR—RE P FIhRe—FT FF 8% ] Windows )6
—/r]3% Telnet 5 /7 5 R A] .



&7 FFE Telnet ZFikIhE

@Qd; » BEER » FFESEERT » EETEE

EHIEEER / = " . [
[-4 Windows THgg =
EEC=ENER . .
. FIFFaEXE Windows Thag
4 FIFFEESEE Windows TheE
T EEH—INEE | BEEESEE, SEAF—FIhEE

SiEE, EEaiERR TR —8E.

[} NFSERZ
]} RIP {HOFEE
\ | Tablet PC B4

| Telnet ZFim
I
[} Windows Process Activation Service
| Windows Search
[T Windows TIFF TFilter

2.4 BLE L

# 13T Console M&xi%, HARGME, HIFE Telnet k% .

<Sysname> system-view

[Sysname] telnet server enable

# BCEIEN VTY HIP 8k B ] AAA FIGETT e

[Sysname] line vty 0 63

[Sysname-line-vty0-63] authentication-mode scheme

[Sysname-line-vty0-63] quit

# GIEAM A F abe, FCHE %09 hello12345, FZAUELH F €2y network-admin.
[Sysname] local-user abc

[Sysname-luser-manage-abc] password simple hellol2345
[Sysname-luser-manage-abc] service-type telnet

[Sysname-luser-manage-abc] authorization-attribute user-role network-admin
[Sysname-luser-manage-abc] quit

2.5 WnFfcE

# 1% N Win+R &8, TIPS T 6 EHE, HiN “omd” BIA 4T T ar 3R 77 A, 4 Telnet
WA P, [FIZERIAFTIF &S, .

C:\Users\Administrator> telnet 192.168.3.1

#AEMANKTHE, FEMAREREZE FE: FiELRE, En#EANRS LT,

Login: abc

Password:

*hkhk *k Kk

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*



* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *

*hkhk R T * AR T e

<Sysname>

2.6 BEENXH

#
telnet server enable
#
line vty 0O 63
authentication-mode scheme
#
local-user abc
password hash $h$6$12Sg4L1j1qVUWQZ3$JA6KkU3zTVVRg48MMI2X6cVpd igR2JIF887PKi3GQMwn
XXXcsWBuz7GleJdZeeNFMmMBaV7DPkKb InbOsGT2axvg==
service-type telnet
authorization-attribute user-role network-admin
#

2.7 lHXER

o JARECE “HANECEIRTT HH) “ERE
o URELE “HAarSSH” hH CERBIE.



3 T Console HAKINIELF REFR R E
3.1 &N
AR ZEHIANHATiEE Console HAS MR 7 B 5%
3.2 BLEHER
2% 1 j#id Console G5 & 5T N & Ay 24T TLTH -
3.3 BILEXE

A HANIE SN password AIEFT scheme WAIE 77 P Ff
1. password IAIEFF T

#IHEARFEME.

<Sysname> system-view

# BB AUX H P2k (3 Console 1) NIERECA password #E5 CEAZIAIED

[Sysname] line aux O

[Sysname-line-aux0] authentication-mode password

# WE )y simple W] 377, 1H79 hello12345.
[Sysname-line-aux0] set authentication password simple hellol12345
# I B P 808 network-admin, AT EE(E RGEHTA ThREM BLIA .
[Sysname-line-aux0] user-role network-admin

# IR RGE

[Sysname-line-aux0] quit

# RAFICE, PiilbRcE k.

[Sysname] save

2. scheme IAIEA R
#IEANRGMAE.

<Sysname> system-view

# ME AUX H 2k (53 Console 1) AIERLECH scheme B30 (H P 4 265 IAIE)D «
[Sysname] line aux O

[Sysname-line-aux0] authentication-mode scheme

# IR RGE

[Sysname-line-aux0] quit

# G A 7 Client, B %054 simple B 377 3, {84 hello12345, H 7 £ t4°4 network-admin,
FHRAE R G DR B

[Sysname] local-user Client

[Sysname-luser-manage-Client] password simple hello12345
[Sysname-luser-manage-Client] authorization-attribute user-role network-admin

# BB RS-2570 K terminal, B Console &[5 A,

[Sysname-luser-manage-Client] service-type terminal
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# 1B RGAE .
[Sysname-luser-manage-Client] quit
# RAFICE, PiilRcE k.

[Sysname] save

3.4 WFfAcE

fic B ¢ UG FEUGE T Console 111855 ¥ 4% i -
o password IEF U LA R 7R, 7 password 4b% N E B 112515 hello12345 J5 B A\ &
G 24T AR EDASITER R,

Line aux0O is available.

Press ENTER to get started.
Password:

* Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *

*

* no decompiling or reverse-engineering shall be allowed.

<Sysname>

e scheme IE I W FHE7R, 7E Login 4bfi NECE HIH P Client, 7t password b AR
BN hello12345 JGRITTHEAN RS 21T CRAREISASFTEHNR R .

Line aux0 is available.

Press ENTER to get started.
Login: Client
Password:

* Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *

*

* no decompiling or reverse-engineering shall be allowed.

<Sysname>

3.5 BEXH

e password AF TR
#
line aux O
authentication-mode password
user-role network-admin
set authentication password hash $h$6$FHkW5VakiATx1+QX$1c5xycWOhx3FI9TJi2vMzCwUS
tFKCPNVM+M8KYCWPc1F1Q4nhm1SUDGP59LG I SHN+ts j j xpXEFA+00Y6yr000jg==

11



#
e scheme \iEJ5 5
#
line aux O
authentication-mode scheme
#
local-user Client class manage
password hash $h$6$nz1haYkZ7nMNDuD8$61zQWor52DYHpv2KFyCdVHX/d4WOVNRPFyEEU2zyuoB
00Z511S8bLYqUFSjVIBNCcRIA25F 1 1z4Js13akTZ3SXw==
service-type terminal
authorization-attribute user-role network-admin
#

3.6 HHXEX

o JAMECE “HANECEIRST TR “ERIRE.
o UAMIE “HANREMLSSH” P CERBR.

12



4 BE=RMNETEEFRRE

4.1

4.2

4.3

4.4

M

R R 7 o £ 5 8 A O B 7
LHMIEEK

& 8 o, ACHL Switch ZREAE A F NFRIILSE . ILERKE Switch FN & a2, AL BE G AT LA
i 7 Al 2 R S i s o

El8 Wi R EMETIEERRFE EHWE

Vlan-int100

e 192.168.1.2/24
P11 S
GEL/0/1

Router 192.168.1.1/24 Switch

B ETESEIM

ARHERSTRIF RS RS, BRI AT L B A BT B4 > IS > I
ABLE” f1H) IR B pd”

BT RBLE R, el Switch FE D Telnet fli%5 88, LA BEGSIEIL Telnet % 3818 4 ibf7 i
PP, e T AP BB Telnet S B4 IVEAIA 0, 52 I MIRLES “ LT BL16 5"
Pl R

BLELER

1. fit & Switch
# 0% VLAN, 7E VLAN FIIASS B sg 1, FFRCE % VLAN #2 0 1 IP bk,

<Switch> system-view

[Switch] vlan 100

[Switch-vlan100] port gigabitethernet 1/0/1
[Switch-vlan100] quit

[Switch] interface vlan-interface 100
[Switch-VIan-interfacelO0] ip address 192.168.1.2 24
[Switch-VIan-interfacel00] quit

# BB A

[Switch] ip route-static 0.0.0.0 0 192.168.1.1

# IC B A IR 55 ax 1) IPvA Sk

[Switch] dns server 114.114.114.114

# WO B = T 28384

[Switch] cloud-management server domain oasis.h3c.com

# RIFBCE

13



[SwitchA] save force
2. Bt & Router
# FLE B0 1P Mk,

<Router> system-view

[Router] interface gigabitethernet 1/0/1
[Router-GigabitEthernetl/0/1] ip address 192.168.1.1 24
[Router-GigabitEthernetl/0/1] quit

# ORI E

[Router] save force

3. ZEMEELE

TER TR (https:/loasis.h3c.com), TE= P& L ZRmFahiks, BEBRELRIGEEEW
PR CHE T > SCFE > ORISR > SO L > BTN > R > H3C = A4 7,

WA DL B A i A T

https://www.h3c.com/cn/Service/Document Software/Document Center/Oasis/Catalog/Oasis_PlI
atform/Oasis_Platform/

[E9 1% Switch ;RINEI = &/ALE

HT T > TRISHE » RO » SRS - ZERE > HICEERS ERFAERELRE

H3CEEMS

2 AP

TR
» H3C =EPEEETEEESF-6W106
» H3C EEREAEESEM-6W110
» H3C BB SRESEM-6W106
T BEEE » H3C mEMSEEEETH-6W107
» H3C =iEMESR{HE S5 R-6W102

=\
L= R

4.5 WiFfc &

# B FE Switch 5= M4 FEBLRE, 24 Cloud connection state & Established R, FRi%
O,

[Switch] display cloud-management state

Cloud connection state : Established
Device state : Request_success
Cloud server address : 101.36.161.141

Cloud server domain name : oasis.h3c.com
Cloud server port T 443

14


https://www.h3c.com/cn/Service/Document_Software/Document_Center/Oasis/Catalog/Oasis_Platform/Oasis_Platform/
https://www.h3c.com/cn/Service/Document_Software/Document_Center/Oasis/Catalog/Oasis_Platform/Oasis_Platform/

Connected at : Tue Apr 20 15:43:17 2021

Duration : 00d 00h 02m 32s
Process state : Message received
Failure reason : N/A

# 1E =R NI Telnet & Bk 4% .

7E 7 17 WX 28 4 T U0 T T S AURS rh e e 2% A B, AR SRR chak 3“4 > BT, 1T
telnet 13X, BRI AT 2 /] ) 2% I B 80 S 1t 4% i 2 AT T T«

E10 £ = EMER Telnet EIRi& &

WEEE  EEERmE R AR EElTE] AeszsRid
W ISR MR sTA0e v 210231AGBXE1 64000124 ~

S EF

=E T A RS TMER !
AR : AR TR Thi

telinetEe, BFEtE BR <

s

BREWTLE

HEHE

4.6 BCEXXH

. Switch :

#
dns server 114.114.114.114
#
vlan 100
#
interface Vlan-interfacelO0
ip address 192.168.1.2 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100

#

ip route-static 0.0.0.0 0 192.168.1.1
#

cloud-management server domain oasis.h3c.com
#

15



) Router :
#
interface GigabitEthernetl/0/1
port link-mode route
ip address 192.168.1.1 255.255.255.0
#

4.7 tHEXER

o URMEE “WMIEHMEEAERS” T o EER.
o JUAMIE “WEBMRIEGSSE B BT REE

16



5 &ic Console D255 438 5 1k

5.1

&9

A ZE G EIC Console 135 H5 i AbFE J7 v

FE— ﬁﬁ?&tﬂ Console A%, i@l Telnet/SSH J5 20 & SR 45 1 .
HEZ SR EEAT R A SN, ok gk v BT B B A B SR .
JHEVGE T SiC i E %00, Toik B sk b4 B I 7 PR B A4 e B SCAFRT

5.2 HMEEk

x

53 BLEXTE

—
=@l
R RAEF 7 ik —& F_ console O B, JnR ST BFRIX GO B, BEA LTk,

1. 5i&—: @i Telnet/SSH EFi% & /F1&2% Console 115

Bt Telnet/SSH R EFRiE %5, 2% 3.3 1. password A iF /73 3.3 2. scheme TAIF /5 20 & Hrfic
& Console 1%14,

2. F7EZ: 18T bootware STEIREF I IT AL E KB ENEF LIEEX console 0%

X i

R = 5wt bootware R & T 464 A R E), thabvh S5130 £ 71 VA KW AL H 11,

(1) 3L console MR JEH & HHTE D).
(2) W&EBILT Ctri+B 3 bootware 25, EHFEPT MarhcE B3, WA 11 fiw.

17



E11 # N bootware 38 FH kit Y uiEc B B Eh

EXTENDED BOOT MENU. .
apability is enabl

EXTENDED BOOT MENU

y all files in flash

MENU

(3) %+ Reboot F )5 %%, MK 12 Fis.
12 ERKE

1en rebo

EXTENDED BOOT MENU

Acce EXTENDED
Format file

BOOT MENU

(4) WERHEBEMNIZT Ctrl+C 5L Ctrl+D Bhid HAACE, W& 13 Fios.
E13 BB E

to break.

iration: no int

ENTER
Jan

(5) 1% N Enter S IhBd BL BB B, @A AT T
(6) BEEMEITNE.
<Sysname> more startup.cfg

(7) R EoREC B4Rk o e R AR BUAHE ot SCpFrR, W 14 5 16 For.

18



El14 SHEEXMH (—)

role name level-12
description Predefined level-12 role

#
role name level-13

description Predefined level-13 role
#
role name level-14

description Predefined level-14 role
#
user—group system
#
local-user admin class manage

password hash $h$65YqjUSPPALVL/ouvKSNtIfmOpbbeIYpVyIkNRCR3P+O5SNQYJ41e¥9fg+jYyc:
[¥yUmzOvHfsasetlr3J6NtPazSo2 TWBJIpi/ocofpfowka==
service—-type telnet http https terminal
authorization-attribute user—role network-a
authorization—-attribute user-role network-op
#
ip http enable
ip https enable

BTEED)
Ha =8l L Ctrl+C

#

return

EER
REEAED

ERIEEED..

E15 SHEEEXH (Z)

description-Predefined:level-12- role +
f +
role-name-level-13 |
description: Predefined: level-13- role +
& +
role-name-level-14 +
description Predefined:level-14- role +
# +
user-group-system o
# +
ocal-user-admin-class manage +
passwordhash-ShS65YgjUSPPAIVL/ ouvKSNEITmOpbbel Ypvyl kKNKCR3P+OSNOYI41eY Sfg+jYycks
YyUmZOvHfsaset1r3l6NtPazSo2 7WE] pifoofpfSwki== <
service-type-telnet-hitphitps terminal +
authorization-attribute-user-role-network-admin
authorization-atiribute user-role-network-operator +
f +
ip-http-enable
ip-httpsenable
# +
return -
o

(8) MEBCE A, MIBRE S BB & . A SCLANC BB %Y hello12345 4%, 1Al 16 Fron.

19



==
A EE

password tAIE7 R &AL E £ AUX 2 BLE T, scheme 7 X % #hfe B /£ local-user Bt & F, AL
WIS 2 scheme 75 X & A ) 4.

El16 ECEFHERD

description-Predefined:level-11- role +

- o

role-name-level-12 +
description-Predefined:level-12- role +

3 +

role-name-level-13 +
description-Predefined:level-13- role +

i +

role-name-level-14 +
description Predefined:level-14- role +

5 +

user-group-system M.

i +
ocal-user-admin-class-manage N

passwordsimple-hello12345+«

- service-type-telnet-httphttps terminal +

authorization-atiribute-user-role-network-admin

authorization-attribute-user-role-network-operator ¢
i +

ip-http-enable

ip-httpsenable +
& +
return +

9) IR R AT I, ARG
<Sysname> system-view

(10) s Ecius Ml E SO IR BB, W& 17 Fow.

20



E17 SANEEXH

tI rmapbh— I¥YpVyIkNRCR3P+OSNQYJT41e¥9fg+]¥ycK

REEEAEE
EHEEED.

(11) fRAFACE .
[Sysname] save

(PN PREVN S E YRR 2
[Sysname] quit

<Sysname> reboot

3. F3k=: BT bootware SEERIXIFPITE E X B FIRECERIR
(1) ETE B R E RS EAERRCE S, BN RZUA.

<Sysname> system-view
(2) K 4wTHCE R E BRI E S startup.cfg AL EDRS A N MR L AT s E .
[Sysname] configuration replace file startup.cfg
Current configuration will be lost, save current configuration? [Y/N]:N
Now replacing the current configuration. Please wait...
Succeeded in replacing current configuration with the file startup.cfg.

(3) = 3.3 1. password \iF 7 ik 3.3 2. scheme iAiF J7 2L E #ifid & Console 1125,
4. 75350 @it bootware SRR AL E W HBEIEREHIITEE

==
ZCE&;E&;

T E R EREPIARE, WHRE A LSRR B a i it

(1) EETE B E SR SR BN RGLE], R AT TR E .

<Sysname> system-view
[Sysname] save

(2) =0 3.3 1. password \iF 7k 3.3 2. scheme iAiE J7 2LE #ifid B Console 11215,

5.4 BEENXH
o

21



5.5 HHXER

o UAME “HANREIRT” ) “ERIE.

o UAMRCE “HANRETRS” hH “RESCHERL.

o JUAMECE “HANRCEMLSSH” P CERBE
i E “HERIEGSSE” P “HEER,

B

22



6 &It Telnet/Web B3040 ik
6.1 &
REHINEEIL Telnet/Web &35 200 kbR 51,

6.2 ZAMFEK
"

6.3 BLELSR

1. =12 Telnet B R ZHBAIE T %

it Console MEF# A, ES W 2 J@i Telnet & 314 % HHiL & Telnet &% %10,
2. =18 Web B REMBALIESE

i1t Console Mk i#/m, HHACE Web &%,

HHENR G

<Sysname> system-view

# NI Web F P AL (HEAREL client A%, Bt EIAMIEZTS A hello12345.

[Sysname] local-user client

[Sysname-luser-manage-client] password simple hellol2345
[Sysname-luser-manage-client] quit

#IRAFICE, BribRcE ER.

[Sysname] save

6.4 BCENH

e Telnet 7k

HS 0, 2 J8it Telnet B & &

. Web 77 =,

#

ip http enable

#

ip https enable

#

local-user client

password hash $h$6$12Sg4L1j1qVUWQZ3$JA6KKU3zTVVRg48MM92X6cVpdigR2JIF887PKi3GQMwn

XXXcsWBuz7GleJdZeeNFMmMBaV7DPkKb Inb0OsGT2axvg==
service-type http https

authorization-attribute user-role network-admin
#

23



6.5 FAXER
. PG E M ER ST P OB,

o JUAMIE “HANREMLSSH” P CERBR.

24
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o B X HETRIRIEAC E 5 R

/!
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= TR VA = =TT PP PP 4
2L FA I+ e e 4
2.2 ZHLIRITE SR eeveereere ettt b e e b e ae e 4
2B I Y& - eveeerereerestseee sttt bbbt bbb h R b h bbbt 4
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TN T AT T L PP PP 6
I3 2 3 =5 OSSR 6
B3 T Y& +ovrerereseteteteeee st h ettt h bbb h b h bbb R bbbttt 6
B I B I vttt 6
3.5 FH UL +vrerereretetet ettt bbb bbbttt 7



1 EH BEE
1.1 fajfy

ARG AR B RSBt RSO LT85
1.2 EEFEEM

AR A& SRR B ) RS L TTREAR], Bk DL & (1) SRl i N

WMEH BB, WESERITE R MR ERS R, Bk, P FHEERR%K Console M T#:
£, el SSH 5l Telnet 77 Az A2 6 5k 15 % . KT Console & sk & 17712, 152 W id Console
BB YR B AR

1.3 BLEXE

. AT restore factory-default 4473 HE 8 & &
# R IE R IRES .
<Sysname> restore factory-default

This command will restore the system to the factory default configuration and clear the
operation data. Continue [Y/N]:y

Restoring the factory default configuration. This process might take a few minutes.
Please

Please reboot the system to place the factory default configuration into effect.
#EPWS, WA LATIE. HRTEWCE, &R R RS

<Sysname> reboot
Start to check configuration with next startup configuration file, please

Current configuration will be lost after the reboot, save current configuration? [Y/N]:n
This command will reboot the device. Continue? [Y/N]:y
Now rebooting, please wait...

o JHIBRNECE ST E R R
# o T AR O UOE B B B S R 44 B
<Sysname> display startup
MainBoard:
Current startup saved-configuration file: flash:/startup.cfg
Next main startup saved-configuration file: flash:/startup.cfg
Next backup startup saved-configuration file: NULL

# A WA T CARER N & SO
<Sysname> dir
Directory of flash:

0 -rw- 6244 Jan 08 2013 07:26:03 startup.cfg
1 -rw- 136628 Jan 08 2013 07:26:03 startup.mdb
2 -rw- 58704 Jan 03 2013 07:56:22  diag_H3C_20130103-005605.tar.gz



# MR T 3 B e B A

<Sysname> delete /unreserved startup.cfg

The Ffile cannot be restored. Delete flash:/startup.cfg?[Y/N]:y
Deleting a file permanently will take a long time. Please wait...
%Delete file flash:/startup.cfg...Done.

#ERBE. ERERC R, BERIRE R IR

<Sysname> reboot
Start to check configuration with next startup configuration file, please

Current configuration will be lost after the reboot, save current configuration? [Y/N]:n
This command will reboot the device. Continue? [Y/N]:y
Now rebooting, please wait...

o IHBRERAF I B ER ek

Z i

o AT, KREFEMASBETALBIEE XA 6 RN XE EMEME, HiEEEm .
o R R E I EIRG LM TR BEEE X, 5% E AR k.
o  FTRIXLN, mAORALARE M.

# 7R T AR O A B B B ST 44 PR

<Sysname> display startup

MainBoard:
Current startup saved-configuration file: flash:/startup.cfg
Next main startup saved-configuration file: flash:/startup.cfg
Next backup startup saved-configuration file: NULL

# BT O B0 3 G B A
<Sysname> reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N]:Y

ﬁu%iﬁ%iﬁf%ﬁﬁﬁﬂﬁiﬁ% M3 4T reset saved-configuration backup @4,
A AN TR AT Hear

#EE&%OEE%&ZE,&%%WﬁﬁﬁrﬁMO
<Sysname> reboot
Start to check configuration with next startup configuration file, please

Current configuration will be lost after the reboot, save current configuration? [Y/N]:n
This command will reboot the device. Continue? [Y/N]:y
Now rebooting, please wait...

1.4 FHXZER

o UMEE “HEMRCERT” TR “RCECER
o  UREE “HMEEMLSHE” hI “EESHER.
o JUAME “HANRKEIRS” ) “REEH,



FEAELE “EMEEGSSE” P R E R,
PomACE “EANRCER S ) U RGE L.
PR ECE “HRRNECE ST P U RGER



2 BHEE XA
2.1 &9

KRG A& B T
2.2 AMFEXK

WK 177, %14 Device 124 aTACE X, FERA72] FTP Server I,
E1 FPEESCHAMIE

S

Device FTP Server
192.168.10.1/24

2.3 BLEER
158 Device %455 FTP Server [a] i H 7k .

2.4 BEELE

#IRFRAAELE, HE U4 R B 47 startup.cfg.

<Sysname> save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

PA_E 2 B & ERIARAE T —AN 44 starup.cfg FITC B ST

# ¥4 startup.cfg SCfF B4 FTP lR%5 4% L.
<Sysname> ftp 192.168.10.1

Press CTRL+C to abort.

Connected to 192.168.10.1 (192.168.10.1).
220 WFTPD 2.0 service (by Texas Imperial Software) ready for new user
User (192.168.10.1:(none)): root

331 Give me your password, please
Password:

230 Logged in successfully

Remote system type is MSDOS.

ftp> binary

200 Type is Image (Binary)

ftp> put start.cfg

ftp: No such file or directory

ftp> put startup.cfg



227 Entering Passive Mode (192,168,10,1,235,54)
150 "D:\temp\startup.cfg"” file ready to receive in IMAGE / Binary mode

226 Transfer finished successfully.
4326 bytes sent in 0.003 seconds (1.49 Mbytes/s)

2.5 WUFACE

# BF ARG E .

ftp> dir

227 Entering Passive Mode (192,168,10,1,252,152)

1 File Listing Follows in ASCII mode

- FWXFrWXFrwx 1 noone nogroup 4326 Sep 2 14:00 startup.cfg

DA 1528 startup.cfg X2 AR R FTP ik4548 1.
2.6 HHXAER

o FREE “HMECEIRS” P “EEER.
e  EME “HEMMEMLSSE” PR “EESCEE.
e FRIE “HMECEIES” M “FTP A TFTP”.

o RIEE “HMEMLSSE” B “FTP M TFTP”.



3 Bhit HAIECE
3.1 &t

H 2 C E DI Re 1 % 70 3 B 3 SR BOF AT E SCF . S 3 0 R Tk e B U R AEAEd R 8
RN b, EEhdes, RIRTSEILEBIECE, MM T INERCE, KORRRE T A H R T
PR, TSl E&ETER. RIS, BB B
WHERTEEBRBIN, HhBANMEFAMEN KRBT 2 SAE autocfg.py. autocfg.tcl B
autocfg.cfg fic B 30 WIRAFIE, W EBEPATIHSCH; WRAGFLE, WiEE B sh SRS 4 B3k
HCHPAT B B A SR B B S, S BhC B ThfE . autocfg.py. autocfg.tcl F1 autocfg.cfg E
B AR R AR & EAEE—AN

R A I3 B A A 2 B AE N 8 BRI b, BT LU R E Bk B 3B E
REBINHBhS 5 BhEE T

3.2 ‘AMEEK

mE 2 por, WA ERS, Bhid A3 E.
B2 Bkid B=hlc EH M E

L <

PC Device

3.3 BLEHESR
WHR TR EE 3, T8 Console H & k¥4 . KT Console ¥k & & 17714, 162 W“i@id Console
BB A POR R B AT 7

3.4 BLEDER
# WRITHLES).

Starting......
Press Ctrl+D to access BASIC BOOT MENU
Press Ctrl+T to start heavy memory test

* *
* H3C S5570S-28S-HPWR-EI  BOOTROM, Version 105 *
* *

*hkhk

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd.

Creation Date : Jul 6 2021
CPU Clock Speed - 1000MHz



Memory Type : DDR4 SDRAM

Memory Size - 1024MB
Memory Speed : 800MHz

CPLD Version : 001

PCB Version : Ver.A

Mac Address : b04414cd47a4

BootRom Validating...

Press Ctrl+B to access EXTENDED BOOT MENU...O

Loading the main image files...

Loading file flash:/s5570s_ei-cmw710-system-el1105p09.bin. ... ... . ... ... ......

Loading file flash:/s5570s_ei-cmw710-devkit-el105p09.bin.. ... Done.
Loading file flash:/s5570s_ei-cmw710-boot-e1105p09.bin......... Done.

System is starting...
Cryptographic algorithms tests passed.

Startup configuration file doesn®"t exist or is invalid.
Performing automatic configuration... Press CTRL_C or CTRL_D to break.

Automatic configuration attempt: 1.

Not ready for automatic configuration: no interface available.
Waiting for the next...

Automatic configuration attempt: 2.

Not ready for automatic configuration: no interface available.
Waiting for the next...

" LLE % “CTRL+D” 5i “Ctr+C” Az E, # A\ Comware £%;.
3.5 tHXER

o JUAMCE “HANRETRT” thHy “HINKCE .
o JAMECE “HANECEMSSH” T CHINCHE .
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L E A T R TFRAB B ERAEIRZ v oveveererereerieieieeie ettt 1
0N T 7 LT T 1
1.2 ZELIR TR SR <eveeeeeeeem et 1
IR U o N 3T LT 1
oA TR VHE 4G <evrereeeeeeeseesesesess s e s s e e et h et h e h R 1

1AL ZEELTF LRI oeeveererereeeeeeeeeeee ettt ettt 1
18,2 ARG B BRITIE I <o veveeeeeeeee et 1
T T s 7O 4
15,1 T B VE AL T TP HILFE eeeeeeeeeeereseeseiee et 4
1.5.2 T FEAL 1P HIHE «-veerereeseeeeemeeresesicici sttt 5
1.5.3 FETE AR c+-eveeereererereseseremstsesesss i e e ss s 6
I B = 1 6
ST ST A - LT 7
SR a Tt v AT TP TP 7
1.7 TI B ST <o vvereeeeeeeere ettt 8
L8 A TIRE v eeeeeceete ettt bbbt 8

2 {# F BootRom 2 1 XModem TR IE B ARAERRZR -+ vrvreeeererrririrnisissiees s 9
2L FA I+ reee e e e 9
2.2 R R R +eerereeee ettt 9
2B I B T 2 T - vveveeeeeeeeeese ettt 9
- S 9

24,0 FEHLTF LRI cvoveeeeeeeeeeeeeeee et 9
D42 TR T - ovreeeeeeeeere ettt h ettt 9
2D B B B oo 9
25,1 BETE SATHT R -+vereeeeeseerererescieiess e es e ch st s bbb bbbttt 9
2.5.2 HE A BOOROM SEEL «vvrerereeeeemetetiesscissessess st 10
2.5.3 MBI BRIV B YRR TR ceeereeeee et 11
D54 FFLEVEAG weeeereerereseeemeseesese s ceee et e et 12
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T IR e = o USROS 16

B T Y& +oveeeeeeeete sttt h bbb bbbttt 16
O B Ll B T 000 41510 [T = s LT 16
342 FRILTF LR AL < evvvreeeereeeesresemee ettt 17
I I N = L <O OO 17

T 12 72 17
I T R o = N1 0 OSSR 17
3.5.2 if#iiT BootRom SEEL R ZLFETT 22 BOOIROM PRI «rrrrrrrrrrrrrrrmmmrmiiiiiii 17
TIPSR 19

IR T uh AT TP PP 20
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1 AT T A F R EF TR
1.1 fajfy

ARG8T 7 T4 A R AR R 77 1
1.2 AMFEK

WK 1 s, EHURIS 2 A A B e dnid s, BLER: PC 1N SCERS %, FF)R3h TFTP
% 25168, Device £y TFTP 25 /A, JEit TFTP 7 s8I 24 A S %53 Device, FETF4Ek
PERRAS o

Bl M a7 AR E IR hRALE M E

L <

PC Device

1.3 BB FEEIN

TR AT, NI A A5, B ORI A AN 2 2 AT RO 2 TR R, T T
DT 2 G SN LA LA RRAS T+ 40 B3 T S
TG R R R W, IR S i, SRS E N (] BkAT

1.4 BB ER
1.4.1 SREVARSEE

SRR A A an 5
o B3 H3C EM http://www.h3c.com, FREU T2 B Shik b4,
o KR H3C HiARSREN F3REUR; T+ 8 s A6

1.4.2 RS HFNEE
X i

X% 3FBL FTP. TFTP. SFTP & 7 X &M &40 & & XM fo LA R T8 AR, ATV
TETP Wil A | ATAE. e S RiF A L= Sh B 485,

# JA B SRS 4 B TRTP RS 452hRE (L. 3CDaemon #4461, &E TFTP k554 bALITNE
HARESHL I RIRSS


http://www.h3c.com/cn/

E2 EcE TFTP BRSSEF L&/ T ERR1E

File WView Help

TFTF Serwer Start Time | Peer | Bytes | Status

aemon Configuration

General Configuration

Create directory names in incoming file relv

Mlow owerwrite of exizting files? 2

FTP Profiles S¥slog Configuration

TFTF Configuration

Upload/Dewnload D:AWIFTES

Per-packet timeout in seconds 5
Maximum retries o
0

Interframe transmission

| B | EREw |

FTP Server

Syslog Server

TFTF Client ]

For Help, press F1

m

CAP INUM




&3 FE TFTP RS

3CDaemon

File View Help

TFTF Server

FTP Server

Swslog Serwer

TFTF Client

For Help, press F1

Start Time

| Peer | Bytes | Status

NUM



= B

File View Help

TFIF Server Start Time | Peer | Bytes | Status

Aug 31, 2021 10:5%:06 local 0 Listening for TFTP requests on IP address: 192.168.1.2, Port 69
Aug 31, 2021 10:5%:06 local 0 Listening for TFTP requests on IP address: 10.135.104.114, Port §

Configure TFIF Serwer

FTF Serwer

Syslog Server

TFTF Client ¢ m

For Help, press F1 CAP [NUM

1.5 FLELTE
1.5.1 BCE&FIZEO IP Hbk

# A4 FE VLAN 99.

<Switch> system-view

[Switch] vlan 99

[Switch-vIan99] quit

# A VLAN fI3 1.

[Switch] interface vlan-interface 99

# L # Vlan-interface99 #2111 IP Hitik Ay 192.168.1.1/24.

[Switch-VlIan-interface99] ip address 192.168.1.1 24
[Switch-VIan-interface99] quit

# NS EHUAHIER DOR I ALK G AR SEBRIG DL E, AR 7R 1D
[Switch] interface gigabitethernet 1/0/1

# M0 B TARAE — 2

[Switch-GigabitEthernetl/0/1] port link-mode bridge

# FHiZ % DI VLAN 99,

[Switch-GigabitEthernetl/0/1] port access vlan99
[Switch-GigabitEthernetl/0/1] quit



1.5.2 BEEFA IP Hufik

# BCEAH AL IP Hulik A 192.168.1.2/24.
E4 BLEEH IP ok

Internet HRLIEZ 4 (TCP/IPvd) EiE 7wl
=

SRS o

O BENERS 1P Ht @)
O fEF TR IP Ml 5):

IF it Cro: 192 188 . 1 . 2
FRIETE 255 255 .255 . 0
AR )

BT N RSS2kt &)
© EATER I8 RS2t @)

Ei% NS fR%EEE )
HF 10 BRSEE ()
[CI3R AAER & (L) =R

[ e || mE |

#AEH “Win+R” PAESEIT I T H, A omd 7T ar 4720, K26 Baeid ik, s oR 0L
HB& 2 [ ATk,

C:\ Documents and Setting\Administrato> ping 192.168.1.1

IEfE Ping 192.168.1.1 Ef 32 FHHdsE:

kHE 192.168.1.1 MEIF: F75=32 Wf[A=31ms TTL=253
KH 192.168.1.1 MEIK: F7=32 Kf[a=30ms TTL=253
KH 192.168.1.1 MEIK: F7=32 Kf[a=30ms TTL=253
kH 192.168.1.1 MEIF: F75=32 Wf[A=30ms TTL=253

192.168.1.1 [ Ping ZilHEE:

Bt ©RiE = 4, B8k = 4, ZK = 0 (0% E%),
AERAT R AG THN 8] (AR AT -

A = 30ms, K = 31ms, P = 30ms
# (E% 4% L ping TFTP iR 4525 bt (BRI EHL IP Huhb), BEAE ping i&E.
<Switch> ping 192.168.1.2
Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.1.2: icmp_seq=0 ttl=64 time=10.701 ms
56 bytes from 192.168.1.2 icmp_seq=1 ttl=64 time=2.678 ms
56 bytes from 192.168.1.2: icmp_seqg=2 ttl=64 time=2.282 ms
56 bytes from 192.168.1.2: icmp_seg=3 ttl=64 time=1.617 ms
56 bytes from 192.168.1.2: icmp_seg=4 ttl=64 time=1.701 ms

N

--- Ping statistics for 192.168.1.2 ---



5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss

round-trip min/avg/max/std-dev = 1.617/3.796/10.701/3.474 ms

# AT save TS IRIF A SRTICESS B .

<Switch> save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

1.5.3 EFYERRA

#i#id display version w2 BH W& UHA S G LETHHT G 828 FRAE RS T RASGIE 2%
T,

<Switch> display version

H3C Comware Software, Version 7.1.070, Release xxxx

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.

H3C Switch uptime is 0 weeks, 0 days, O hours, 19 minutes

Last reboot reason : User reboot

1.5.4 BEER K

#iEd dir fr S BE REAFIRMEE, TR E 2 E (BRI PR TRAEHT
A TH A

<Switch> dir

Directory of flash:

0 drw- 707584 Jan 29 2013 05:41:21 123.bin

1 drw- 12639 Jan 29 2013 05:41:21  patch.bin

2 drw- 48866304 Jan 02 2013 08:30:11 r6126p20. ipe
3 -rw- 591 Jan 01 2013 03:31:14 serverkey

4 -rw- 6304 Feb 02 2013 06:58:55  startup.cfg
5 -rw- 159335 Feb 02 2013 06:58:55  startup.mdb
6 -rw- 0 Jan 02 2013 06:19:27  topology.dba
7 drw- - Jan 02 2013 05:32:24  versionlnfo

251904 KB total (25052 KB free)

# 47 ALK, FEH] delete Zunreserved file fir & KA MR 2 R HI SO
<Switch> delete /unreserved patch.bin

The Ffile cannot be restored. Delete flash:/patch.bin? [Y/N]:y

Deleting the file permanently will take a long time. Please wait...

Deleting file flash:/123.bin.._Done.



i

o ipe AR BERM L EHA LRI T RRMEL A S bin XM, IHARING 256444 R
(—ABMF R D PIEVA L) RE B . BRI,

e 121 delete Zunreserved File 4MIIRAF, MR 6 AR S AAEME, REEBIK

q

Ao
o 12 delete File ®AMIRTAF, MR AR EGLERDMSEY, A& A GHEZE. 4o
R BRI R R E P 69 AR F XM, AT reset recycle-bin ¢4, WUBZEIE.,

155 HEEE

# BT R AL switch.ipe TN Z BT BCE 4T (1 TFTP e 554 AR/ 34z
# (] TETP J7 30 SCAF R S5 4% L IO RRCA switch.ipe SCF T #3184 L.

<Switch> tftp 192.168.1.2 get switch.ipe

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 58.7M 100 58.7M 0 0 1193k 0 0:00:50 0:00:50 --:--:-- 1127k

# RE WA N R SN AT AT 32 B 330 switch.ipe.

<Switch> boot-loader file flash:/switch.ipe all main

# A ST AR S B e R SRR R RSO, A TS R U AR AR AS,
“N”

<Switch> Do you want to delete flash:/switch.ipe now? [Y/N]:N

# ERBE.

<Switch> reboot

1.6 uFfc &

# W E R )G, ] display version 4 & H B &AM E.

<Switch> display version

H3C Comware Software, Version 7.1.070, Release Xxxxx

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.
H3C Switch uptime is 0 weeks, 0 days, O hours, 19 minutes

Last reboot reason : User reboot

#ﬁﬁﬁ display boot-loader x4 & FH ARG ST KA 3 Bk H IS SR 24 FR .

<Switch> display boot-loader

Software images on slot 1:

Current software images:
flash:/boot.bin
flash:/system.bin

Main startup software images:
flash:/boot.bin
flash:/system.bin

Backup startup software images:



None

1.7 BeEXH

terface vlan-interface 99

#
in
ip address 192.168.1.1 24
#

interface gigabitethernet 1/0/1
port link-mode bridge

port access vlan 99

#

1.8 X &R

o UAMICE “HANREIRST” hH) BT,
o JUAMECE “HANECE R SSH” T RIS



2 fF BootRom 3B XModem Pl i & B AFhiRd
2.1 BN

A48 F BootRom S H A1 XModem T 5 2T +28 5 48 A A 16 v
2.2 AMFEK

Wi 5 i, FEHURG & A R E B ik, IER: @i XModem Pl 75 =0 SC4F
switch.ipe T # % Device, FH-THZHAEIA o

[&]5 @id Console 0% Fi% &0 M &

i <

PC Device

2.3 BEEFEEIN

THRZ AT, BN BRI AL, BRI BB & G AT AR RO 2 (B ek, 1
THER DT B GERIREM LS A RO T 2 A3 T 00

TG R R R B, T RRITAL S i, IS N (] Bk AT .

i/l XMODE J5 RAR S F e, —Rets Ol N ANHERZ IR ST, @BV I Zette s fF, VL
1 i A7 07 ST JOR e AT AR AS -

2.4 BLEER
2.4.1 FREHBHREE

SREUTF R A A R 75 5K
e &3 H3C EM http://www.h3c.com, FREUE T2 B Shk b4,
o KR H3C HARSTREN FRHUR T+ e SR AR o

242 THEBRRH
VAR AT T BB B, A LB R i i

25 BEEZPE

2.5.1 BEFELHFATRA
# i1t display version fir @ EH W& A HTRA S O EETHZT 5 B B iR AT LSS IE T+
ity RrIDR

<Switch> display version
H3C Comware Software, Version 7.1.070, Release xxxx

9


http://www.h3c.com/cn/

2.5.2

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.
H3C Switch uptime is O weeks, 0 days, O hours, 19 minutes
Last reboot reason : User reboot

)\ BootRom 3 E

#EBWETE, WRIEFRIZE Ctrl+B i3 A %4 BootRom SZ L
EXTENDED BOOT MENU

1. Download image to flash

2. Select image to boot

3. Display all files in flash

4. Delete file from flash

5. Restore to factory default configuration
6. Enter BootRom upgrade menu

7. SKkip current system configuration

8. Set switch startup mode

0. Reboot

Ctrl+Z: Access EXTENDED ASSISTANT MENU
Ctrl+F: Format file system

Ctrl+P: Change authentication for console login
Ctrl+R: Download image to SDRAM and run
Ctrl+C: Display Copyright

#IEFE 1 T EEE 2] flash

Enter your choice(0-8): 1

1. Set TFTP protocol parameters

2. Set FTP protocol parameters

3. Set XMODEM protocol parameters

0. Return to boot menu

#1E % 3 KM XModem WM 58 R S HIINERL,  BEN N s R & S
Enter your choice(0-3): 3

Please select your download baudrate:

1.* 9600

2. 19200
3. 38400
4. 57600
5. 115200

0. Return to boot menu

HRIESE PG O, RFEEEM T EER, ARFIEFE 5, BT EEZJy 115200bit/s
Enter your choice(0-5): 5

Download baudrate is 115200 bps

Please change the terminal®s baudrate to 115200 bps and select XMODEM protocol
Press enter key when ready

10



2.5.3 1E&imig BV R

i T 22 # 4l Console H IR AS R 45N 115200bps, T 2834 R4S ik N 9600bps, M7 276
EEER. Rk, RERGRIER, T ESCEL R E R EER, LSRR N R RER
—

(1) AR RIS I, BT TR R A A A L I

&6 [MFAU /i FF]SE B T

&E W) | Y ) fEEC FEEhE)
s Ffp FEAL (2]

SEIEIEEAY
SIS (5]

Hf I (@)

(2)  BENFBG LU RAF SO P 5, RS HS AR E AR B o [0 2 [ #e4H Can & 7D, 3\ Console
CIBC B AHEAE, B “MR A3 BB 115200 J5, S [rf e [ (ol 8)-.

7 #EABHEREE
21

=23 |aw |

II Switch BEERF (I .. |

ER ¢hiX) ©): [pse )\ BEFE @6) =]
i T THCERTRIE S.

X2 @E: T —

HiESHE: |

JEESEAT R ()« fcom |

| etz | Rl o RS R T i = )
™| Sk sds (5]

wE | W |
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B8 & OECEXHAHE

HORE |

TR B (TR
B @) [5 ~]

Bk ) [ |
iz @ [ =]

B ) [T =l

TEEABME® |
E B | EEw |

(3) WHESCIERMBRTRIG, il 2 b SA (R [ I L | BT, SR A ST 2 i RS 4
HLET &
(519 [FFRY /AR |3 BRI

EEFN  HNg) FEC R

=0 B CEAY ()
—  EEEY )
=

- (0

254 AEESE

(1) FEFEERGH S FTERAAMDR, HA<Y>, REHFEHERAQTER: BAN>, RGUKRF
BootRom F- 3% H.:
Are you sure to download file to flash? Yes or No (Y/N):Y

(2) BAY>HEIEE, RGBT T, LimErmn M EE:
Now please start transfer file with XMODEM protocol

IT you want to exit, Press <Ctrl+X>
Loading ...CCCCCCCCCCCCcCccceeeeccccece

12



= i

Sbby, FAERB RS TR, WHEA<CUI+HX>, TN 448 AT 4o T 345,

(3) ML i AR IR B[R IR A O] CanfE10) 5 7RSS R HE A s e [ S Cn
B 11) , #EFEFEFRKEAE (ALl “update.ipe” AFD , FHI% R 8l PRGN
XModem.

E10 [fFiE/ & & ]3RE

| i) FERD D

ST

- ETEE..

© OBETTO...
EETETE D).

FEERRFTENAML ()

Bl [RiEX XS EIE
(EETE 21 |

et D:‘\wer=ion

JeHaE ()

III: hwersiontupdate. ipe

HHE (B
I}{modem j

#Ee | x@o | ma |

(4) PTG, mEAORNEHL, RGN B PR S .
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(5)

(6)

E12 EEAEXHRE

A switch %1%k Imodem ¥PF '

ETERIE: |D: \versionhupdate. ipe

¥EE: [r201 HERBE:  [Checksum

Fisticgy: o Bigws: o

E—iz: |

o4’ ST [sssK / 31380K

2/ [00:03:48 Tl - [oi:15:08 Het@:  [4032 ops
; cps;’bps(g)l

JFENBAA TR, RGP R EIZRSIRAarENE, BEH (M) L &K (B
s EE (ND o BEA<MSIFEIZE, R M E A i E o R sh B F .

Please input the file attribute (Main/Backup/None) m

The boot.bin image is self-decompressing...

Load File name : boot.bin W E O T 1 Boot ARG FR

Free space: 470519808 bytes

Wi ting Flash. . e e e e e e e e
Done!

The system-update.bin image is self-decompressing...

Load File name : system.bin WHE O T System BRI L FR

Free space: 461522944 bytes

Wi ting Flash. e e e e e e e
Done!

Your baudrate should be set to 9600 bps again!

Press enter key when ready

W R X E BB IM B AR E T LR G LR BN B, NAER P 49X E AL
&, RA BHFM L BUERTA “RBK .

5% 2.5.3 (BU B E MIPREA,  HUFRE 2 i R R I B8 9600 bps.

o R F# 91k Fik4EH 9600 bps, AP FA T ALER AL B RE, FHHTH TR,

14



(7) W#%E)E, ZRGuR[A BootRom E£EH., {E BootRom 3¢ B bl N<0>J: M 42, &R &G,
T JE A B A AR R

EXTENDED BOOT MENU
EXTENDED BOOT MENU

1. Download image to flash

2. Select image to boot

3. Display all files in flash

4. Delete file from flash

5. Restore to factory default configuration
6. Enter BootRom upgrade menu

7. Skip current system configuration

8. Set switch startup mode

9. Set default boot storage medium

0. Reboot

Ctrl+F: Format file system

Ctrl+P: Change authentication for console login
Ctrl+R: Download image to SDRAM and run
Ctrl+C: Display Copyright

Enter your choice(0-9): 0O

2.6 WUFACE

# R/ ERG, 4/ display version i3 B E&ARAE .

<Switch> display version

H3C Comware Software, Version 7.1.070, Release Xxxxx

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.
H3C Switch uptime is 0 weeks, 0 days, O hours, 19 minutes

Last reboot reason : User reboot

# flif] display boot-loader fir&&E A KA SN S 3 AR H IR sh a4 75

<Switch> display boot-loader

Software images on slot 1:

Current software images:
flash:/boot.bin
flash:/system.bin

Main startup software images:
flash:/boot.bin
flash:/system.bin

Backup startup software images:

None

15



2.7 FHXER

BogE “HERECERR S PR BT

= b
PR LI B R BRI

3 {#H BootRom 3EHIE T TFTP/FTP Tl FF 2 % & 8 Ak ik
i

3.1 BN
FZ G- BootRom S #Lilit TETPIFTP MMITH it & B HEA AR 71«
3.2 AMFEK
W 13 fr, VAR S 2 B R E B diiE . IESKk: PC EASCHIRSS 2%, HE3h FTP

R4 85 ThEe, Device fE A FTP % Fifis, JEid FTP 7 S0 B 200 T 4.3 Device, FHF-ZL 8 4HhR
NS

E]13 &iT Console O&Fi& & EME

L <

PC Device

3.3 BEEFEEM

THRZ AT, BN BRI S, BRI AT BB & G AT AR RO 2 (B ek, 1
THER DT B GERIREM LS A RO T 2 A3 T 00
TG R R R B, T RRITAL S i, IS N (] Bk AT .

34 BB &S
3.4.1 FLE&iT Console OB RIFE

fEiEL Console H @AM EIA IS, 7 ZHl I 20 07 HAR 5 8% SLE R .
I & 5 HAR P Ja, RN 2R E K im S 4

o JHERE: 9600
° HEfr: 8
o fEilkfi: 1

o TIEKER: &
o ESAM: K

16



W b, o FREORRSERGEE, BREHREIRRH AR, RS 4
THORTE (W<Sysname>).

* Copyright (c) 2004-2024 New H3C Technologies Co.,Ltd.All rights reserved.*
* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *

*hkhk KXk * % * * % *

Line auxO is available.

Press ENTER to get started.

<Sysname>%Mar 30 09:52:58:243 2022 H3C SHELL/5/SHELL_LOGIN:TTY logged in from auxO.
<Sysname>

3.4.2 FEAERHEE

SREUTF R AR R 75 5K
o &3 H3C EM http://www.h3c.com, FREURE T2 B Shik b4,
o KR H3C HiARSREN F3REURS T+ 8 s A6

3.4.3 TEEBHMH

TEHERT N HUFE R AT, ABILL FTP Server i,
35 iLESTE
3.5.1 EEYRIMA

# i1t display version i@ EH W& AR RA S O EETHZET 5 B B RRCAS AT LSS IE T+
ity RPIDR

<Switch> display version

H3C Comware Software, Version 7.1.070, Release xxxx

Copyright (c) 2004-2024 New H3C Technologies Co., Ltd. All rights reserved.

H3C Switch uptime is 0 weeks, 0 days, O hours, 19 minutes

Last reboot reason : User reboot

3.5.2 i&iT BootRom 3K HE T #H FHFHZ BootRom F£F

==
A EE

o REXE RF MG BootRom £ 2 RE], HAIRGERIT TN A A,
o @i FTP A= TFTP Wil T BRI 4984 K400, L& vh FTP sl h 1.
o AR ENIEELTRALEER, HAKESEREFEILAY K.

(1) fEAF PC (1% IP bl 4 192.168.0.23) i21T FTP Server #2/7, WEH 4%, L
FOEHR SO ORAE H 3%, FHERTHEOUHRAEAE FTP Server I LAEH R T
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(2) fEHP PC bizfr#umfiHAEF, Bahicg, #A<Crl+B>, #A BootRom J"JE B33 H.
EXTENDED BOOT MENU

1. Download image to flash

2. Select image to boot

3. Display all files in flash

4. Delete file from flash

5. Restore to factory default configuration
6. Enter BootRom upgrade menu

7. Skip current system configuration

8. Set switch startup mode

9. Set The Operating Device

0. Reboot

Ctrl+Z: Access EXTENDED ASSISTANT MENU
Ctrl+F: Format file system

Ctrl+P: Change authentication for console login
Ctrl+R: Download image to SDRAM and run
Ctri+C: Display Copyright

Enter your choice(0-9):
(3) TF#EIFFZ BootRom.
EXTENDED BOOT MENU

1. Download image to flash

2. Select image to boot

3. Display all files in flash

4. Delete file from flash

5. Restore to factory default configuration
6. Enter BootRom upgrade menu

7. SKip current system configuration

8. Set switch startup mode

9. Set The Operating Device

0. Reboot

Ctrl+Z: Access EXTENDED ASSISTANT MENU
Ctrl+F: Format file system

Ctrl+P: Change authentication for console login
Ctrl+R: Download image to SDRAM and run
Ctrl+C: Display Copyright

# BEN<1>, MESHFET 2] flash.

1. Set TFTP protocol parameters
2. Set FTP protocol parameters

3. Set XMODEM protocol parameters
0. Return to boot menu

Enter your choice(0-3):
# HAN<2>, WHE FTP XS4

18



X i

FRBAHA, ABEMAFGLSRIT; RS, HEDEN TG, REGRA S

Load File Name stest.ipe
stest.ipe
Server 1P Address :192.168.0.23
Local IP Address :192.168.0.105
Subnet Mask :255.255.255.0
Gateway IP Address :0.0.0.0
FTP User Name XXX
FTP User Password ekl
F=1 BEUKNOSHEREEHEAR
ERER ol
Load File Name THEHIXHFI IR, BSR4 —3
Server IP Address FTP/TFTPR %5 23 BLPCIIIP ik
Local IP Address WA HIPHhE
Subnet Mask T HERD
%X] 5 s 45 5 i SIE B — N A , = %x] 5
Gateway IP Address Eﬁmmm RS TSI EPCAE R — MM B, TFZE R E N KIP
FTP User Name FTPH 4
FTP User Password FTP N #:%15

# WEE FTP MR SEUS, BA<Y>, BUK N AT F43 flash.
Are you sure to download file to flash? Yes or No (Y/N):
# A <Main>, FN AR BCE N 3 H T 0B SR E S

Please input the file attribute (Main/Backup/None)

KA R
T HIRE 3 SO B A7 A o
Main WML 7 SR B Bl it EOIMSERY, i MY

RO e SCAT H (0122 J 1o A O

g FIRE 7 SCAF B A A7 A 5

Backup HOIMBRE 7 SR B Bl st BB, U A/ BRAY
RIRE P SCAT H (0122 B o A HOTH
None IS B4 B 4745 A 5

353 ERE®

BootRom F}Z I f5, 7F BootRom T Al A<0>, 54K
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3.6 WiFfcE

# R/ ERG, 4 display version i3 B E&SRAER.

<Switch> display version

H3C Comware Software, Version 7.1.070, Release xxxx

Copyright (c) 2004-2024 New H3C Technologies Co., Ltd. All rights reserved.
H3C Switch uptime is O weeks, 0 days, O hours, 19 minutes

Last reboot reason : User reboot

# {if] display boot-loader x4 &H A IS sH T A 3l Bk F ) JE sh 3L 24 R .

<Switch> display boot-loader

Software images on slot 1:

Current software images:
flash:/boot._bin
flash:/system.bin

Main startup software images:
flash:/boot._bin
flash:/system.bin

Backup startup software images:

None

3.7 lHX&EX

o JARECE “HANECEFRST TR BT
o JUAMIE “HANREMLSSH” P CHATHR.
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BEFE= HABRATOEN, AFMHEHMNETARNRER, FoFRERER, b aRFARE.
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1.2 ZELHTE SR «vverereseeemeereneses it ettt ts bbbt bbb bbb bbbttt 1
L3 T B 2B et 1
13,1 TCEE TE A% AL TR vveeeeeresneresesesetesess e es st bttt bbbt bbbttt 1

1.3.2 FIE B ZRGEHTTJR] +-vveveereersesreeseeste st e st ettt ettt ettt b e e ae et e b e et s beeh e e bbb 1

I a1y Lu AT TSP PR TP 2
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2.3.2 B B VE A — SE I [ S EEJ weeeererrereseseseseenesetseietesss st eb ettt 3

2.3.3 T B YA T A PUAT EELJE -orveeeeeeesrsreresseeietesse st sttt b sttt 3

2 A TR T TIE B vttt bbb s 4

T TRl ;OO RORUORRR 4

2.6 FHTETEE ++eveeererees sttt bbbt 4



1 wEREMAICE
1.1 &Y

AR B U L B R SRR K R G ] .

B Al IEIE PR 7 IR IR G (] -

o  WMATHLE. H B TR RGN A5, B2 PR 3 B8 AR I B 5 4k
S il

. W2 P [ED . B I ITERI FIZD NTP/PTP ik 45#8 1) UTC (Coordinated Universal Time,
[ B p i (a]) B a], R RS2 R UTC B R348 ERC B A X . B AR S Hus &,
AT RS R 5 NTP ATPTP HE4IN2H, 1§50 “ M E AR ER T
E(J “NTP” *D “PTP”°

MR 28 st b R R AP T B iy 447 I L PRI ) SERS A, HERZ 1

Z i

PTP ¢ X HH A 5K &R TH X, HHRELREALRATERE.

1.2 HMFEK
o

1.3 BEEETR

1.3.1 BEERERMR

# N R G
<Device> system-view
# Mo E B 44 K05 abed.

[Device] sysname abcd
[adcd]

1.3.2 BLE RGHET(E]

1. FENRE RGATE

# BEANRGUE

<Device> system-view

# WO E RGN RO XN T

[Device] clock protocol none

# R [Al P ML E T3 B E R G Ry 2021 42 9 A 1 H 111 8 77

[Device] quit



<Device> clock datetime 11:8 2021/9/1
2. 1833 NTP 1Y B IR ELR SRt ]

# HEANRGUEL

<Device> system-view

# ML E RGN TR EUT O NTP.
[Device] clock protocol ntp

3. 1&3F PTP Y B zh3R X R LA 8]

# HEANRGUEL

<Device> system-view

# ML B RS 3R 508 PTP.

[Device] clock protocol ptp

1.4 WiEACE

# R W T RG]
[Device] display clock
11:08:00.258 UTC Wed 01/09/2021

o E R, BRI AR B B =R B
1.5 BeEXH

o MEBEAM

#

sysname abcd

#

o  TILXERGMN M
#

clock datetime 11:8 2021/9/1
clock protocol none

#

o NTP WHIGREUAR G 8]
#

clock protocol ntp
#

o PTP BHBGREUR SN [H]
#

clock protocol ptp

#

1.6 tHHEZEHR

o JARECE “HANRCEIRTT TR “REEE.
o JUAMIE “HANREMLSSH” P R EH.

2



2.2

2.3

83T scheduler reboot ERTE B &

AR5 scheduler reboot 5E I J5 % 4% .
SE I 5 1977 A LR J LR

o LB W AATE ELARIII TR &S S

o RE WAL —ER A5 HE)T

o LB A TELE I R B2 AT E R AR
B K

¥

BLELER

2.3.1 BiEREZHEEFWEIEMBIAER

# B RGNYATR Ay 2021 429 A 1 H 11:00, B E & 7E YK+ 12:00 HF.
<Device> scheduler reboot at 12:00
Reboot system at 12:00:00 01/09/2021 (in 1 hours and O minutes). Confirm? [Y/N]:Y

232 BEEREZHE—ERBEER

# B RS4RI (A A 2021 42 9 H 1 H 11:00, FlE &% &7E 88 /4l GBS .

<Device> scheduler reboot delay 88
Reboot system at 12:28 01/09/2021(in 1 hours and 28 minutes). Confirm? [Y/N]:Y

233 BEERZEEWNITER

#HEANRGUEL

<Device> system-view

# QST E )G 210 job, 44 reboot.
[Device] scheduler job reboot
[Device-job-reboot] command 1 reboot

# IR RGE

[Device-job-reboot] quit

# Q% 4 KN schedule-reboot [1) schedule, 5|44 reboot (1 job JFEC & &K 23:00 B $4T -
[Device] scheduler schedule schedule-reboot

[Device-schedule-schedule-reboot] job reboot

[Device-schedule-schedule-reboot] time repeating at 23:00

# 1B [A RGHLIE

[Device-schedule-schedule-reboot] quit



# RIFBCE

[Device] save

2.4 BBl E

# RS H A I ]
<Device> display scheduler reboot
System will reboot at 12:28 01/09/2021 (in 1 hours and 28 minutes).

# .75 Sche

dule.

[Device-schedule-schedule-reboot] display scheduler schedule

Schedule ty
Start time

Schedule name : schedule-reboot
pe : Run on every day at 23:00:0
: Wed Sep 01 11:00:00 2021
ion time : Yet to be executed

Last execut

0

Job name
reboot

# 7~ Job.

[Device] display scheduler job

Job name: reboot

reboot

2.5 BREH
B & EEPITES:

#

scheduler job reboot

command 1
#

reboot

scheduler schedule schedule-reboot

user-role network-operator

user-role network-admin

job reboot

time repeating at 23:00

#

2.6 HHXAER

N

o Hmlid
o Himlid

£ CHRECERS P e,
£ “HRECE M LS E” P CREER.

Last execution status
~NA-
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1 NTP ARS585/= Pimte s B AR &
1.1 f&9r

KA I NTP SEIR RS54 5 &P vt 1] [F) 20 i e B 0772
1.2 ‘AMEEK

N Tk NTP 58 Device B 5 Device A [ [A][F)25, ZEK:

o  ff Device A LB A A E NS HR B, EHON 2;

e  [iiE Device B fll Device C TEfE% iz, & Device AN NTP fR45%5.
Bl MR NTP BLE A/

Device A Vian-int2
(NTP Server) |10.1.11/24

Vlan-int2 Vlan-int2
1.0.1.12/24 1.0.1.13/24
Device B Device C

1.3 BEE B

(1) MHEA. B. CH&&AM P HbEIEFE NTP k5
(2) HFLE A RSRKAHEEENS B B, EECN 2
(3) ME AR NB. CHAH NTP k%5

1.4 BB SE

1. Device A IELE
# Be B 32 11 Vlan-interface2 [ IP #idik .

<DeviceA> system-view

[DeviceA] interface Vlan-interface 2
[DeviceA-Vlan-interface2] ip address 1.0.1.11 24
[DeviceA-Vlan-interface2] quit

# JFJA NTP iR%S .



[DeviceA] ntp-service enable
# WEAHI B NS HN o, EHON 2.

[DeviceA] ntp-service refclock-master 2

2. Device B Ut &
# B B2 1 Vlan-interface2 [ IP Huil .

<DeviceB> system-view

[DeviceB] interface Vlan-interface2
[DeviceB-Vlan-interface2] ip address 1.0.1.12 24
[DeviceB-VlIan-interface2] quit

# JFE NTP IR%% .

<DeviceB> system-view

[DeviceB] ntp-service enable
# FC @ NTP PSR EUE 7).
[DeviceB] clock protocol ntp

# % E NTP Server S~ Device B[] NTP IR % 2%,

[DeviceB] ntp-service unicast-server 1.0.1.11

3. Device C UL &
# BC B 32 11 Vlan-interface2 [ IP #iik .

<DeviceC> system-view

[DeviceC] interface Vlan-interface2
[DeviceC-Vlan-interface2] ip address 1.0.1.13 24
[DeviceC-VIan-interface2] quit

# JF )8 NTP iR%S .

<DeviceC> system-view
[DeviceC] ntp-service enable

# i B d ik NTP hsGREUE [7]
[DeviceC] clock protocol ntp

# %8 NTP Server A Device C ] NTP JIR % 2%,

[DeviceC] ntp-service unicast-server 1.0.1.11

1.5 WitACE

# 52k FIRTCE J5, Device B F1 Device C [1] Device A #t47Hf[A][F2. UL Device B A& H NTP
A, ATLLEH, Device B &4 5 Device A [d25, Z#LL Device A KIEZ%0Kk 1, 7 3.

[DeviceB] display ntp-service status
Clock status: synchronized

Clock stratum: 3

System peer: 1.0.1.11

Local mode: client

Reference clock I1D: 1.0.1.11

Leap indicator: 00

Clock jitter: 0.000977 s

Stability: 0.000 pps



Clock precision: 27-10

Root delay: 0.00383 ms

Root dispersion: 16.26572 ms

Reference time: dOc6033F.p9923965 Wed, Dec 29 2019 18:58:07.724
System poll interval: 64 s

# #F Device B ) NTP RS HIFTH IPv4 2i%{5 5, B LLE 2| Device B 5 Device A #5371 21

[DeviceB] display ntp-service sessions
source reference stra reach poll now offset delay disper

[12345]1.0.1.11 127.127.1.0 2 255 64 15 -4.0 0.0038 16.262
Notes: 1 source(master), 2 source(peer), 3 selected, 4 candidate, 5 configured.
Total sessions: 1

1.6 BeEXH

. Device A:

#
interface Vlan-interface2
ip address 1.0.1.11 24
quit
ntp-service enable
ntp-service refclock-master 2
#

. Device B:

#
interface Vlan-interface2
ip address 1.0.1.12 24
quit
ntp-service enable
clock protocol ntp
ntp-service unicast-server 1.0.1.11

. Device C:

3+

interface Vlan-interface2

ip address 1.0.1.13 24
#

ntp-service enable

clock protocol ntp

ntp-service unicast-server 1.0.1.11
#

1.7 tHXEHR

o UME “MZEHAMEEAERS” TH “NTP”,
o EELE “MBEHMEIEMSSE” T “NTP”.
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1

1.1

1.2

1.3

mERF At

f&g 7
ARZBN A A i E i
2H W F5 3K
Telnet A P E£HLE Switch ABIE, FE S Switch % Telnet FH P AT A NE HAZAUH P f .
Telnet H S 18 5 1 448 userl@bbb, WA IFIE IS 5 4 B2 AL FH P A 604 rolel.
rolel B W H P BUR
) T P AT BT A R e 2 B B i 4
o RVFHIHUTAIEE VLAN PLIEN VLAN LK G FIFH S 4, F A A #:/E VLAN 10~VLAN
20 IBLRR o

E1-1 Telnet A AZAHIIAIE/ARHLEL & 28 M [&]

‘ Vlan-int 2

192.168.1.70/24@ @

Telnet user Switch
192.168.1.58/24
M E;FEEIN

o /ISP ML E Jih A 1) ISP UM AR MIFR, W ATE a4 undo domain
default enable FHAELCHIAEGRAE ISP 3, SR 1T LAGMIFR .

o —/MNHPMEF RVFRIEZ SR, SR DL 2 S AME— AR T, MR AU AR )
FH P AT DLARAT () i A X SE I 52 PRI RT AT i 2 10 - 5 o A7 1K SR o SUAIA R 9 25 1
TF S 5 KA R Flan, SR 1 RvrddTar 4 A, B 2 e vrdhdTar 4 B, U 3 25 14k
T A, WEERIN 2 FRIN 3 A%, RIZEIEHITm A A, RVTFHITH 4 B.

1.4 ILELE

# BTN R G A RN Switch.

<H3C> system-view

[H3C] sysname Switch

# ML B VLAN #1112 1 1P #hkik, Telnet A i id ik %+ Switch.
[Switch] interface vlan-interface 2

[Switch-VIan-interface2] ip address 192.168.1.70 255.255.255.0
[Switch-VlIan-interface2] quit

# )5 Switch ] Telnet IR 5525 ThfE .

[Switch] telnet server enable



# lic E Telnet H 7 & 5K H AAA IETT e

[Switch] line vty 0 63

[Switch-line-vty0-63] authentication-mode scheme
[Switch-line-vty0-63] quit

# L E ISP 15 bbb 1) AAA J5 7 N A ) GEFIA B4 AL .

[Switch] domain bbb

[Switch-isp-bbb] authentication login local

[Switch-isp-bbb] authorization login local

[Switch-isp-bbb] quit

# QI H P A5 roleds

[Switch] role name rolel

#ECEH T AEHN 1, VST A R B A a4 .
[Switch-role-rolel] rule 1 permit read feature

#ECEM P RO 2, vFH P HATEIE VLAN BLAHEN VLAN HLEI S A G a4 .
[Switch-role-rolel] rule 2 permit command system-view ; vlan *

# B VLAN SESHLEL,  se v P B #R4F VLAN 10~VLAN 20 IR .
[Switch-role-rolel] vlan policy deny
[Switch-role-rolel-vlanpolicy] permit vlan 10 to 20
[Switch-role-rolel-vlanpolicy] quit

[Switch-role-rolel] quit

# QBB B A ] 7 userl.

[Switch] local-user userl class manage

# WC B H B G2 B S 123456 TESTplat&! .

[Switch-luser-manage-userl] password simple 123456TESTplat&!

# 15 € F P B 9525 /2 Telnet.

[Switch-luser-manage-userl] service-type telnet

# $5 € 1 P userl IFRAUA 4 rolel.

[Switch-luser-manage-userl] authorization-attribute user-role rolel

# N ORAIE FH AU FH AU F P A € role L, RS FH P userd HAG I Ek4E H £ £ network-operator

[Switch-luser-manage-userl] undo authorization-attribute user-role network-operator
[Switch-luser-manage-userl] quit

1.5 Eurfc &

H P e K te Telnet 4%, 1E Telnet 25 ' i % M H /R M A\ FH P 44 userl@bbb A IR # S5,
BRI &SRB o

C:\Documents and Settings\user> telnet 192.168.1.50

login: userl@bbb

Password:

*hkhk B R = 2 L *

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *




<Switch>
B P BT H P A rolel, BAMRA AT HATAUR o RT3 an R 20 BRI UE H - AR -
e T#:{E VLAN 10~VLAN 20. (L% VLAN 10 R

<Switch> system-view

[Switch] vlan 10
[Switch-vlan10] quit

o RNEEEEMEIE VLAN. (LU VLAN 30 A

[Switch] vlan 30
Permission denied.

o HIHUTHTARHER A 4. (LLdisplay clock i)
[Switch] display clock
09:31:56.258 UTC Sat 01/01/2017
[Switch] quit
o ABEHATHRIET ERBAHAT R 4.
<Switch> debugging role all
Permission denied.

<Switch> ping 192.168.1.58
Permission denied.

1.6 BEEXH

#
sysname Switch
#
telnet server enable
#
vlan 2
#
interface Vlan-interface2
ip address 192.168.1.50 255.255.255.0
#
line vty 0 63
authentication-mode scheme
#
domain bbb
authentication login local
authorization login local
#
role name rolel
rule 1 permit read feature
rule 2 permit command system-view ; vlan *
vlan policy deny
permit vlan 10 to 20
#
local-user userl class manage
password hash $h$6$3nDcflenrif2HOW6$QUWsXcldIOMjeCMWGIKkUGqleuV3WgFFEE8i2TTSoFRL3
ENZ2ExkhXZZrRmO13pblfbje6Ffim7vV+uS5FbCif+SjA==



service-type telnet
authorization-attribute user-role rolel
undo authorization-attribute user-role network-operator

#
1.7 HHE&ER

micE “HMIERS” B “RBAC”.
it E “HAhir 2% ) “RBAC,

® H



2 s s
2.1 &

GBI BN P A R B T
2.2 HMFEK

T INBEF B A, SR A AAA IAERT B A H] Telnet F 7 3T IMIE. Btk &1
Telnet P RERS AT H P A DI, EITEAR LI T, IR S B S5 KA REENIR. 4
i Telnet FH P #3289 H P A€o rolel, FH P A5 rolel AW FALUR:

o RVFPITRGIUE SRR L3RI A dr 4.

o RVPHUTHTALL display Jki4 .

o RWHATHTE LU super JFkHAr %

o HAFTHE. VLAN FI VPN 41 % IR R ERUR o

PLESR, Telnet B/ Aetigai Ul 3 F 7 A €4 role2 A1 network-operator, e F /1 role2 B4 T
AR

o RWFPUTRGTIE A L2 HRMATE a4
o  HEAATEH. VLAN A1 VPN SE) B YR A ERR .
E2-1 {liA P A ERECE HME

Vlan-int 2
192.168.1.50/24
GE1/0/10
Telnet user

Switch
192.168.1.28/24

2.3 BEEFEEM

o /ISP ML E NEE 1 ISP S8 B AR B M ER, AT e A4 undo domain
default enable ¥HAEHCHAESE ISP 1K, SR A W] LAB I

o —/MNHFP MBI RVFRIEZ SR, F RN DL R 2 S AME— AR, SR EUZ A AT
FH P AT DLBRAT )i 2 A Se R 58 ST AT AT iy 4 (10 4 o 451X Se R 7 SCAIAL PR R 25 1 5,
IR 25 K04 3. Bitm, B 1 RvFdAT a4 A, B 2 R ¥FhiT @4 B, %JL'J'“J <E s
T A A, NI ZHN 2 AR 3 262, BIARIEHAT @4 A, RRFHAT G4

o UMRHIH MO AN AT SRR, S ERERE, X%V’E?U)ﬁﬁﬁﬁ)ﬂﬁ%@o

2.4 BEE LR
# W B AL R G4 FR N Switch.

<H3C> system-view



[H3C] sysname Switch

# B VLAN 2 3£ Switch 4% Telnet user f5 %15 3] VLAN 2 #1,
[Switch] vlan 2

[Switch-vlan2] quit

[Switch] interface GigabitEthernetl/0/10
[Switch-GigabitEthernetl/0/10] port access vlan 2
[Switch-GigabitEthernetl1/0/10] quit

# 07 VLAN #: 1 2 I E IP Hulik.

[Switch] interface Vlan-interface 2

[Switch-Vlan-interface2] ip address 192.168.1.50 24

# JT 5 B4 Telnet IR %525 Th ik .

[Switch] telnet server enable

# 1ES'5 N 0~63 [ VTY H 4T, ELE Telnet H 85K AAA WIE T .
[Switch] line vty 0 63

[Switch-line-vty0-63] authentication-mode scheme
[Switch-line-vty0-63] quit

# HCE ISP 5 bbb K] AAA 7512 9 A A UE A PR AL

[Switch] domain bbb

[Switch-isp-bbb] authentication login local

[Switch-isp-bbb] authorization login local

[Switch-isp-bbb] quit

# 0l P A rolel, BN AEME.

[Switch] role name rolel

#ECEH A O 1, VR RATTIE SCRFEAL L3 FHSCHI T A fir 2
[Switch-role-rolel] rule 1 permit execute read write feature-group L3
#EH P AEHN 2, v #AT A B display JT k4.
[Switch-role-rolel] rule 2 permit command display *
#EEH P AEHN 3, VAT IR LD super JFLI 4.
[Switch-role-rolel] rule 3 permit command super *
[Switch-role-rolel] quit

# 0l P A role2, #EANH T AEME.

[Switch] role name role2

#ECERH P AEHN 1, oV P ATTUE SCRFEA L2 FROCHI BT A i 2
[Switch-role-role2] rule 1 permit execute read write feature-group L2
[Switch-role-role2] quit

# BB B BEA L 7 telnetuser.

[Switch] local-user telnetuser class manage

# B P 258 2 B SCHY) aabbcec.

[Switch-luser-manage-telnetuser] password simple aabbcc

# 15 7€ P k%5 2K 242 Telnet.

[Switch-luser-manage-telnetuser] service-type telnet

# fa € H1 7 telnetuser AU 64 rolel.

[Switch-luser-manage-telnetuser] authorization-attribute user-role rolel



# N ORUE A BB P f B rolel, MR P telnetuser H A Gk H A ©
network-operator.

[Switch-luser-manage-telnetuser] undo authorization-attribute user-role network-operator
[Switch-luser-manage-telnetuser] quit

# fic & Telnet FH P )4 7 A (ol R A local IAIE7 N (RGUAE N local).

[Switch] super authentication-mode local

# L& Telnet H P # H P 1 )4 21 role2 B A 25 A0 9 B SC35AD 123456 TESTplat&!

[Switch] super password role role2 simple 123456TESTplat&!

# B E Telnet H 7 ¥ H 7 ff 1) #: 2| network-operator B {f F 1 % 15 Jy B SC % 14
987654TESTplat&!.

[Switch] super password role network-operator simple 987654TESTplat&!

2.5 Wil &

(1) HEEHFAERAREAE R
it display role @54 && M fth rolel. role2 Al network-operator ({15 2.
# WorH At rolel (45 R

<Switch> display role name rolel

Role: rolel
Description:
VLAN policy: permit (default)
Interface policy: permit (default)
VPN instance policy: permit (default)

Rule Perm  Type Scope Entity

1 permit RWX  feature-group L3

2 permit command display *
3 permit command super *

R:Read W:Write X:Execute

# SR P M role2 IfE R .

<Switch> display role name role2

Role: role2
Description:
VLAN policy: permit (default)
Interface policy: permit (default)
VPN instance policy: permit (default)

Rule Perm  Type Scope Entity

1 permit RWX  feature-group L2
R:Read W:Write X:Execute
# o F P 1 £5 network-operator f115 B
<Switch> display role name network-operator

Role: network-operator
Description: Predefined network operator role has access to all read commands

7



(2)

on the device
VLAN policy: permit (default)

Interface policy: permit (default)

VPN instance policy: permit (default)

command
command
command
command
command
command

command
command
command
command
command
web-menu
web-menu

xml-element
command
command

command

command
command

command

oid

display *

xml

system-view ; probe ; display *
display history-command all
display exception *

display cpu-usage configuration
*

display kernel exception *
display kernel deadloop *
display kernel starvation *
display kernel reboot *
system-view ; local-user *
m_device/m_maintenance/m_changep
assword

display security-logfile summary
display security-logfile buffer
system-view ; info-center securi
ty-logfile directory *
security-logfile save
system-view ; local-user-import

*

system-view ; local-user-export

*

1

il display role feature-group my & AR L2 il L3 HAFERFHERE R

ERY)

Rule Perm Type
sys-1 permit
sys-2 permit
sys-3 permit
sys-4 deny
sys-5 deny
sys-6 deny
sys-7 deny
sys-8 deny
sys-9 deny
sys-10 deny
sys-13 permit
sys-16 permit R--
sys-17 permit RW-
sys-18 permit R--
sys-19 deny
sys-20 deny
sys-21 deny
sys-22 deny
sys-23 deny
sys-24 deny
sys-25 permit R--
R:Read W:Write X:Execute
RVELIA 4
PP B R

sk

P & K Telnet 4%, 7E Telnet 2 /i 4% B3/~ Hi A /7 44 telnetuser@bbb J IE#f
FIED S, BRI E KB .
C:\Documents and Settings\user> telnet 192.168.1.50
login: telnetuser@bbb

Password:

*hkhk

R T s

E e R S

*

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*

* Without the owner®s prior written consent,

* no decompiling or reverse-engineering shall be allowed.

*

*




3)

(4)

<Switch>

EUE DI P Sy E i R FH AL BR
Telnet J /" BRI & st )m, A@ER A AP RIS UE T AR -

e}

FIHATHRFELL L3 R SRR PTA dr4 . (RAEIEE VPN 5241 vpnl ufi)

<Switch> system-view
[Switch] ip vpn-instance vpnl

AT FTA LL display T3k Bar %o (BLEZR RG240 H IR ) 941D

<Switch> display clock

13:53:24.357 test Sat 01/01/2018

Time Zone : test add 05:00:00

Summer Time : PDT 06:00:00 08/01 06:00:00 09/01 01:00:00

LN 7IE g aE abschech
Telnet H F IS Rt 44 J5, i an A0 BREGE H P AR «

a.

EHPAE R super JF3km 2. (LAY 2] H P A role2 FH-4 N R D) 4 4505
ySKD)

<Switch> super role2
Password:

User privilege role is role2, and only those commands that authorized to the role
can be used.

<Switch>

. VIR B S role2 S5, ATHATASR R L2 TR AR ST A 4. (LLANEE VLAN 10

D

<Switch> system-view

[Switch] vlan 10

[Switch-vlan10] quit

[Switch] quit

VI e role2 5, ASREBUT IR L2 A E R A 4. (AU P A
network-operator Jy4i)

<Switch> super network-operator
Permission denied.

- VI B P role2 5, AREHUTLL display FFkiIm 4. (LR R0 4 ET HIFIRS

&) 451D
<Switch> display clock
Permission denied.

. Telnet H P EF &%), A BEHATHTA UL super JF3kiIdnd.  (LAUI#EIH P At

network-operator F4i A B )45 % 59 1))
C:\Documents and Settings\user> telnet 192.168.1.50

login: telnetuser@bbb
Password:

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *



<Switch>
<Switch> super network-operator
Password:

User privilege role is network-operator, and only those commands that authorized

to the role can be used.
<Switch>

R R A5 AT DA B A R

2.6 BEENH

#
sysname Switch
#
telnet server enable
#
vian 2
#

interface Vlan-interface2
ip address 192.168.1.50 255.255.255.0
#
interface GigabitEthernetl/0/10
port access vlan 2
#
line vty 0 63
authentication-mode scheme
user-role network-operator
#
super password role role2 hash $h$6$DOkjHFktkktzgR5g$e673xFnlcKytCj6EDAw+pvwgh3
/ung3WNWHNrUTnXT862B+s7PaL fKTdi 18ef71RBOVUIVPAZH ] iLj rMPyWHQw==
super password role network-operator hash $h$6$3s5KMmscn9hJ6gPx$1cxbNjUc8udyxwR
m87b/Jki8BoPAxw/s5bEcPQjQj/cbbXwTVenQGLI1WOd7ss02rX/wKzfyzAO5VhBTN9Q4zQ==
#
domain bbb
authentication login local
authorization login local
#
role name rolel
rule 1 permit read write execute feature-group L3
rule 2 permit command display *
rule 3 permit command super *
#
role name role2
rule 1 permit read write execute feature-group L2
#
local-user telnetuser class manage
password hash $h$6$kZwlrKFsAY4lhgUz$+teVLy8gmKN4AMroovVWgXQTB8ai94gKH I rys50kytGT4

10



kT+nz5X1ZGAS jc282CYAR6ALUpH2 jbmRoTcfDzZ9Gmw==
service-type telnet

authorization-attribute user-role rolel

#

2.7 HXER

micE “HMIERS” I “RBAC”.
it E “HAhir 2% ) “RBAC”,

® H

11
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1 BEEWSHR AR IRF
1.1 &
KREHIN WG KRR IRF FECE T
1.2 AMFEK
Device A A B0 g, HEHT A R M2 H 251858, Device A B &% % K ie /1 2ok

BB A E TR . N T HEZORENE KT, NYREASULIA ML, B &A= m
Device B, 5 Device A 211 IRF, R 2 41T & 17K .

El1 MEmRIREH IRF H8EF B 40 [E

IRF
IRF-Port1/2 IRF-Port2/1
e, /\XGEL0/25 XGE2/0125 1\ 4 =
3 o
w \ XGE1/0/26 XGE2/0/26 \J
Device A Device B

1.3 BLE RS HIENX

BB BT, HEEMRESIE 1.
(1) BLERLRS
ANTRI R 53 2% T EERC B AN F A g T o B SR 51 4 5 (0 B 7R 2L I R A e AR A
(2) MERAREHR
FEF A ARSI R, RS ZHUE R R YA K S o 28 o %
(3) ME IRF ¥
(4) fRAFACE
(5) R IRF Y)FRAERK
(6) BE IRF i I fic &
1 BRI

W R G R AR S 2 IRF i 7 J2 FL 45 5 F 4 B2 iy 1
IRFi [: irf-port 1/2
IRFAEEE I

Device A 1 (B4 32

e Ten-GigabitEthernet 1/0/25
e Ten-GigabitEthernet 1/0/26

IRFi M irf-port 2/1

Device B 2 1 (BRE)
evice B IREY 1




& F AR G 5 A 4k IRF iy I J FLE 7€ F ) B o 11
e Ten-GigabitEthernet 2/0/25
e Ten-GigabitEthernet 2/0/26

1.4 BB FEEIN

5 IRF-Portl M85 & 1 IRF 78 s 11 - GEANLR J& B % 4% IRF-Port2 1145 5€ [ IRF 47 B i 1 AH
A% B IRF-Port2 M46E 1) IRF 9B 1 R B AI4E B % 7 12 & IRF-Portl 1 E48E 1 IRF 473
Ut AE. B0, AREFEK IRF.

1.5 B E S

1. Device A R &

(1) Device A fREBRE T TN 1, ATHEEHTHE

(2) AUZE IRF % 2, F¥ e 59F i 0 Ten-GigabitEthernet 1/0/25 f1 Ten-GigabitEthernet
1/0/26 4 &
<DeviceA> system-view
[DeviceA] interface ten-gigabitethernet 1/0/25
[DeviceA-Ten-GigabitEthernetl/0/25] shutdown
[DeviceA-Ten-GigabitEthernetl/0/25] quit
[DeviceA] interface ten-gigabitethernet 1/0/26
[DeviceA-Ten-GigabitEthernetl/0/26] shutdown
[DeviceA-Ten-GigabitEthernetl/0/26] quit
[DeviceA] irf-port 1/2
[DeviceA-irf-portl/2] port group interface ten-gigabitethernetl/0/25
[DeviceA-irf-portl/2] port group interface ten-gigabitethernetl/0/26
[DeviceA-irf-portl/2] quit
[DeviceA] interface ten-gigabitethernet 1/0/25
[DeviceA-Ten-GigabitEthernetl/0/25] undo shutdown
[DeviceA-Ten-GigabitEthernetl/0/25] quit
[DeviceA] interface ten-gigabitethernet 1/0/26
[DeviceA-Ten-GigabitEthernetl/0/26] undo shutdown
[DeviceA-Ten-GigabitEthernetl/0/26] quit

(3) M & Device A IR AL Sedih 32, DMRIEH N IRF HF 34 .
[DeviceA] irf member 1 priority 32

(4) fRAFECE

[DeviceA] save force

2. Device B ffiL &
(1) W' Device B M mdm'5 N 2, 5 5 B R B AL

<DeviceB> system-view
[DeviceB] irf member 1 renumber 2

Warning: Renumbering the switch number may result in configuration change or loss.
Continue? [Y/N]:y
[DeviceB] quit



<DeviceB> reboot

(2) BUEEA IRF YT 1, J¥ e 53 0 Ten-GigabitEthernet 2/0/25 #il
Ten-GigabitEthernet 2/0/26 45 5&
[DeviceB] interface ten-gigabitethernet 2/0/25
[DeviceB-Ten-GigabitEthernet2/0/25] shutdown
[DeviceB-Ten-GigabitEthernet2/0/25] quit
[DeviceB] interface ten-gigabitethernet 2/0/26
[DeviceB-Ten-GigabitEthernet2/0/26] shutdown
[DeviceB-Ten-GigabitEthernet2/0/26] quit
[DeviceB] irf-port 2/1
[DeviceB-irf-port2/1] port group interface ten-gigabitethernet2/0/25
[DeviceB-irf-port2/1] port group interface ten-gigabitethernet2/0/26
[DeviceB-irf-port2/1] quit
[DeviceB] interface ten-gigabitethernet 2/0/25
[DeviceB-Ten-GigabitEthernet2/0/25] undo shutdown
[DeviceB-Ten-GigabitEthernet2/0/25] quit
[DeviceB] interface ten-gigabitethernet 2/0/26
[DeviceB-Ten-GigabitEthernet2/0/26] undo shutdown
[DeviceB-Ten-GigabitEthernet2/0/26] quit

(3) RIFECE

[DeviceB] save force
(4) =M 1.2 &1 i CIERERIES: Device A fil Device B Z A IRF ¥ [
3. WU E
# Wid DeviceA (1) IRF dii AL & .
[DeviceA] irf-port-configuration active
# Wis DeviceB [ IRF i AL & .
[DeviceB] irf-port-configuration active
# P B WA A 2T Master Seik, SR —TJrR HEE R, HE%ERE, IRFEM, 244
Fr4i— K DeviceA.

1.6 WItACE

ISF IRF @7 i1

<DeviceA> display irf

MemberID Slot Role Priority CPU-Mac Description
*+1 0 Master 32 0210-fc01-0000 ---
2 0 Standby 1 0210-fc02-0000 ---

* indicates the device is the master.
+ indicates the device through which the user logs in.

The Bridge MAC of the IRF is: 3822-d60f-2800

Auto upgrade > yes
Mac persistent - always
Domain 1D : 0

Auto merge I yes



AT FIERE, MM 5% IRF BRI,
1.7 BEEXH

) Device A:
#
irf-port 1/2
port group interface ten-gigabitethernetl/0/25
port group interface ten-gigabitethernetl/0/26
#
irf member 1 priority 32
irf-port-configuration active
#
) Device B:
#
irf-port 2/1
port group interface ten-gigabitethernet2/0/25
port group interface ten-gigabitethernet2/0/26
#
irf member 1 renumber 2
irf-port-configuration active
#

1.8 tHXZEHR
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2 &3t BFD MAD %3] IRF
2.1 BN

AR/ 44iEE BFD MAD #6:3ll IRF D B 5 1%
2.2 AMFEKR

Bt #% Device A Al Device B BC & IRF, 4 1 FilE/i— IRF SRRk IR P EIRF 22, MZERAAAE A
ML BRI IRF, i 228 H] MAD KriliDifig, SR BFD MAD il 5 ARSI IRF FPIRES, IRF 73
A5, W RIS IRF A IR P28 sh AR E AL T Active IRES, phRALEEZrik Master 1§
RS /M IRF 4R421EH TAE, HE IRF 2E# 2| Recovery R#& (IR IRF &b T2EAIRZS),
JEI5H] Recovery IRZs IRF HhBirA J 57 Be e b B O/ B i 11 LLAM O HL 8 Bir A 0 Bl 1

&2 BFD MAD 4B MiEEE]

I
Device A Device B |

XGE1/1/1
(IRF-port1/2)

XGE2/1/1
(IRF-port2/1)

GE1/0/1 GE2/0/1

BFDAS: % %

2.3 BiEFEEIN

. BFD MAD A1 STP Thft H &, FHT BFD MAD F&ill ff) 5 1 ANfefdife STP Thfg.
. {# 58 BFD MAD il ZhRE ) = /242 1 H g% T BFD MAD #:3Ul, A fuiFiziT Henlss. s
fiodE T H eSS, nfgeaimizll % bl BFD MAD &l T REHiE4T .



2.4 BELEXR

1. Eg B ac#:4]l Device A #1 Device B #37 IRF
AARENS% 1 BEMWNE KA RSN IRF,
2. it ® BFD MAD

IRF IR E -

# fil & VLAN 3, ¥4 Device A L1 [0 GigabitEthernetl/0/1 A1 Device B _k ) ¥ [
GigabitEthernet2/0/1 il \ VLAN3 1,

<IRF> system-view

[IRF] vlan 3

[IRF-vlan3] port gigabitethernet 1/0/1 gigabitethernet 2/0/1

[IRF-vIan3] quit

# Q% VLAN £ 3, JFELE MAD IP il

[IRF] interface vlan-interface 3

[IRF-Vlan-interface3] mad bfd enable

[IRF-Vlan-interface3] mad ip address 192.168.2.1 24 member 1

[IRF-Vlan-interface3] mad ip address 192.168.2.2 24 member 2

[IRF-VIan-interface3] quit

# [N BFD MAD F14 s DhRE HL /%, FIT AYE GigabitEthernet1/0/1 1 GigabitEthernet2/0/1 I5< 4]
G0 R LRUINE

[IRF] interface gigabitethernet 1/0/1

[IRF-gigabitethernetl/0/1] undo stp enable

[IRF-gigabitethernetl/0/1] quit

[IRF] interface gigabitethernet 2/0/1

[IRF-gigabitethernet2/0/1] undo stp enable

2.5 Wil &

# 24 IRF 4r 28I, 7€ Device A LT display mad verbose fii4, A L& 2| — 4 % Multi-active

recovery state 4 No, Device A 1E# TAE.

<DeviceA> display mad

MAD ARP disabled.

MAD ND disabled.

MAD LACP disabled.

MAD BFD enabled.

<DeviceA> display mad verbose

Multi-active recovery state: No

Excluded ports (user-configured):

Excluded ports (system-configured):

Ten-GigabitEthernetl/1/1

MAD ARP disabled.

MAD ND disabled.

MAD LACP disabled.

MAD BFD enabled interface: Vlan-interface3
MAD status . Faulty



Member 1D MAD IP address Neighbor MAD status
1 192.168.2.1/24 2 Faulty
# 34 Device B &y Recovery IR%H, ffH display interface brief down % Device B i
1R & B 1 2B 4 oG T, IRy mad shutdown.
<DeviceB> display interface brief down
Brief information on interfaces in route mode:
Link: ADM - administratively down; Stby - standby
Interface Link Cause
GE2/0/2 DOWN MAD ShutDown
GE2/0/3 DOWN MAD ShutDown

2.6 BEENH

#
vian 3
port gigabitethernet 1/0/1 gigabitethernet 2/0/1
#
interface vlan-interface 3
mad bfd enable
mad ip address 192.168.2.1 24 member 1
mad ip address 192.168.2.2 24 member 2
#
interface gigabitethernet 1/0/1
undo stp enable
#
interface gigabitethernet 2/0/1
undo stp enable
#

2.7 FEXER
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#7& Combo #& O AYE O e& O

1.1 &Y

A A ST Combo 2 1 FiL L B 8 O 77 1%
1.2 BLEE

i3t fir 4474 5 JF R Combo B2 [1R I LRI
1.3 BB FEEM

Combo #% Fsg— ML, —4> Combo 3% HAEPRE L xf B ARk b — A EAT—DE . B
F5 6 A6 O MR R A DAL, BrbL, PR ANBERIN A s e i — A%
HF,  S— Ot A st ARG

1.4 BB TE

RS

4

# i€ GigabitEthernet1/0/1 %y I ) HL FUHBOE, M8 FH R 4R IE#
<Sysname> system-view

[Sysname] interface gigabitethernet 1/0/1
[Sysname-GigabitEthernetl/0/1] combo enable copper
[Sysname-GigabitEthernetl/0/1] quit

# 1672 GigabitEthernet1/0/1 % I 06 I WEHGE, 16 e ef iR .

<Sysname> system-view

[Sysname] interface gigabitethernet 1/0/1
[Sysname-GigabitEthernetl/0/1] combo enable fiber
[Sysname-GigabitEthernetl/0/1] quit

1.5 Eurfc &

# Combo 1 LRI ER: T s, 158 display interface M2 &&E#HIGE,
W BREE P EE “Media type is twisted pair”, TZR7R B DAL TR, B0, TRRGH
Ab T EEERAS .

[Sysname] display interface GigabitEthernet 1/0/1

GigabitEthernetl/0/1

Current state: DOWN

Line protocol state: DOWN

IP packet frame type: Ethernet 11, hardware address: OO0Ff-00ff-0139

Description: GigabitEthernetl/0/1 Interface

Bandwidth: 1000000 kbps

Loopback is not set

Media type is twisted pair

Port hardware type is 1000 _BASE_T

Unknown-speed mode, unknown-duplex mode



Link speed type is autonegotiation, link duplex type is autonegotiation

1.6 BCEXH

#

interface GigabitEthernetl/0/1
port link-mode bridge

combo enable copper

#

1.7 tHHEER

o UVREE “TEEAR-LIKMIMEEE S PR UKD
o JURHECE “ TRBOR-LUKMAL AT &2 ) “ LUK



2 BLEAKMEORZEMNN TR
2.1 &1

ARG 28 DL K I 42 113 2 A0 AR =R B 7 v
2.2 AMFEK

WmE 1R, RS 25EE (Serverl. Server2 1 Server3) 43 %5 Switch #8111 GE1/0/1. GE1/0/2
1 GE1/0/3 #Hi%, Switch it #:1 GE1/0/4 478N Internet 4%,

FH TR 45 45 W0 = (R RE R BR 1), AAAE LA ] s

e HI1 GE1/0/1. GE1/0/2 #1 GE1/0/3 R fig B i A LA, A THAN, k55
MERRE R 2= E EAR R .

e I GE1/0/1. GE1/0/2 1 GEL1/0/3 # 2 5 Wri ik AiE 28 1000Mbit/s, >4k 55 #5HE [R] I DA
1000Mbit/s JH R 7 R IEFAERT, wiosidph 82 0 GEL/0/4 HH%E .

FH 7 A B AR R A 25 0, A AP 2 1

El ReEIFEENEIRN TREREMR TR LHME

GE1/0/4

Serverl Server2 Server3

2.3 BPE B

fic B KR .
o HRHIRER X TR AL, Rk ECNR.
o IRAIEERE D T/EEZE )N 100Mbit/s, &5k IR IS,



2.4 BELEXR

# # % LUK 1 GigabitEthernet1/0/1~GigabitEthernet1/0/3 52 X~ myEthPort, Jf#E A\t &4 1
M.

<H3C> system-view

[H3C] sysname Switch

[Switch] interface range name myEthPort interface gigabitethernet 1/0/1 to gigabitethernet
1/0/3

[Sysname-if-range-myEthPort]
# fiLEACE 8210 GE1/0/1. GE1/0/2 Fil GE1/0/3 TAEfEAM TAEN. TAEi# = N 100Mbit/s.

[Sysname-if-range-myEthPort] duplex full
[Sysname-if-range-myEthPort] speed 100
[Sysname-if-range-myEthPort] quit

e i EANA THATER E44)E, %&4S® GEL/0/L. GEL/0/2 /= GEL/0/3 F X iZfe &,
TP &5t v Y B B AZ

2.5 WUFACE

# (EATEME T #4764 display interface, A # 0 2 7 TAFHE R LM TR
[Switch] display interface gigabitethernet 1/0/1

Media type is twisted pair, port hardware type is 1000 BASE T
Port priority: O

100Mbps-speed mode, Full-duplex mode

Link speed type is force link, link duplex type is force link
Flow-control is not enabled

Maximum frame length: 12288

i B [e] i 7 BeA e O TARAE AW T, TA/E#EZER N 100Mbit/s.

3, X+ GEL/0/2 Al GE1/0/3 ] LUEI$ 4T display interface fin & &E #2407 TIEE
S|

ith o

2.6 BEENXH

Switch fHE & S

#

sysname Switch

#

interface range name myEthPort interface gigabitethernet 1/0/1 to gigabitethernet 1/0/3
#



2.7 FHXER
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3 BEERO-—=EVik
3.1 &Y
N T IPAZEN) by NG ey =37 o L R W R
3.2 LAMFEXK
&l 2 o, PCL. PC2. PC3 1 PC4 7l & T A M B, SwitchB. SwitchC. SwitchD. SwitchE

I3 DA P BN JZ A et o FH P A B4 SwitchA b B DUAS DL I 40 B4 14 D X DY A 1
BEEPSAun

E2 PAXM$EOZ =R E AR E

Switch C ‘Wnc

H

<

W.TQH

Switch E S

PC2 PC3 PC4
10.10.1.1/24 10.10.1.2/24 10.10.1.3/24

3.3 BCEBEK

[ GY 3 I
o BRI TRy = E R,
o MEZJZLUKMEZ L IP HhEAE N RE,



34 BELEXR

1. REZEOTRE=ZEER
# fic B LUK M2 1 GigabitEthernet1/0/1~GigabitEthernet1/0/4 Y)4: 3] = Z i3

<H3C> system-view

[H3C] sysname SwitchA

[SwitchA] interface gigabitethernet 1/0/1
[SwitchA-GigabitEthernetl/0/1] port link-mode route
[SwitchA-GigabitEthernetl/0/1] quit

[SwitchA] interface gigabitethernet 1/0/2
[SwitchA-GigabitEthernetl/0/2] port link-mode route
[SwitchA-GigabitEthernetl/0/2] quit

[SwitchA] interface gigabitethernet 1/0/3
[SwitchA-GigabitEthernetl/0/3] port link-mode route
[SwitchA-GigabitEthernetl/0/3] quit

[SwitchA] interface gigabitethernet 1/0/4
[SwitchA-GigabitEthernetl/0/4] port link-mode route
[SwitchA-GigabitEthernetl/0/4] quit

2. BB =EIEOH 1P Hihb4E M 5
# DAL E GE1/0/1 #2107 IP kAR NI 5 A6 .

GE1/0/2. GE1/0/3. GE1/0/4 48t & 5 GEL1/0/1 49 XAk, ¥ LB B X AF.

[SwitchA] interface gigabitethernet 1/0/1
[SwitchA-GigabitEthernetl/0/1] ip address 10.10.1.1 24
[SwitchA-GigabitEthernetl/0/1] quit

3.5 WiFfcE

# EAEEME FHUTH 4 display interface, #0487 TR R
[SwitchA] display interface gigabitethernet 1/0/1

Unicast max-ratio: 100%

Internet protocol processing: Disabled

IP packet frame type: Ethernet 11, hardware address: 3c8c-4002-8001
IPv6 packet frame type: Ethernet 11, hardware address: 3c8c-4002-8001
Media type is not sure, port hardware type is no connector

Ethernet port mode: LAN

Port priority: O



3.6 BEENH

SwitchA HIHC & A

#

sysname SwitchA

#

interface GigabitEthernetl/0/1
port link-mode route

ip address 10.10.1.1 255.255.255.0
#

interface GigabitEthernetl/0/2
port link-mode route

ip address 10.10.2.1 255.255.255.0
#

interface GigabitEthernetl/0/3
port link-mode route

ip address 10.10.3.1 255.255.255.0
#

interface GigabitEthernetl/0/4
port link-mode route

ip address 10.10.4.1 255.255.255.0
#

3.7 lHX&EX
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4 B EREHNH

4.1

4.2

4.3

BIT

ARG BIA IR AL .
LH MK

B 3 R, SwitchA {F08 ZJR M4 2 = R B 8 0T ml, 7 ZERR A R M Z8 56
B3 fic B E4H2H M E

L3 network

L2 network

SwitchA

BLELR

HiE N LA

<H3C> system-view

[H3C] sysname SwitchA

[SwitchA] interface gigabitethernet 1/0/1

#ECE R ERE, FREES 2000kbps. T FRE{E A 1500kbps.
[SwitchA-gigabitethernet 1/0/1] storm-constrain broadcast kbps 2000 1500
#MCEHRRE G HLEE, ERJy80%. TR 15%.
[SwitchA-gigabitethernet 1/0/1] storm-constrain multicast ratio 80 15

# ML B AR IR R B, EIRBIE Y 200pps. TFREIE Y 150pps.
[SwitchA-gigabitethernet 1/0/1] storm-constrain unicast pps 200 150

# MO E L PR BMERS, SR block 77 XAzl
[SwitchA-GigabitEthernetl/0/1] storm-constrain control block

# B I LR N T4 T B BR A KT B R s A BR [B17E 2/ T T BR BB fi Y Log

=

B /oo
[SwitchA-GigabitEthernetl/0/1] storm-constrain enable log

# 0 B o IR /N T4 T B ERE BT E B B sl AN B PR E17& BN T T BR BB I it Trap
%‘A%‘ o

[SwitchA-GigabitEthernetl/0/1] storm-constrain enable trap

# T B di VR R G v I TR 1R B 60 D

[SwitchA-GigabitEthernetl/0/1]quit

[SwitchA] storm-constrain interval 60



4.4 WiFfcE

# 1f GEL1/0/1 #: 1 R ATar4 display this 7 2 1 F3 2 30 e B 15 0 .
[SwitchA-GigabitEthernetl/0/1] display this
#
interface GigabitEthernetl/0/1
storm-constrain broadcast kbps 2000 1500
storm-constrain multicast ratio 80 15
storm-constrain unicast pps 200 150
storm-constrain control block
#
return

4.5 BLEXXH

SwitchA HIHC & A

#

sysname SwitchA

#

interface GigabitEthernetl/0/1
storm-constrain broadcast kbps 2000 1500
storm-constrain multicast ratio 80 15
storm-constrain unicast pps 200 150
storm-constrain control block
storm-constrain enable log
storm-constrain enable trap

#

storm-constrain interval 60

#

4.6 HxHER

o JUAHECE “ TRBOR-DUKMACHECE SRS R “ LUK
o UREE “TREEAR-UIKMIZHGSSE” P LURMEEN



5 Bt E X FHPHI
5.1 &N
AR A 41 AT A ] B T 7

5.2 HMEEk

Wil 4 o, SwitchA {F28 R M4 B = R il SR IR a7 BP0 AR RIS BR8P Y
JU R HRREOR AR AR )RR R

El4 B & X RHNFIZE M [E

L2 network L3 network

SwitchA

# BEAFE DAL

<H3C> system-view

[H3C] sysname SwitchA

[SwitchA] interface gigabitethernet 1/0/1

#BCE ) 3R XA 50 e 2 SUVF 10000kbps | HiRk SCIE T, Xof i H 26 R ) F A SCHEAT 0
[SwitchA-GigabitEthernetl/0/1] broadcast-suppression kbps 10000

# 0 B 2R A - B0 i 2 70 ¥F 10000kbps 2H 4 SCdd, ot 230 Bl ) 20 R SO AT H0 4 )
[SwitchA-GigabitEthernetl/0/1] multicast-suppression kbps 10000

# 0 B R R XA . FEFP IR 2 F0YF 10000kbps A1 LR @I, Xt H 1230 R f A% Jen o
FEARSCHEAT ]

[SwitchA-GigabitEthernetl/0/1] unicast-suppression kbps 10000

5.4 ¥FAcE

# 7£ GE1/0/1 £ 11 FHuUT A4 display this 2575 42 11 1) X240 1) g B 155 I

[SwitchA-GigabitEthernetl/0/1] display this
#

interface GigabitEthernetl/0/1
broadcast-suppression kbps 10000
multicast-suppression kbps 10000
unicast-suppression kbps 10000

#

return



5.5 BEENH

SwitchA FIHC & A

#

sysname SwitchA

#

interface GigabitEthernetl/0/1
broadcast-suppression kbps 10000
multicast-suppression kbps 10000
unicast-suppression kbps 10000
#

5.6 fHXER

o JUAHECE “ TRBOR-DUKMACHECE SRS R “ LUK
o URECE “TEEAR-UUKMIZ G S E” hH CLURMEEN”
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1 EFim O VLAN RiREL B 55/
1.1 &9y

AL R EE T 1 VLAN ECE 72
1.2 HMEEK

Wk 1 frz~, Host A Fil Host C J& T3] A, {H2EI A R A &3 N A E 4% ; Host B A1 Host D
JBFEET B, B AR EEANATMNLY . A TEER T, DR B ioOzlE, AR
WX 2 A B VLAN HiARORBE 25358118 — 2 s . HoAEBr] A H VLAN 100, #677 B{#H VLAN
200. HIER[E-— VLAN WK EHLAESS HiE, B Host A Al Host C fitfi% HiE, Host B il Host D fig
s Hd .

E1 EFi%O/ VLAN B E

. GE1/0/3 GE1/0/3
Device A

GE1/0/1

Device B

GE1/0/2 GE1/0/2

GE1/0/1

Host A Host B Host C Host D

VLAN 100 VLAN 200 VLAN 100 VLAN 200

1.3 ILEXE

1. Device A UL E
# B2 VLAN 100, ¥ GigabitEthernet1/0/1 i\ VLAN 100

<DeviceA> system-view

[DeviceA] vlan 100

[DeviceA-vIan100] port gigabitEthernet 1/0/1
[DeviceA-vIanl100] quit

# f# VLAN 200, ¥ GigabitEthernet1/0/2 i\ VLAN 200

[DeviceA] vlan 200
[DeviceA-vlan200] port GigabitEthernet 1/0/2
[DeviceA-vIan200] quit

# 4 T 1 Device A |- VLAN 100 A1 VLAN 200 [ S g & i%4 Device B, ¥ GigabitEthernet 1/0/3
)88 4 2R UL B O Trunk, 3£ 71 VLAN 100 A1 VLAN 200 )4k SCil i

[DeviceA] interface gigabitEthernet 1/0/3

[DeviceA-GigabitEthernetl/0/3] port link-type trunk

[DeviceA-GigabitEthernetl/0/3] port trunk permit vlan 100 200
[DeviceA-GigabitEthernetl/0/3] quit

# RIFICE



[DeviceA] save force

2. Device B L E
# 617 VLAN 100, ¥ GigabitEthernet1/0/1 i\ VLAN 100

<DeviceB> system-view

[DeviceB] vlan 100

[DeviceB-vlan100] port gigabitEthernet 1/0/1
[DeviceB-vlan100] quit

# B8 VLAN 200, ¥ GigabitEthernet1/0/2 i\ VLAN 200

[DeviceB] vlan 200
[DeviceB-vlan200] port gigabitEthernet 1/0/2
[DeviceB-vIan200] quit

# 2y 7 ¥ Device B | VLAN 100 #1 VLAN 200 (4 e K 1545 Device A, # GigabitEthernet 1/0/3
4 B SSAIE B A Trunk, 9 781 VLAN 100 AT VLAN 200 K3 SCE T .

[DeviceB] interface gigabitEthernet 1/0/3
[DeviceB-GigabitEthernetl/0/3] port link-type trunk
[DeviceB-GigabitEthernetl/0/3] port trunk permit vlan 100 200
[DeviceB-GigabitEthernetl/0/3] quit

# IRAFICE

[DeviceB] save force

# ¥ Host A fll Host C it B /£ — MWL, #i4n 192.168.100.0/24; ¥ Host B # Host D Fit & £ —/
WEE, Ettin 192.168.200.0/24.

1.4 WiERCE

# 27~ Device A I VLAN [IECE(E B,

<DeviceA> display vlan 100
VLAN ID: 100
VLAN type: Static
Route interface: Not configured
Description: VLAN 0100
Name: VLAN 0100
Tagged ports:
GigabitEthernetl1/0/3(D)
Untagged ports:
GigabitEthernetl/0/1(D)
<DeviceA> display vlan 200
VLAN ID: 200
VLAN type: Static
Route interface: Not configured
Description: VLAN 0200
Name: VLAN 0200
Tagged ports:
GigabitEthernetl/0/3(D)
Untagged ports:
GigabitEthernetl/0/2(D)



AN

# 27~ Device B I VLAN HELEE B .

<DeviceB> display vlan 100
VLAN ID: 100
VLAN type: Static
Route interface: Not configured
Description: VLAN 0100
Name: VLAN 0100
Tagged ports:
GigabitEthernetl1/0/3(D)
Untagged ports:
GigabitEthernetl1/0/1(D)
<DeviceB> display vlan 200
VLAN ID: 200
VLAN type: Static
Route interface: Not configured
Description: VLAN 0200
Name: VLAN 0200
Tagged ports:
GigabitEthernetl/0/3(D)
Untagged ports:
GigabitEthernetl/0/2(D)

1.5 BEEXH

. Device A:

#

vlan 100

#

vlan 200

#

interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100

#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 200

#

interface GigabitEthernetl/0/3
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 100 200

. #Device B :

vlan 100
#
vlan 200
#



interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 100

#

interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 200

#

interface GigabitEthernetl/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 100 200

1.6 tHXZEHR

o UAMEE “TRER-DUKMISHECE RS ) “VLAN”.
o FUAECE “ TRBOR-LUKMA AT S ZE” ) “VLAN,



2 Super VLAN {RiRE & 155
2.1 &N

A ZA /48 Super VLAN B & J772.
2.2 HMFEK

Wi 2 Fros:

e VLAN 2 #idid Device A [ GigabitEthernet1/0/1 £ N4, VLAN 3 H ) i it
Device A ] GigabitEthernet1/0/2 # A% . VLAN 2 #14 30 N /', VLAN 3 #4550 /M
Fo

e Device A ] GigabitEthernet1/0/3 il Device B ] GigabitEthernet1/0/1 J& T VLAN 20,

e VLAN 20 2 i F2 #5458 ] 192.168.2.0/24 MBI IP Huhik, {7 192.168.2.1 1F KM i
k.

PR SRE S AL E Super VLAN I RESZIL LA T N H 73K«

e VLAN 2l VLAN 3 " %55 H P #84d F 192.168.1.0/24 M BLH IP ik LAA5 4 1P Hulik ¥R,
ffiF 192.168.1.1 1E M bt .

e  VLAN 2. VLAN 3. VLAN 20 H &M~ ZZWE, =Z0HiE.

]2 Super VLAN %H M [E]

Vlan-interface10: 192.168.1.1/24
Vlan-interface20: 192.168.2.1/24
——

o
. GE1/0/3 VLAN 20 GE1/0/1 D=2 i
Device A Device B
GE1/0/2 GEL/0/2
Host A Host B Host C
Sub VLAN 2 Sub VLAN 3 VLAN 20
192.168.1.0/24 192.168.1.0/24 192.168.2.0/24

Super VLAN 10

2.3 BLE XS

T+ Super VLAN HAGEE S W03 i 1, Bt 5 VLAN e S # g 1, 1% VLAN ASRE#
fic & A Super VLAN.

2.4 BEELE

1. Device A RIEC &
# {1 Super VLAN 10,

<DeviceA> system-view



[DeviceA] vlan 10
[DeviceA-vlanl10] supervilan
[DeviceA-vianl0] quit

# B VLAN 2 335 1 GigabitEthernet1/0/1 il \ VLAN 2.

[DeviceA] vlan 2
[DeviceA-vlan2] port gigabitethernet 1/0/1
[DeviceA-vlan2] quit

# B VLAN 3 3835 1 GigabitEthernet1/0/2 il \ VLAN 3,

[DeviceA] vlan 3
[DeviceA-vlan3] port gigabitethernet 1/0/2
[DeviceA-vlIan3] quit

# % Super VLAN 10 1 Sub VLAN 2 il Sub VLAN 3 k.

[DeviceA] vlan 10

[DeviceA-vlanl10] subvlan 2 3

[DeviceA-vlanl0] quit

# i & Super VLAN 10 XJ M 1) VLAN £ 11 1P s f A HACEE ARP Zhfg.

[DeviceA] interface vlan-interface 10
[DeviceA-VIan-interfacelO] ip address 192.168.1.1 24
[DeviceA-VIan-interfacelO] local-proxy-arp enable
[DeviceA-VIan-interfacelO] quit

# A% VLAN 20,

[DeviceA] vlan 20

[DeviceA-vlan20] quit

# 43 1 GigabitEthernet1/0/3 Fit & A Trunk ¥ 1 3 S0 ¥F VLAN 20 J@id, HUH Ui VLAN 15T .
[DeviceA] interface gigabitethernet 1/0/3
[DeviceA-GigabitEthernetl/0/3] port link-type trunk
[DeviceA-GigabitEthernetl/0/3] undo port trunk permit vlan 1
[DeviceA-GigabitEthernetl/0/3] port trunk permit vlan 20
[DeviceA-GigabitEthernetl/0/3] quit

# LB VLAN 20 X RZ ) VLAN 2 L 1P #idik.

[DeviceA] interface Vlan-interface 20
[DeviceA-Vlan-interface20] ip address 192.168.2.1 24
[DeviceA-VIan-interface20] quit

# R E

[DeviceA] save force

2. Device B Ut &

# )% VLAN 20.

[DeviceB] vlan 20

[DeviceB-vlan20] quit

# ¥4 1 GigabitEthernet1/0/1 fit & >4 Trunk i 1 I o ¥F VLAN 20 i@5d, HUH ¥ VLAN 185 .
[DeviceB] interface gigabitethernet 1/0/1

[DeviceB-GigabitEthernetl/0/1] port link-type trunk

[DeviceB-GigabitEthernetl/0/1] undo port trunk permit vlan 1
[DeviceB-GigabitEthernetl/0/1] port trunk permit vlan 20

6



[DeviceB-GigabitEthernetl/0/1] quit
# ¥4 I GigabitEthernet1/0/2 fin A\ VLAN 20.

[DeviceB] vlan 20
[DeviceB-vlan20] port gigabitethernet 1/0/2
[DeviceB-vlan20] quit

# R E

[DeviceB] save force

2.5 Wil &

# {7~ Device A - Super VLAN FIFC & (5 E .

<DeviceA> display supervlan
Super VLAN ID: 10
Sub-VLAN 1D: 2-3

VLAN ID: 10

VLAN type: Static

It is a super VLAN.

Route interface: Configured
IPv4 address: 192.168.1.1

IPv4 subnet mask: 255.255.255.0
Description: VLAN 0010

Name: VLAN 0010

Tagged ports: None

Untagged ports: None

VLAN ID: 2

VLAN type: Static

It is a sub-VLAN.

Route interface: Configured

IPv4 address: 192.168.1.1

IPv4 subnet mask: 255.255.255.0

Description: VLAN 0002

Name: VLAN 0002

Tagged ports: None

Untagged ports:
GigabitEthernetl1/0/1

VLAN ID: 3

VLAN type: Static

It is a sub-VLAN.

Route interface: Configured
IPv4 address: 192.168.1.1

IPv4 subnet mask: 255.255.255.0
Description: VLAN 0003

Name: VLAN 0003

Tagged ports: None



Untagged ports:
GigabitEthernetl/0/2

# 27~ Device A | VLAN 20 LB (S 5.

<DeviceA> display vlan 20
VLAN ID: 20
VLAN type: Static
Route interface: Configured
IPv4 address: 192.168.2.1
IPv4 subnet mask: 255.255.255.0
Description: VLAN 0020
Name: VLAN 0020
Tagged ports:
GigabitEthernetl/0/3
Untagged ports: None

AW

# 27~ Device B | VLAN 20 AL EZ B .

<DeviceA> display vlan 20
VLAN ID: 20
VLAN type: Static
Route interface: Not configured
Description: VLAN 0020
Name: VLAN 0020
Tagged ports:
GigabitEthernetl/0/1
Untagged ports:
GigabitEthernetl/0/2

2.6 BEENH

. Device A :

#
vlan 2
#
vlian 3
#
vlan 10
supervilan
subvlan 2 3
#
vlan 20
#
interface Vlan-interfacelO
ip address 192.168.1.1 255.255.255.0
local-proxy-arp enable
#
interface Vlan-interface20
ip address 192.168.2.1 255.255.255.0
#



interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 2

#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 3

#

interface GigabitEthernetl/0/3
port link-mode bridge
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vlan 20

. #Device B :

#

vlan 20

#

interface GigabitEthernetl/0/1
port link-mode bridge

port link-type trunk

undo port trunk permit vlan 1
port trunk permit vlan 20

#

interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 20

#

2.7 lHXER

o UAHECE “ TRBOR-DUKMACHECE SRS ) “VLAN.
o URELE “TREEAR-LIKMIZHGSSE” T “VLAN,



3 Voice VLAN [RiREC E 5/
3.1 &

A 41444 Voice VLAN FIRCE 5%
3.2 AMFEK

N T IRBEE S BRSNS ., TREE S IR Laptop bk X 40, CRREE H UG HhE R B
192.168.2.0 M Bt kil 7> % VLAN2, 4 Laptop Hihik 1 B sk 192.168.10.0 W Bt il 7> VLAN1O, %
#EN DHCP k%545 4575 & FLiE AT Laptop R K IP ik«

[E]3 Voice VLAN 2BM[E

Router

GE1/0/1

GE1/0/2

Y Switch
GE1/0/1

IP Phone Laptop
VLAN 2 VLAN 10

3.3 BEELTE

1. Swtich BYECE
# JF )3 POE, NiEHLAEH .

<Switch> system-view

[Switch] interface gigabitEthernetl/0/1

[Switch-GigabitEthernetl/0/1] poe enable

[Switch-GigabitEthernetl/0/1] quit

# GEEHLETIE VLAN2 LUK PC fiT)& VLAN1O

[Switch] vlan 2

[Switch-vlan2] quit

[Switch] vlan 10

[Switch-vlan10] quit

# WEAWIEITK OUl Hillky MAC Ml il 4% v 6ca8-4900-0000, HIJ 24 #i 3T Y Hl 4% v
6ca8-4900-0000 Itf, W& E =il H RSO

[Switch] voice-vlan mac-address 6ca8-4900-0000 mask FFFF-Ff00-0000 description avaya
# ¥43% 1 GigabitEthernet1/0/1 % & 4 Hybrid % 11, FF & %% 1 Voice VLAN 16

10



[Switch] interface gigabitEthernet 1/0/1
[Switch-GigabitEthernetl/0/1] port link-type hybrid
[Switch-GigabitEthernetl/0/1] voice-vlan 2 enable

# % B PC ff)g vlan >N vlan10

[Switch-GigabitEthernetl/0/1] port hybrid pvid vlan 10
[Switch-GigabitEthernetl/0/1] port hybrid vlan 10 untagged
[SWITCH-GigabitEthernetl/0/1] quit

#ERE dhep R4S 2: 1142 1 GigabitEthernet 1/0/2, f¥F VLAN2. LAN10 i@t

[Switch] interface gigabitEthernet 1/0/2
[Switch-GigabitEthernetl/0/2] port link-type trunk
[Switch-GigabitEthernetl/0/2] port trunk permit vlan 2 10
[Switch-GigabitEthernetl/0/2] quit

# RIFICE

[Switch] save force

2. Router AL &
# 67 VLAN2. VLAN10 K H N VLAN #:10, NiZ R ORCE 1P Hhihk

<Router> system-view

[Router] vlan 2

[Router-vlan2] quit

[Router] vlan 10

[Router-vlanl0] quit

[Router] interface Vlan-interface 2

[Router-VIlan-interface2] ip address 192.168.2.1 255.255.255.0
[Router-VIan-interface2] quit

[Router] interface Vlan-interface 10
[Router-VIan-interfacelO] ip address 192.168.10.1 255.255.255.0
[Router-Vlan-interfacelO] quit

# W ROERE S LA O GigabitEthernet 1/0/1, f¥F VLAN2. VLAN10 iEid

[Router] interface GigabitEthernet 1/0/1
[Router-GigabitEthernetl/0/1] port link-type trunk
[Router-GigabitEthernetl/0/1] port trunk permit vlan 2 10
[Router-GigabitEthernetl/0/1] quit

# JFJ5 DHCP Ji% .
[Router] dhcp enable
# W EEHL VLAN2 ) DHCP Hulik-ith

[Router] dhcp server ip-pool vlan2

[Router-dhcp-pool-vlan2] network 192.168.2.0 mask 255.255.255.0
[Router-dhcp-pool-vlan2] gateway-list 192.168.2.1
[Router-dhcp-pool-vlan2] quit

# ¥ & Laptop VLAN10 1] DHCP it hiith

[Router] dhcp server ip-pool vlanlO

[Router-dhcp-pool-vlanl0] network 192.168.10.0 mask 255.255.255.0
[Router-dhcp-pool-vlanl0] gateway-list 192.168.10.1
[Router-dhcp-pool-vlanl0] dns-list 114.114.114.114
[Router-dhcp-pool-vlanl0] quit

11



# R E

[Router] save force

3.4 WFfAcE

# AL EAEIGIELE R, EFEIEHE SIS VLAN2

<Switch> display mac-address

MAC Address VLAN ID STATE Port/Nickname AGING
3897-d630-676b 10 Learned GE1/0/2 Y
3897-d630-676b 2 Learned GE1/0/2 Y
6ca8-4986-6d59 2 Learned GE1/0/1 Y
0068-eb95-3683 10 Learned GE1/0/1 Y

# #% voice vlan Bt B 27542

<Switch> display voice-vlan mac-address

Oui Address Mask Description

0003-6b00-0000 FFFF-FFO0-0000 Cisco phone
00e0-7500-0000 FFFF-FFO0-0000 Polycom phone
6ca8-4900-0000 FFFF-FF00-0000 avaya

# 2R\ voice vlan A auto(H Fh1# )

<Switch> display voice-vlan state
Current Voice VLANs: 1

Voice VLAN security mode: Security
Voice VLAN aging time: 1440 minutes
Voice VLAN enabled port and its mode:
PORT VLAN MODE COS DSCP

GE1/0/1 2 AUTO 6 46

# DHCP %% L &EEHIA PC KA 1P Mkl

%Sep 1 09:19:59:333 2021 DHCP DHCPS/5/DHCPS_ALLOCATE_IP: DHCP server information: Server IP
= 192.168.2.1, DHCP client IP = 192.168.2.2, DHCP client hardware address = 6ca8-4986-6d59,
DHCP client lease = 86400.

<Router> display dhcp server ip-in-use all

Pool utilization: 0.59%

IP address Client-identifier/ Lease expiration Type

Hardware address

192.168.2.2 6ca8-4986-6d59 Aug 31 2021 09:19:59 Auto:COMMITTED
192.168.10.4 0068-eb95-3683 Aug 31 2021 09:19:42 Auto:COMMITTED

3.5 BEXH

. Switch :

#
voice-vlan mac-address 6ca8-4900-0000 mask ffFF-ff00-0000 description avaya
#
vian 2
#
vlan 10

12



#

interface GigabitEthernetl/0/1
port link-mode bridge

port link-type hybrid

port hybrid vlan 10 untagged
port hybrid pvid vlan 10
voice-vlan 2 enable

poe enable

#

interface GigabitEthernetl/0/2
port link-mode bridge

port link-type trunk

port trunk permit vlan 2 10

o Router :
#

vian 2

#

vlan 10

#

dhcp server ip-pool vlan2
gateway-list 192.168.2.1
network 192.168.2.0 255.255.255.0
#
dhcp server ip-pool vlanlO
gateway-list 192.168.10.1
network 192.168.10.0 255.255.255.0
dns-list 114.114.114.114
#
interface Vlan-interface2
ip address 192.168.2.1 255.255.255.0
#
interface Vlan-interfacelO
ip address 192.168.10.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 2 10

3.6 HHxZEH

o UAMEE “TRER-LUKMIHECE RS ) “VLAN”.
o JURHECE “ TRBOR-LUKMAL AT &S ) “VLAN,
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4 Private VLAN [RiREC B 5

4.1 &N

A Z M/ 48 Private VLAN FIHCE 7715 .
4.2 AMER

a4 pos:

. TR R4 Device A 3EAN 4 Device B 43t 7 VLAN 10, P43 11 VLAN-interfacel0 7]
IR A P B, DME P aT LA Device A SB[ AR 4% . Device B & TG P
WAL 1E— M B 10.0.0.0/24.

. HostA%D BETHEH, HostC Ml DJE TME&E. NRIEL A, FTEMARII T2 20
B, [FRS TR P 2z e ] DA @

I 1T Device A ANfg Ny Device B 7ML £ VLAN, #Kiliid Private VLAN ZhgESEHL:

e  Device A R #& %] VLAN 10.

e  Device B 7t Primary VLAN 10 T A&#1E EA A Secondary VLAN, S ] 7] — =k
12 0

B4 Private VLAN B2 YD & 36528 Y =]

Device A <73y \/jan-int10

10.0.0.1/24
P 4 -
L7 GEL/O/L "~
, VLAN 10 N
// GE1/0/1 Pr\imary VLAN 10

Secondary VLAN 201 Secondary VLAN 202

S8..-88

Host A\ *Host B Host C \ 4 Host D

-~ /

10.0.0.0/24

LY

4.3 BLEFEEIN

. Private VLAN g R 7 BAE N34 Device B LA E .
. A4S VLAN (VLAN 1) ASSZFF Private VLAN A5G & .
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4.4 BLE LR

1. Dvice BHIECE
# L& VLAN 10 4 Primary VLAN.

<DeviceB> system-view

[DeviceB] vlan 10

[DeviceB-vlanl0] private-vlan primary

[DeviceB-vlanl10] quit

# )5 Secondary VLAN 201. 202,

[DeviceB] vlan 201 to 202

# %7 Primary VLAN 10 Al Secondary VLAN 201, 202 L ¢ R .

[DeviceB] vlan 10
[DeviceB-vlanl0] private-vlan secondary 201 to 202
[DeviceB-vlanl10] quit

# L E 473 10 GigabitEthernet1/0/1 7€ VLAN 10 1 TAE7E promiscuous #& .

[DeviceB] interface gigabitethernet 1/0/1
[DeviceB-GigabitEthernetl/0/1] port private-vlan 10 promiscuous
[DeviceB-GigabitEthernetl/0/1] quit

# ¥ 475 1 GigabitEthernet1/0/2. GigabitEthernet1/0/3 ¥ 1% VLAN 201, GigabitEthernet1/0/4.
GigabitEthernet1/0/5 7 %] VLAN 202, FAdE BT LIELE host f&.

[DeviceB] interface range gigabitethernet 1/0/2 to gigabitethernet 1/0/3
[DeviceB-if-range] port access vlan 201

[DeviceB-if-range] port private-vlan host

[DeviceB-if-range] quit

[DeviceB] interface range gigabitethernet 1/0/4 to gigabitethernet 1/0/5
[DeviceB-if-range] port access vlan 202

[DeviceB-if-range] port private-vlan host

[DeviceB-if-range] quit

# R E

[DeviceB] save force

2. Dvice ARVECE
# 1% VLAN 10, #4210 GigabitEthernet1/0/1 i\ VLAN 10,

<DeviceA> system-view

[DeviceA] vlan 10

[DeviceA-vlanl0] quit

[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] port access vlan 10
[DeviceA-GigabitEthernetl/0/1] quit

# B B W <4 1 VLAN-interface10.

[DeviceA] interface vlan-interface 10
[DeviceA-Vlan-interfacelO] ip address 10.0.0.1 24
[DeviceA-Vlan-interfacelO] quit

# RAFICE
[DeviceA] save force

15



4.5 WiFfc &

# Device A W L) ping B/EE /. &K ARP &, HILLEEIFTAE I F 48T VLAN 10.
[DeviceA] display arp
Type: S-Static D-Dynamic  O-Openflow R-Rule M-Multiport I-Invalid

IP address MAC address VLAN/VSI name Interface Aging Type
10.0.0.2 0e9e-0671-0302 10 GE1/0/1 1062 D
10.0.0.3 0e9e-09f7-0402 10 GE1/0/1 1052 D
10.0.0.4 0e9e-0d94-0502 10 GE1/0/1 1164 D
10.0.0.5 0e9e-1263-0602 10 GE1/0/1 1109 D

# {7~ Device B L] Private VLAN Jit B 154 .

<DeviceB> display private-vlan
Primary VLAN ID: 10
Secondary VLAN I1D: 201-202

VLAN ID: 10

VLAN type: Static

Private VLAN type: Primary

Route interface: Not configured

Description: VLAN 0010

Name: VLAN 0010

Tagged ports:
None

Untagged ports:
GigabitEthernetl/0/1(VU) GigabitEthernetl/0/2(VU)
GigabitEthernetl/0/3(VU) GigabitEthernetl1/0/74(U)
GigabitEthernetl/0/5(U)

VLAN ID: 201

VLAN type: Static

Private VLAN type: Secondary

Route interface: Not configured

Description: VLAN 0201

Name: VLAN 0201

Tagged ports:
None

Untagged ports:
GigabitEthernetl/0/1(VU) GigabitEthernetl/0/2(VU)
GigabitEthernetl1/0/3(V)

VLAN ID: 202

VLAN type: Static

Private VLAN type: Secondary
Route interface: Not configured
Description: VLAN 0202

Name: VLAN 0202

Tagged ports:

16



None

Untagged ports:
GigabitEthernetl/0/1(VU) GigabitEthernetl1/0/4(U)
GigabitEthernetl/0/5(V)

A LLEF], TAELE promiscuous F i 1 GigabitEthernet1/0/1 A1 T/ELE host & 2 ) 5 11
GigabitEthernet1/0/2~ GigabitEthernet1/0/5 14 P Untagged J5 3 S8 ¥ VLAN ) SCilid .

# Host A. B Z [A]R] LA AH ping i, Host C. D [ LA E AH ping i, Host A. B 5 Host C. D
Z [F35)ANRE ping i

4.6 BLEXXH

. Device A:

#
vlan 10
#
interface Vlan-interfacelO
ip address 10.0.0.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 10
#

. Device B :

#
vlan 10
private-vlan primary
private-vlan secondary 201 to 202
#
vlan 201 to 202
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type hybrid
undo port hybrid vlan 1
port hybrid vlan 10 201 to 202 untagged
port hybrid pvid vlan 10
port private-vlan 10 promiscuous
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type hybrid
undo port hybrid vlian 1
port hybrid vlan 10 201 untagged
port hybrid pvid vlan 201
port private-vlan host
#
interface GigabitEthernetl/0/3

17



port link-mode bridge
port link-type hybrid
undo port hybrid vlan 1
port hybrid vlan 10 201 untagged
port hybrid pvid vlan 201
port private-vlan host
#
interface GigabitEthernetl/0/4
port link-mode bridge
port link-type hybrid
undo port hybrid vlan 1
port hybrid vlan 10 202 untagged
port hybrid pvid vlan 202
port private-vlan host
#
interface GigabitEthernetl/0/5
port link-mode bridge
port link-type hybrid
undo port hybrid vlan 1
port hybrid vlan 10 202 untagged
port hybrid pvid vlan 202
port private-vlan host
#

4.7 HHxER

o UAECE “ TRBOR-DUKMACHECE SRS ) “VLAN.
o URHECE “ TRBOR-LUKMA AT &2 ) “VLAN,
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1 imARERRELE &R
1.1 T&9r

A G 2w 1 R S ) P T
1.2 HMEEK

w1 fras, /NX A Host AL Host B. Host C 435 Device it 1 GigabitEthernet1/0/1.
GigabitEthernet1/0/2. GigabitEthernet1/0/3 #{i%, Switch 13 #1# 1L GigabitEthernet1/0/4 i 15 4k
LK AEE . IR SLIL/NX P Host AL Host B il Host C 1 itk 2 18] — 2 SCASRE FLa@E, {HA] LA
FHAIER I 24 T84

El1 fo & im O kR 2E M [E

GE1/0/4

Host A Host B Host C

1.3 BLEEEEWM

o RN EAIm ARG E IR AT, A2 TE iR B AL A B .
o —MHEHEE REEIMA—REH.

1.4 ILELE

==
A EE

BB EEE, REF—-ANBEH, HEALADCNERBEA L, AP RTMERIZESERA) ZELib
WiaHm, 2faBaiksd, LFS N mEa, AP T F1iRE.

# O EERE A 1.

<Switch> system-view



[Switch] port-isolate group 1
# ¥ I GigabitEthernet1/0/1. GigabitEthernet1/0/2. GigabitEthernet1/0/3 A F&ES4H 1.

[Switch] interface gigabitethernet 1/0/1
[Switch-GigabitEthernetl/0/1] port-isolate enable group 1
[Switch-GigabitEthernetl/0/1] quit

[Switch] interface gigabitethernet 1/0/2
[Switch-GigabitEthernetl/0/2] port-isolate enable group 1
[Switch-GigabitEthernetl/0/2] quit

[Switch] interface gigabitethernet 1/0/3
[Switch-GigabitEthernetl/0/3] port-isolate enable group 1
[Switch-GigabitEthernetl/0/3] quit

# RFBCE

[Switch] save force

1.5 WitACE

# WoRR A 1 HER.
[Switch] display port-isolate group 1
Port isolation group information:
Group ID: 1
Group members:
GigabitEthernetl/0/1
GigabitEthernetl/0/2
GigabitEthernetl/0/3
PL_EA5 B EoR Device L /¥ I GigabitEthernet1/0/1. GigabitEthernet1/0/2. GigabitEthernetE1/0/3

CAMAREEA 1, Ml 2k =, HostA. Host B Al Host C i It 2 [B] AN fE ping i

1.6 BCEXH

#

port-isolate group 1
#

interface GigabitEthernetl/0/1
port link-mode bridge
port-isolate enable group 1
#

interface GigabitEthernetl/0/2
port link-mode bridge
port-isolate enable group 1
#

interface GigabitEthernetl/0/3
port link-mode bridge
port-isolate enable group 1
#
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1 IRERANRIREL B 45
1.1 T&9r

A G CHER BRI ) P T
1.2 HMEEK

nE 1 PR,
. = &1%% Device A. Device B i Device C ZHi— M _E I TN

o  IHIIFE Device A LFECEIFEEATMIIAE, RGNS H KM Device A b H I B (35 11, I
I T H S B ORISR R R 2

Bl IFEEAME AR The Be & LA P ]

Device A

&Y
&
Q)
@ GE1/0/1 GE1/0/2 @
Device B Device C

VLAN 100

1.3 ILELE

1. Device A Ut &
# B8 VLAN 100, 45775 1% VLAN W 3R ER RGN T BE

<DeviceA> system-view

[DeviceA] vlan 100

[DeviceA-vI1an100] quit

[DeviceA] loopback-detection global enable vlan 100

# Mt B % I GigabitEthernet1/0/1 #1 GigabitEthernet1/0/2 & Trunk 28754, 372 ¥F VLAN 100 i@id .

[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] port link-type trunk
[DeviceA-GigabitEthernetl/0/1] port trunk permit vlan 100
[DeviceA-GigabitEthernetl/0/1] quit



[DeviceA] interface gigabitethernet 1/0/2
[DeviceA-GigabitEthernetl/0/2] port link-type trunk
[DeviceA-GigabitEthernetl/0/2] port trunk permit vlan 100
[DeviceA-GigabitEthernetl/0/2] quit

# 4 Jaj TG B A B A I A AL B 00 Shutdown FE.
[DeviceA] loopback-detection global action shutdown
# T B PRSI F I TR [T By 35 A0

[DeviceA] loopback-detection interval-time 35

# RIFBCE

[DeviceA] save force

2. Device B Ut &
# %2 VLAN 100,

<DeviceB> system-view
[DeviceB] vlan 100
[DeviceB—vI1anl100] quit

# Mt & U [ GigabitEthernet1/0/1 #1 GigabitEthernet1/0/2 4y Trunk 28%4, 0¥ VLAN 100 i@t .

[DeviceB] interface gigabitethernet 1/0/1
[DeviceB-GigabitEthernetl/0/1] port link-type trunk
[DeviceB-GigabitEthernetl/0/1] port trunk permit vlan 100
[DeviceB-GigabitEthernetl/0/1] quit

[DeviceB] interface gigabitethernet 1/0/2
[DeviceB-GigabitEthernetl/0/2] port link-type trunk
[DeviceB-GigabitEthernetl/0/2] port trunk permit vlan 100
[DeviceB-GigabitEthernetl/0/2] quit

# RIFBCE

[DeviceB] save force

3. Device C YL E
# 1% VLAN 100,

<DeviceC> system-view
[DeviceC] vlan 100
[DeviceC—vI1an100] quit

# Mt & U [ GigabitEthernet1/0/1 #1 GigabitEthernet1/0/2 4y Trunk 28%4, 0¥ VLAN 100 i@t .

[DeviceC] interface gigabitethernet 1/0/1
[DeviceC-GigabitEthernetl/0/1] port link-type trunk
[DeviceC-GigabitEthernetl/0/1] port trunk permit vlan 100
[DeviceC-GigabitEthernetl/0/1] quit

[DeviceC] interface gigabitethernet 1/0/2
[DeviceC-GigabitEthernetl/0/2] port link-type trunk
[DeviceC-GigabitEthernetl/0/2] port trunk permit vlan 100
[DeviceC-GigabitEthernetl/0/2] quit

# RIFBCE

[DeviceC] save force



1.4 WiERCE

MECE RS, RGAE— A H BRI (] (] B N /E Device A 3 1 GigabitEthernet1/0/1 Al
GigabitEthernet1/0/2 F#RL I E] 7 3 EE, TRFXP N O HBIKH, HFTEH T FHEES:
<DeviceA> %Aug 26 19:17:29:760 2021 DeviceA IFNET/3/PHY_UPDOWN: -MDC=1; Physical state on
the interface GigabitEthernetl/0/2 changed to up.

%Aug 26 19:17:29:760 2021 DeviceA IFNET/5/LINK_UPDOWN: -MDC=1; Line protocol state on the
interface GigabitEthernetl/0/2 changed to up.

%Aug 26 19:17:30:356 2021 DeviceA IFNET/3/PHY_UPDOWN: -MDC=1; Physical state on the interface
GigabitEthernetl/0/1 changed to up.

%Aug 26 19:17:30:356 2021 DeviceA IFNET/5/LINK_UPDOWN: -MDC=1; Line protocol state on the
interface GigabitEthernetl/0/1 changed to up.

%Aug 26 19:17:33:985 2021 DeviceA LPDT/4/LPDT_LOOPED: -MDC=1; A loop was detected on
GigabitEthernetl/0/1.

%Aug 26 19:17:34:005 2021 DeviceA IFNET/3/PHY_UPDOWN: -MDC=1; Physical state on the interface
GigabitEthernetl/0/1 changed to down.

%Aug 26 19:17:34:006 2021 DeviceA IFNET/5/LINK_UPDOWN: -MDC=1; Line protocol state on the
interface GigabitEthernetl/0/1 changed to down.

%Aug 26 19:17:34:018 2021 DeviceA LPDT/4/LPDT_VLAN_LOOPED: -MDC=1; A loop was detected on
GigabitEthernetl/0/1 in VLAN 100.

%Aug 26 19:17:34:019 2021 DeviceA LPDT/4/LPDT_LOOPED: -MDC=1; A loop was detected on
GigabitEthernetl/0/2.

%Aug 26 19:17:34:040 2021 DeviceA IFNET/3/PHY_UPDOWN: -MDC=1; Physical state on the interface
GigabitEthernetl/0/2 changed to down.

%Aug 26 19:17:34:041 2021 DeviceA IFNET/5/LINK_UPDOWN: -MDC=1; Line protocol state on the
interface GigabitEthernetl/0/2 changed to down.

%Aug 26 19:17:34:055 2021 DeviceA LPDT/4/LPDT_VLAN_LOOPED: -MDC=1; A loop was detected on
GigabitEthernetl/0/2 in VLAN 100.

%Aug 26 19:17:34:055 2021 DeviceA LPDT/5/LPDT_VLAN_RECOVERED: -MDC=1; A loop was removed on
GigabitEthernetl1/0/1 in VLAN 100.

%Aug 26 19:17:34:055 2021 DeviceA LPDT/5/LPDT_RECOVERED: -MDC=1; All loops were removed on
GigabitEthernetl/0/1.

%Aug 26 19:17:34:056 2021 DeviceA LPDT/5/LPDT_VLAN_RECOVERED: -MDC=1; A loop was removed on
GigabitEthernetl/0/2 in VLAN 100.

%Aug 26 19:17:34:056 2021 DeviceA LPDT/5/LPDT_RECOVERED: -MDC=1; All loops were removed on
GigabitEthernetl/0/2.

ffiF] display loopback-detection 4] LL# %A Device A ¥R EE A BC B A2 AT 15 -
# 7K Device A L IRRRAS I )T & AE AT 0 .

<DeviceA> display loopback-detection

Loop detection is enabled.

Global loop detection interval is 35 second(s).-
Loop is detected on following interfaces:

Interface Action mode VLANs/VSI
GigabitEthernetl/0/1 Shutdown 100
GigabitEthernetl/0/2 Shutdown 100

A L, Device A b E/R7EHG T GigabitEthernet1/0/1 I GigabitEthernet1/0/2 653K %,
BT I EAS I T RE 12177 Shutdown 10T, % 1 GigabitEthernet1/0/1 F1 GigabitEthernet1/0/2 -
IR 53 O A B oc ], R & FTENI H E05 B Bom X WA LR ERES O bR, BER), Al



i display interface 1y 4 4 %l & & Device A L i I1 GigabitEthernet1/0/1 Fl
GigabitEthernet1/0/2 KIRAE B

<DeviceA> display interface gigabitEthernet 1/0/1
GigabitEthernetl/0/1

Current state: DOWN (Loopback detection down)
<DeviceA>display interface gigabitEthernet 1/0/2
GigabitEthernetl/0/2

Current state: DOWN (Loopback detection down)

Al W, 3% GigabitEthernet1/0/1 1 GigabitEthernet1/0/2 ¥4 EL 4 R B AS B H 15 355 1 .

1.5 BeEXH

. Device A:

loopback-detection global enable vlan 100
loopback-detection global action shutdown
loopback-detection interval-time 35
#
vian 100
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 100
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 100
#

. Device B :

#
vlan 100
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlian 1 100
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlian 1 100
#

. Device C :
#



vlan 100
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlian 1 100
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlian 1 100
#

1.6 tHXZEHR

o UVRECE “TEEAR-LUKMIHMECER T R PRSI
o URHECE “ TRBOR-LUKMAS AT &S ) B 7



QinQ RIRAC E 5 R

Copyright © 2024 $i4E= AR BIRAR AR, RE—IAH.

EZANRBEFT, EMLLMMATEEERED, SHANATHBA R, HREUEMHRIEE.
BEFE= HABRATOEN, AFMHEHMNETARNRER, FoFRERER, b aRFARE.
AR B ATRLER), R BITEM.



THRE QINQ EEZRLARH +vvvvvreesessesses ettt 1
TR 7 OSSR 1
1.2 ZELIHTE SR wevrerereseeemeereneeseiet ettt h bbb bbb bbbttt 1
IR Tl = =1 USSP 1
L T BB 0 T ettt E e E e £ e e e e b e b e e e e E et e bt b et e rnrnres 1

L1471 CE BT B cveereeiree it 1
B o T Tl 2
e =) il N i T 2
I =l 2
15 B TTE T B < veveveevese st ettt ettt bttt bt b b e b b E bbb bbbttt 2
L6 T S <evvveeerereeesees et 3
1.7 A DETE vttt ettt bbbt 4



1 ®= oino xmm

1.1 &9y

AZHIN QIinQ KL B J7i% .
1.2 ZAMEEK

Wi 1-1 fios, CE 11 CE 2 & [F— AR AN S B AL #:ATL, PE A I PE B 21 E M 4%
Rl 244, WL E I‘J%&J&ﬁu: , ~aE PSS #E I VLAN SN VLAN 2, 155 7 R 2% A e]
] VLAN %54 VLAN 200, @iTACE QinQ Thig, SN/ AU 2 [a) @it & 8 i W 4% 3t 47

N

(=)

El1-1 QinQ EAHME

GE1/0/2
SVLAN 200

GE1/0/1

Service provider network

GE1/0/1

Site 1 GE1/0/1

Site 2

VLAN 2 VLAN 2

1.3 BeE;FEEM

FFJa QinQ ThRE R 1, 5 EC E 5 H AEE VLAN N QinQ H 24482 VLAN (SVLAN)D.
1.4 BCELE
1.4.1 CE 1. E

# fll & VLAN 2.

<CE 1> system-view
[CE 1] vlan 2

[CE 1-vlan2] quit



# i & it 1 GigabitEthernet 1/0/2 A1 GigabitEthernet 1/0/3 A4 Access ¥ii 1, 2 ¥F VLAN 2 (3R 3Gl
[CE 1] interface range gigabitethernet 1/0/2 to gigabitethernet 1/0/3

[CE 1-if-range] port access vlan 2

[CE 1-if-range] quit

# i # v 1 GigabitEthernet 1/0/1 Jy Trunk %t 1, fSVF VLAN 2 iR SCil it

[CE 1] interface gigabitethernet 1/0/1

[CE 1-GigabitEthernetl/0/1] port link-type trunk

[CE 1-GigabitEthernetl/0/1] port trunk permit vlan 2

[CE 1-GigabitEthernetl1/0/1] quit

1.42 CE2 L E

CE2ECE S CE L H[F, AR TR,

1.4.3 PEARIECE

144

# f%& VLAN 2 1 VLAN 200.

<PE A> system-view

[PE A] vlan 2

[PE A-vlan2] quit

[PE A] vlan 200

[PE A-vlan200] quit

# M & i [ GigabitEthernet 1/0/1 5 Trunk % 1, J2¥F VLAN 2 A1 VLAN 200 H)3R SC#E IS
[PE A] interface gigabitethernet 1/0/1

[PE A-GigabitEthernetl/0/1] port link-type trunk

[PE A-GigabitEthernetl/0/1] port trunk permit vlan 2 200

# It & i I GigabitEthernet 1/0/1 () PVID 2y VLAN 200,

[PE A-GigabitEthernetl/0/1] port trunk pvid vlan 200

# JF )5 i I GigabitEthernet 1/0/1 ] QinQ I &g

[PE A-GigabitEthernetl/0/1] qinq enable

[PE A-GigabitEthernetl/0/1] quit

# Mt & ot I GigabitEthernet 1/0/2 4 Trunk % 1, 0¥ VLAN 200 [ SCi@Et
[PE A] interface gigabitethernet 1/0/2

[PE A-GigabitEthernetl/0/2] port link-type trunk

[PE A-GigabitEthernetl/0/2] port trunk permit vlan 200

[PE A-GigabitEthernetl/0/2] quit

PE B WL &

PE Bl E 5 PEAMIE, AR MHER.

1.5 Eurfc &

[F—2md, al)E T A B P & PC TARBET Ping #:4E, WLL Ping i, HXM& PC
BN HLAH 2% >) 2% 75 1) MAC Hihik o v WK 2% VLAN {5 S5, BE A% 15 2 ) 7 X 28 3004 T 32 WA A6 « 51l 2



# 1t Site 1 7} 321 PC 47T Ping ##1F, #7 Site 2 733 PC & HIA,
C:\Users\usera>ping 192.168.1.2

IEfE Ping 192.168.1.2 HAE 32 FHiffi%ds:

kH 192.168.1.2 MEIF: F75=32 Wf[A=28ms TTL=253
KH 192.168.1.2 MEIK: FH=32 Kf[a=27ms TTL=253
kH 192.168.1.2 MEIF: F75=32 Wf[A=27ms TTL=253
kH 192.168.1.2 MEIF: F75=32 Wf[Al=26ms TTL=253

192.168.1.2 ] Ping 4iil{5 & :

HE: okE = 4, 28l = 4, 2% =0 (0% £%),
AERATRERIAG THN 8] (AR A AT -

W = 26ms, &K = 28ms, V¥ = 27ms
#1£ CE 1 L&A MAC Hiht%, KI>I3] 1 Site 2 70 32 MAC #iudik.
<Sysname> display mac-address vlan 2
MAC Address VLAN 1D State Port/Nickname Aging
0003-2d00-5761 2 Learned GE1/0/1 Y

1.6 BCEXH

. CE1l

#

vian 2

#

interface GigabitEthernetl/0/1
port link-type trunk

port trunk permit vlan 1 to 2

#

interface GigabitEthernetl/0/2
port access vlan 2

#

interface GigabitEthernetl/0/3
port access vlan 2

) CE?2
#

vian 2

#

interface GigabitEthernetl/0/1
port link-type trunk

port trunk permit vlan 1 to 2

#

interface GigabitEthernetl/0/2
port access vlan 2

#

interface GigabitEthernetl/0/3
port access vlan 2

) PEA



#

vlian 2

#

Vlan 200

#

interface GigabitEthernetl/0/1
port link-type trunk
port trunk permit vlan 1 to 2 200
port trunk pvid vlan 200

qing enable

#

interface GigabitEthernetl/0/2
port link-type trunk
port trunk permit vlan 1 200

) PEB
#

vian 2

#

Vlan 200
#

interface GigabitEthernetl/0/1
port link-type trunk

port trunk permit vlan 1 to 2 200
port trunk pvid vlan 200

qing enable

#

interface GigabitEthernetl/0/2
port link-type trunk

port trunk permit vlan 1 200

#

1.7 tHHEER

o JUAMECE “ TRBOR-DUKMACHECE RS R “QinQ 7
o UAMIE “ TREER-LUKMI AT SZSE” ) “QinQ” .
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1 BEE 7S MAC Hhiik 3R I

1.1 &
RZEBINFEZ MAC bR TS & 5%

1.2 AMFEK
FEAS N N 25 AL 1 Firo, A2 py i A adaS Switch A 5 RS 28 B MER N 248 3R T o 1% 4%
HIH M7 R T

e VLAN 100 HJH P87 E 7 M RS 2% .

o WIHHARE P ANE LR B RS 251 MAC il AR AR, T ARSS 251 MAC Mk 78 3
fllE 23], SEH PR SRS SRIERIERS, B SR— R B S B A& R
55 a4, fF Switch A _EC B — 4575 MAC bk 10, % AR 55 %% MAC Hihi 0033-0033-0033
5¥:10 GE1/02 485 .

&1l 887 MAC Hblit 3= 1514A W &

GE1/0/1

SN Switch A

Server GE1/0/3

10.0.0.9/24
@ LAN Switch

0033-0033-0033
VLAN 100

1.3 BLE T

%t Switch A #H7HC & -
# )4 VLAN 100,
<Switch A> system-view

[Switch A] vlan 100
[Switch A-vlanl100] quit

# ¥ GigabitEthernet1/0/2 /it A\ VLAN 100,
[Switch A] interface gigabitethernet 1/0/2

[Switch A-GigabitEthernetl/0/2] port access vlan 100
[Switch A-GigabitEthernetl/0/2] quit



# ¥ Switch A 4% T A HALI 1 GigabitEthernet1/0/3 ()45 KL B N Trunk, Jf 7014 VLAN

100 Fk i

[Switch A] interface gigabitethernet 1/0/3

[Switch A-GigabitEthernetl1/0/3] port link-type trunk
[Switch A-GigabitEthernetl/0/3] port trunk permit vlan 100
[Switch A-GigabitEthernetl/0/3] quit

# WIN—/NEAS MAC il £,

HiZ#OJET VLAN 100,

[Switch A] mac-address static 0033-0033-0033 interface gigabitethernet 1/0/2 vlan 100

1.4 WiEACE

H #ihly 0033-0033-0033, #2114 GigabitEthernetl/0/2,

(1) B VLAN 100 FI5H P AT 10.0.0.0/24 B, % H 7 #ei% F1 Server HidE.

# VLAN 100 ({5 P37 Ping #:4F, 7 10.0.0.9 2 E A,
<Switch A> ping 10.0.0.9

Ping 10.0.0.9
56 bytes from
56 bytes from
56 bytes from
56 bytes from
56 bytes from

(10.0.0.9): 56 data bytes, press CTRL+C
10.0.0.9: icmp_seq=0 ttl=254 time=2.137
10.0.0.9: icmp_seqg=1 ttl=254 time=2.051
10.0.0.9: icmp_seq=2 ttl=254 time=1.996
10.0.0.9: icmp_seq=3 ttl=254 time=1.963
10.0.0.9: icmp_seq=4 ttl=254 time=1.991

--- Ping statistics for 10.0.0.9 -—-
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.963/2.028/2.137/0.062 ms

(2) 7 Switch A ff MAC HihE 5015 B, B A B A2 75 e

[Switch A] display mac-address
VLAN 1D State Port/NickName Aging

MAC Address

0033-0033-0033

1.5 BeEXH

#
vlan 100
#

100 Static GE1/0/2

interface GigabitEthernetl/0/2
port access vlan 100
mac-address static 0033-0033-0033 vlan 100

#

interface GigabitEthernetl/0/3
port link-type trunk

port trunk permit vlian 1 100

#

to break
ms
ms
ms
ms
ms



1.6 tHXZEHR

o JUAMECE “ TRBOR-DUKMICHECE RS ) “MAC HilER 7
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2 F2E VLAN B9 MAC ottt 35 3] EFR

2.1

2.2

2.3

Bk
A ZA48 VLAN 1) MAC bk %% =) FRE R B 7.

48 P T K

wE 2 s, FFML% 1R P N 2 2948 ] VLAN 100, @it Switch A 5484 478 S . 0
R MAC bt TR, "TaE 2 Switch A FIFE R PERE TR, NARIE Switch A FIE Kk MHRE, 7E
Switch A FECE VLAN 100 i MAC i %2% > EFR N 1024,

2 VLAN B MAC it #5 3] _EBR2A /I [E]

IP network

FHP w4 1 FH P /4% 2
VLAN 100 VLAN 100
AL E D
*F Switch A FHATHC &

# A4 VLAN 100,

<Switch A> system-view
[Switch A] vlan 100
[Switch A-vlanl100] quit

# 4 GigabitEthernet1/0/1 f5E % R AUBCLE N Trunk, 14 VLAN 100 F#k il .

[Switch A] interface gigabitethernet 1/0/1

[Switch A-GigabitEthernetl/0/1] port link-type trunk
[Switch A-GigabitEthernetl/0/1] port trunk permit vlan 100
[Switch A-GigabitEthernetl/0/1] quit

# 4 GigabitEthernet1/0/2 [k % S AUBCLE N Trunk, o1 VLAN 100 F#k il .

[Switch A] interface gigabitethernet 1/0/2

[Switch A-GigabitEthernetl/0/2] port link-type trunk
[Switch A-GigabitEthernetl/0/2] port trunk permit vlan 100
[Switch A-GigabitEthernetl/0/2] quit

# BCE VLAN 100 ) MAC k%27 5] FIR A 1024,

4



[Switch A] vlan 100
[Switch A-vlan100] mac-address max-mac-count 1024
[Switch A-vlan100] quit

2.4 BBl &

# {F VLAN 100 #L & F#47T display this @4 aE R E 2 G EK.
[Switch A] vlan 100

[Switch A-vlanl100] display this

#

mac-address max-mac-count 1024

#

Return

2.5 BEENXH

#
vlan 100
mac-address max-mac-count 1024
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 100
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 100
#

2.6 HHXAER

o UAMEE “TRER-LUKRMIHECE RS ) “MAC HilER ",
o JUAMECE “ TRBOR-LUKMA AT LS E T i) “MAC HilER 7



3 ELEREOA MAC it 5] FIR
3.1 &N

A A 2H 0 T MAC Motk %52 3] IR O fc B 5 7%
3.2 AMFEK

WK 3 fio, Switch A J&I2 75 7 W 24 111 2 % 4% LAN Switch 3 2 A& [ NS AL, LAN Switch
1 #1 LAN Switch 2 /212 A = WA T T NS 3L GRETTIM 24 1 {8 H VLAN 100, #8770 %% 2
F VLAN 200). A& M@t LAN Switch 3 55 Switch A #HIZE U7 [ AN 4% . a0 5 MAC Hiht i
TPER, WIReFE Switch A R PERE N F%. IRIUE Switch A I R ERE, 7E Switch A _FJC & i
[ GE1/0/1 ft] MAC Hblil- %24 >] IR A 2048.

&3 ORI MAC Hutib 33 3] FRRZAME

IP network

LAN Switch 1 LAN Switch 2

BBITM%% 1 BRI TM4% 2
VLAN 100 VLAN 200

3.3 BEELE

X} Switch A #HATHC & -
# A4 VLAN 100, 200.

<Switch A> system-view

[Switch A] vlan 100 200

# ¥4 GigabitEthernet1/0/1 f%5E 35l B A Trunk, 7% VLAN 100, 200 ffCdt
[Switch A] interface gigabitethernet 1/0/1

[Switch A-GigabitEthernetl/0/1] port link-type trunk

[Switch A-GigabitEthernetl/0/1] port trunk permit vlan 100 200

[Switch A-GigabitEthernetl/0/1] quit

# [ B VLAN 100 ff] MAC Hihl- %3] EFR >N 1024,

[Switch A] interface gigabitethernet 1/0/1

[Switch A-GigabitEthernetl/0/1]mac-address max-mac-count 1024

6



[Switch A-GigabitEthernetl/0/1] quit

3.4 WnFfAcE

# 7t VLAN 100 #{ & T #447 display this A& ER &A%
[Switch A] interface gigabitethernet 1/0/1
[Switch A-GigabitEthernetl/0/1] display this
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 100 200
mac-address max-mac-count 1024
#

return

3.5 BEENH

#

vlan 100

#

vlan 200

#

interface GigabitEthernetl/0/1
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 100 200
mac-address max-mac-count 1024

#

3.6 fHXEX
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1 BB R EES

1.1 &Y

2RI 8 e B R T BT T
1.2 AWK
wE 1 FR:

Device A 55 Device B i it % H ) — )= LK M $2 [1 GigabitEthernet1/0/1~
GigabitEthernet1/0/3 1 H.i% 4%

Device A 1 DeviceB )% 5 VLAN 10.VLAN 20 FdE 85 & . ISR ¥ % FAEE VLAN
AP DLEGE . o HR e A TR B T S aT S, nIE R R AR ST

El — BB AR E RGIE

Device A

GE1/0/4 GEL/O/
GE1/0/1 GE1/0/1
_ i) GEL/02 i : GEL/0/2 2 )
GELI0/3 Link aggregation 1 SR Device B
GE1/0/5 BAGG1 BAGG1 GEL/0/5

1.3 BLEEEEWM

Bic B A AL A b s O R T, B BT e AL N display this A& A
uit O FREAAEEERIE (B OR A E . QnQ At E . VLAN it E . VLAN ML), 1
RAXHRACE, EHFHXN A undo A MIFR X LeEC B, (s PR FFE VG B M 25 BIR A,
SR IG AR A EE A R A HN .

P T 5 25 8 A 2 rb g 1 36 mPObR ZS A A2 00 s i 1 7546 S8 A 2 b B 75 A T3 FrotR ZS IR FE R 03X
FEA AT RE 5 2509 i 13 4% BT 72 1Y Selected MR DAA—20, P un AR S IR iC B B S A ) & R
EHRHN T, EWH P RIEsh &R A H.

e B B RE T T A ThRE R B AN REIIN 2R A4 : MAC HihEAGE L i %2 44X 802.1X
g



1.4 BLE T

1. Device A UL E
# HENRGME, B2 VLAN 10, F£Km 0 GigabitEthernet1/0/4 it A E]i% VLAN 10 .

<DeviceA> system-view

[DeviceA] vlan 10

[DeviceA-vlanl0] port gigabitethernet 1/0/4
[DeviceA-vlanl0] quit

# B VLAN 20, F£#35 1 GigabitEthernet1/0/5 I\ %% VLAN 20 .

[DeviceA] vlan 20
[DeviceA-vlan20] port gigabitethernet 1/0/5
[DeviceA-vlan20] quit

# AT RREEEO 1. ORYERMRIG SLde £ T pif oy Xz —)
o CRHIBEEAFHA: G- ERAEN1

[DeviceA] interface bridge-aggregation 1
[DeviceA-Bridge-Aggregationl] quit

o CRHZIARAGHE: Q@R TEREGHED L, HFRESREHA
[DeviceA] interface bridge-aggregation 1
[DeviceA-Bridge-Aggregationl] link-aggregation mode dynamic
[DeviceA-Bridge-Aggregationl] undo shutdown
[DeviceA-Bridge-Aggregationl] quit

# #4311 GigabitEthernet1/0/1~GigabitEthernet1/0/3 I A FIE &4 1 4.

[DeviceA] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/3
[DeviceA-if-range] port link-aggregation group 1

[DeviceA-if-range] undo shutdown

[DeviceA-if-range] quit

#EE ERESED 18 Trunk 3, JFf0¥F VLAN 10 1 VLAN 20 ({3 Sl .

[DeviceA] interface bridge-aggregation 1
[DeviceA-Bridge-Aggregationl] port link-type trunk
Configuring GigabitEthernetl/0/1 done.

Configuring GigabitEthernetl/0/2 done.

Configuring GigabitEthernetl/0/3 done.
[DeviceA-Bridge-Aggregationl] port trunk permit vlan 10 20
Configuring GigabitEthernetl/0/1 done.

Configuring GigabitEthernetl/0/2 done.

Configuring GigabitEthernetl/0/3 done.
[DeviceA-Bridge-Aggregationl] quit

2. Device B WL &
Device B L E 5 Device A 52 &4 [F, AT .

1.5 Eurfc &

# @i display link-aggregation verbose 74K E/RREAHMARAEE, PAGIERE 2
NI



KHFS RGNS EAIERSE

[DeviceA] display link-aggregation verbose

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing

Port Status: S -- Selected, U -- Unselected, 1 -- Individual

Port: A -- Auto port, M -- Management port, R -- Reference port

Flags: A -- LACP_Activity, B -- LACP_Timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

Aggregation Interface: Bridge-Aggregationl
Aggregation Mode: Static

Loadsharing Type: Shar

Management VLANs: None

Port Status Priority Oper-Key
GE1/0/1(R) S 32768 1
GE1/0/2 S 32768 1
GE1/0/3 S 32768 1

SERLUE . AN B A B A A N IR R B 1 ER AL T Selected RA, 5 X0 i 0k R S 12 75
J& Selected JR& T K.

KSR EHAN R R SR ERE S

[DeviceA] display link-aggregation verbose

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing
Port Status: S -- Selected, U -- Unselected, 1 -- Individual
Port: A -- Auto port, M -- Management port, R -- Reference port

Flags: A -- LACP_Activity, B -- LACP_Timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

Aggregation Interface: Bridge-Aggregationl
Creation Mode: Manual

Aggregation Mode: Dynamic

Loadsharing Type: Shar

Management VLANs: None

System ID: 0x8000, 000f-e234-5678

Local:
Port Status Priority Index Oper-Key Flag
GE1/0/1 S 32768 1 1 {ACDEF}
GE1/0/2 S 32768 2 1 {ACDEF}
GE1/0/3 S 32768 3 1 {ACDEF}
Remote:
Actor Priority Index Oper-Key SystemlD Flag
GE1/0/1(R) 32768 1 1 0x8000, a4e5-c316-0100 {ACDEF}
GE1/0/2 32768 2 1 0x8000, a4e5-c316-0100 {ACDEF}
GE1/0/3 32768 3 1 0x8000, a4e5-c316-0100 {ACDEF}

SRRV Ak A o e 4 1SRG AL A Il bt o AR AR T Selected HRAS . JRIR R LS A HE
R il LACP WS SCAZ B, R A P 3R 4 P9 AR 6 i 13 RS IE R — 30 AT igipl
SEHLX P e iR e 5o



1.6 BEEXH

. Device A:

#

vlan 10

#

interface GigabitEthernetl/0/4
port link-mode bridge

port access vlan 10

#

vlan 20

#

interface GigabitEthernetl/0/5
port link-mode bridge

port access vlan 20

o KHIFSREHA
#
interface Bridge-Aggregationl

port link-type trunk
port trunk permit vlan 10 20
o KHFEREHA
#
interface Bridge-Aggregationl
port link-type trunk
port trunk permit vlan 10 20
link-aggregation mode dynamic
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlian 10 20
port link-aggregation group 1
#
interface GigabitEthernetl1/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 10 20
port link-aggregation group 1
#
interface GigabitEthernetl1/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlan 10 20
port link-aggregation group 1

. Device B:



Device B L& X5 Device A # A,
1.7 tHx&HER

o JUAMECE “TRBOR-LUKMACHECE SRS TR “ DURMBER IR 5.
o UREE “TREEAR-UUKMZHGSSE” P LUK IR A



2 BEERESHETIERARMEIE LN

2.1 14

ﬂ

REHINBERA AR AR R ARSI & 775 .
2.2 AR

W 2 fros:

Device A 5 Device B 41k IRF, Jf:ifil GigabitEthernet1/0/3 1 GigabitEthernet2/0/3 £z 111 1%
DARRSE S SR

TR & M08, VLAN 2 A1 VLAN 3 ()i & H)£5i@ T GigabitEthernet1/0/3 1
GigabitEthernet2/0/3 #: [1%4 /X % Device C, Wi R ARHAR. 1EH % ENIEL T, A
2 VLAN 2 [f{ifi & it GigabitEthernet1/0/3 # 1% %, VLAN 3 i &i@E it
GigabitEthernet2/0/3 #z 1#5 f, UIRTHA R K BE .

E2 —EiERRaEERAIE

2.3 Bt

Device C

IRF-Port1/2 IRF-Port2/T\ Device B
1\ GE1/0/25 GE2/0/25 "\
! |
\J GE1/0/26 GE2/0/26 \J
GEL/0/4 GE2/0/4

EXIEEmM

B IRF AN SCFFBCE AT fE -

fUAE IRF 5 3046 [ 58 2 LUK B R /RIS HERE IO B AT RE, I THRTMR R, 42
i IRF SRHEATT 58 AR B SRR 1 )

HoRUrHE IRF, 1520 “IRFPJURECE TR 7 B30~ MINECE 2 T, AEIAMAH.



2.4 BELEXR

1. Device A IR E
#IIANRGMAE, Sl ERE#EO 1.

<DeviceA> system-view

[DeviceA] interface bridge-aggregation 1

[DeviceA-Bridge-Aggregationl] quit

# ¥ GigabitEthernet1/0/3 1 GigabitEthernet2/0/3 # IR —Z &A1 1 41,

[DeviceA] interface gigabitethernet 1/0/3
[DeviceA-GigabitEthernetl/0/3] port link-aggregation group 1
[DeviceA-GigabitEthernetl/0/3] quit

[DeviceA] interface gigabitethernet 2/0/3
[DeviceA-GigabitEthernet2/0/3] port link-aggregation group 1
[DeviceA-GigabitEthernet2/0/3] quit

#ME R RN 1R8N Trunk, JF VB ATA VLAN.

[DeviceA] interface bridge-aggregation 1
[DeviceA-Bridge-Aggregationl]port link-type trunk
[DeviceA-Bridge-Aggregationl]port trunk permit vlan all
[DeviceA-Bridge-Aggregationl]quit

# WC B IR A B R AR KA .

[DeviceA] link-aggregation load-sharing mode local-first

# Q|2 VLAN 2 fl VLAN 3.

[DeviceA] vlan 2 to 3

# L & GigabitEthernet1/0/4 42 F1 285408 Trunk, Jf o vFidEid VLAN 2.

[DeviceA] interface gigabitethernet 1/0/4
[DeviceA-GigabitEthernetl/0/4]port link-type trunk
[DeviceA-GigabitEthernetl/0/4]jundo port trunk permit vian 1
[DeviceA-GigabitEthernetl/0/4]port trunk permit vlan 2
[DeviceA-GigabitEthernetl/0/4]quit

# L & GigabitEthernet2/0/4 42 F125 5408 Trunk, JfsuvFilEid VLAN 3.
[DeviceA] interface gigabitethernet 2/0/4
[DeviceA-GigabitEthernet2/0/4]port link-type trunk
[DeviceA-GigabitEthernet2/0/4]Jundo port trunk permit vlan 1
[DeviceA-GigabitEthernet2/0/4]port trunk permit vlan 3
[DeviceA-GigabitEthernet2/0/4]quit

2. Device B AL &

Device B L/t B 5 Device A 52 &HM[A], AR,

3. Device C Bt E

#HANRGUE, QIR ERAED 1.

<DeviceC> system-view

[DeviceC] interface bridge-aggregation 1
[DeviceC-Bridge-Aggregationl] quit

# 3 1 GigabitEthernet1/0/1~GigabitEthernet1/0/2 II AN FE &4 1 .

1



[DeviceC] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/2

[DeviceC-if-range] port link-aggregation group 1
[DeviceC-if-range] quit
#IE ERAEN 128808 Trunk, FAFIEIATE VLAN,

[DeviceC] interface bridge-aggregation 1
[DeviceC-Bridge-Aggregationl]port link-type trunk
[DeviceC-Bridge-Aggregationl]port trunk permit vlan all
[DeviceC-Bridge-Aggregationl]quit

2.5 Wil &

# @it display link-aggregation verbose 4K EREAHMMGER, DIGIEN S 2

[DeviceA] display link-aggregation verbose

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing
Port Status: S -- Selected, U -- Unselected, 1 -- Individual
Port: A -- Auto port, M -- Management port, R -- Reference port

Flags: A -- LACP_Activity, B -- LACP_Timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

Aggregation Interface: Bridge-Aggregationl
Aggregation Mode: Static

Loadsharing Type: Shar

Management VLANs: None

Port Status Priority Oper-Key
GE1/0/3 S 32768 1
GE2/0/3 S 32768 1

SRR I B SRS AL Bk R HARAL T Selected IRAS, VLAN 2 fii

GigabitEthernet1/0/3 43 L4 % .

2.6 BEENXH

. Device A:

#

interface Bridge-Aggregationl
port link-type trunk

port trunk permit vlan all

#

interface GigabitEthernetl/0/3
port link-mode bridge

port link-type trunk

port trunk permit vlan all
port link-aggregation group 1

#

interface GigabitEthernet2/0/3
port link-mode bridge

R AEd



port link-type trunk
port trunk permit vlan all
port link-aggregation group 1
#
interface GigabitEthernetl/0/4
port link-mode bridge
port link-type trunk
port trunk permit vlan 2
#
interface GigabitEthernet2/0/4
port link-mode bridge
port link-type trunk
port trunk permit vlan 3
#
link-aggregation load-sharing mode local-first
#

. Device B:
Device B _FHIIC & 145 Device A #717].

. Device C:

#
interface Bridge-Aggregationl
port link-type trunk
port trunk permit vlan all
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan all
port link-aggregation group 1
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan all
port link-aggregation group 1
#

2.7 FHXER
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1 MSTP (RiRFAL E 157
1.1 &

A ZEH44 MSTP (Multiple Spanning Tree Protocol, %4 KL & 7.
1.2 HAMEEK

W 1 proR:

o MEHTARAHEETFE—A MST 38, &1 M3 RiF VLAN 11~30 @it .
e  Device A fll Device B Ht%:0»/= %%, Device C Hl Device D NI R)/= %4 .

o BT T G BRI A I .

ZORIASACE MSTP JhRE, SEHL:

o ML EME,

. Device C fll Device D i VLAN 11~20 4 3 . VLAN 21~30 R SCISAS[F4E #7473 Device
A Fl Device B, SZHLI & 130 FIBERS 517

&1 MSTP B & 2B &

MST region

Device A Device B
T Permit: VLAN 11 to 30 S

GE1/0/3 GE1/0/3

VLAN 11-20%# i <€— —p>
Device C VLAN 21-30%#i < — Device D

1.3 BEE B

BE TR BB T A — MST 8, 7EpTA & ERCEMRIK NS4

o ERUMI TAERER (B MSTP B, THECE)

o A& CRHIIEN test)

o BITYUN (BEA 0, THRELE)

e VLAN MR CABIH VLAN 11~20 Wb 3] MSTI 1, VLAN 21~30 Bdif 3] MSTI 2)



o AT MSTI 1A MSTI 2 4 1 _EATBEMAS [F] I B ARVE N TR %4, Bl & Device Ay MSTI
1 ##R#r, Device B N MSTI 2 [, 745, AHIHECE Device A, B. C. DfE MSTI0
FIPR S AR IR FEAR, A Device A N IST 3AR o 2 B 22 AN 2B RS2 # $h 1.3 B 2 i

E2 & VLAN %R 894 pioid SEBI R AT

0.7425-8a02-4c00 32768.0cda-41b1-d1c0 32768.7425-8a02-4c00  0.0cda-41b1-d1cO

32768.00e0-fc00-c518 32768.7425-8a0f-8000  32768.00e0-fc00-c518 32768.7425-8a0f-8000
VLAN 11-20%F W fIMSTI 1 VLAN 21-30%f M fIMSTI 2
0.7425-8a02-4c00 4096.0cda-41b1-d1c0
O s
— R TSR BT )
-------- 52 i S BEL BT e i

32768.00e0-fc00-c518 36864.7425-8a0f-8000
HABVLANXS RZFFIMSTI O

1.4 BLE I

1. Device A IR E

<DeviceA> system-view

[DeviceA] vlan 11 to 30

[DeviceA] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/3
[DeviceA-if-range] port link-type trunk

[DeviceA-if-range] port trunk permit vlan 11 to 30

[DeviceA-if-range] quit

# L& MST 31384 4 test, #f VLAN 11~20 B %] MSTI 1, VLAN 21~30 B £] MSTI 2.

[DeviceA] stp region-configuration
[DeviceA-mst-region] region-name test
[DeviceA-mst-region] instance 1 vlan 11 to 20
[DeviceA-mst-region] instance 2 vlan 21 to 30
[DeviceA-mst-region] active region-configuration
[DeviceA-mst-region] quit

# FLE AR MSTI O Al 1 (AR

[DeviceA] stp instance 0 to 1 root primary

# 4 R T A AR O AL

[DeviceA] stp global enable

# RIFBCE



[DeviceA] save force

2. Device B WL &

# G2 VLAN 11~30. K8& (1431 U AC B A Trunk 31 JF o 7F VLAN 11~30 i@id .
<DeviceB> system-view

[DeviceB] vlan 11 to 30

[DeviceB] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/3
[DeviceB-if-range] port link-type trunk

[DeviceB-if-range] port trunk permit vlan 11 to 30

[DeviceB-if-range] quit

# BLE MST 4% test, K VLAN 11~20 Bht 5] MSTI 1, VLAN 21~30 Bt 3] MSTI 2.

[DeviceB] stp region-configuration
[DeviceB-mst-region] region-name test
[DeviceB-mst-region] instance 1 vlan 11 to 20
[DeviceB-mst-region] instance 2 vlan 21 to 30
[DeviceB-mst-region] active region-configuration
[DeviceB-mst-region] quit

# BCE ARSI MSTI 2 R, LA MSTI O 15 HRr

[DeviceB] stp instance 2 root primary
[DeviceB] stp instance 0 root secondary

# 4 R T A AR RO AL
[DeviceB] stp global enable

# RIFBCE

[DeviceB] save force

3. Device C BIfL E

# 6% VLAN 11~30. H B4 1% 3 L & A Trunk 3 H I 70 7F VLAN 11~30 @il .
<DeviceC> system-view

[DeviceC] vlan 11 to 30

[DeviceC] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/2
[DeviceC-if-range] port link-type trunk

[DeviceC-if-range] port trunk permit vlan 11 to 30

[DeviceC-if-range] quit

# L& MST 31384 test, #F VLAN 11~20 B %] MSTI 1, VLAN 21~30 BLSf£] MSTI 2.

[DeviceC] stp region-configuration
[DeviceC-mst-region] region-name test
[DeviceC-mst-region] instance 1 vlan 11 to 20
[DeviceC-mst-region] instance 2 vlan 21 to 30
[DeviceC-mst-region] active region-configuration
[DeviceC-mst-region] quit

# 4 R T A AR RO AL

[DeviceC] stp global enable

# RIFBCE

[DeviceC] save force



4. Device D IBC &
# 6% VLAN 11~30. #5225 1025 b 1 C B A Trunk ¥ 1 9 701 VLAN 11~30 @it .

<DeviceD> system-view

[DeviceD] vlan 11 to 30

[DeviceD] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/2
[DeviceD-if-range] port link-type trunk

[DeviceD-if-range] port trunk permit vlan 11 to 30

[DeviceD-if-range] quit

# LB MST I8 4 0 test, F VLAN 11~20 B %] MSTI 1, VLAN 21~30 B £] MSTI 2.
[DeviceD] stp region-configuration

[DeviceD-mst-region] region-name test

[DeviceD-mst-region] instance 1 vlan 11 to 20

[DeviceD-mst-region] instance 2 vlan 21 to 30

[DeviceD-mst-region] active region-configuration

[DeviceD-mst-region] quit

# lC B AW A AE MSTI 0 KL 2000 36864, MM 45 B2 £ 7£ MSTI 0 f{E /44T~ Device C(Device
C i k&L %2 32768).

[DeviceD] stp instance 0 priority 36864

# 4 R T A AR RO AL

[DeviceD] stp global enable

# RIFBCE

[DeviceD] save force

1.5 WitACE

1. ERE AN EAHRIMER
# £1 & Device A LA Rb i 7 245
[DeviceA] display stp brief

MST ID Port Role STP State Protection
0 GigabitEthernetl/0/1 DES1 FORWARDING NONE
0 GigabitEthernetl/0/2 DES1 FORWARDING NONE
0 GigabitEthernetl/0/3 DES1 FORWARDING NONE
1 GigabitEthernetl/0/1 DES1 FORWARDING NONE
1 GigabitEthernetl/0/2 DES1 FORWARDING NONE
1 GigabitEthernetl/0/3 DES1 FORWARDING NONE
2 GigabitEthernetl1/0/1 ALTE FORWARDING NONE
2 GigabitEthernetl/0/2 DESI FORWARDING NONE
2 GigabitEthernetl/0/3 ROOT FORWARDING NONE

# 5 Device B ARSI B S E .

[DeviceB] display stp brief

MST ID Port Role STP State Protection
0 GigabitEthernet1/0/1 DESI FORWARDING NONE
0 GigabitEthernet1/0/2 DESI FORWARDING NONE
0 GigabitEthernetl/0/3 ROOT FORWARDING NONE
1 GigabitEthernet1/0/1 DESI FORWARDING NONE



1 GigabitEthernetl/0/2 ALTE FORWARDING NONE
1 GigabitEthernetl1/0/3 ROOT FORWARDING NONE
2 GigabitEthernetl1/0/1 DES1 FORWARDING NONE
2 GigabitEthernetl/0/2 DESI FORWARDING NONE
2 GigabitEthernetl/0/3 DES1 FORWARDING NONE

# & Device C A b i T 2445 2
[DeviceC] display stp brief

MST ID Port Role STP State Protection
0 GigabitEthernet1/0/1 ROOT FORWARDING NONE
0 GigabitEthernet1/0/2 ALTE DISCARDING NONE
1 GigabitEthernetl/0/1 ROOT FORWARDING NONE
1 GigabitEthernetl1/0/2 DESI DISCARDING NONE
2 GigabitEthernet1/0/1 DESI DISCARDING NONE
2 GigabitEthernetl/0/2 ROOT FORWARDING NONE

# 757 Device D b/ pib i ) A5 H
[DeviceD] display stp brief

MST ID Port Role STP State Protection
0 GigabitEthernet1/0/1 ALTE DISCARDING NONE
0 GigabitEthernetl/0/2 ROOT FORWARDING NONE
1 GigabitEthernetl1/0/1 ALTE DISCARDING NONE
1 GigabitEthernet1/0/2 ROOT FORWARDING NONE
2 GigabitEthernetl/0/1 ROOT FORWARDING NONE
2 GigabitEthernetl1/0/2 ALTE DISCARDING NONE

g Fik BonfE A Alternate i I (FHZE3g 1), AIRAZH % VLAN Bt MSTI 14 4h,
w15 1. B3R,

&3 MSTI 0~2 B93R3N

Q) s

— RIS BHLIT R B

-------- S LT

® [HZEHN

VLAN 11-20%} M fIMSTI 1 VLAN 21-30%} ¥ fFIMSTI 2

A LLEF|, Device C #1 Device D ] VLAN 11~20 #3C A1 VLAN 21~30 $RSCHAE I AT 5 iR 55
K MZEH T EZ .



2. WIS &1 ThEE

# X [4] Device C ¥4I GigabitEthernetl/0/1 (iXj& Device C 7 MSTI 0~1 H (¥ A7 HE 2% BT 7 g

D)O

[DeviceC] interface gigabitethernet 1/0/1

[DeviceC-GigabitEthernetl/0/1] shutdown

# & Device A. B. C. D FEBMIHEEL.

[DeviceA]
MST 1D

N P B O O

2
[DeviceB]
MST 1D

N NP P P O OO

2
[DeviceC]
MST 1D

0

1

2
[DeviceD]
MST 1D

N P P O O

2

Rl B BoREEH i Alternate S (BHZES D, AT RAZ 1% VLAN Frxf i MSTI K44,

display stp brief
Port
GigabitEthernetl/0/2
GigabitEthernetl/0/3
GigabitEthernetl/0/2
GigabitEthernetl/0/3
GigabitEthernetl/0/2
GigabitEthernetl/0/3
display stp brief
Port
GigabitEthernetl/0/1
GigabitEthernetl/0/2
GigabitEthernetl/0/3
GigabitEthernetl/0/1
GigabitEthernetl/0/2
GigabitEthernetl/0/3
GigabitEthernetl/0/1
GigabitEthernetl/0/2
GigabitEthernetl1/0/3
display stp brief
Port
GigabitEthernet1/0/2
GigabitEthernetl/0/2
GigabitEthernetl/0/2
display stp brief
Port
GigabitEthernetl/0/1
GigabitEthernetl/0/2
GigabitEthernetl/0/1
GigabitEthernetl/0/2
GigabitEthernetl/0/1
GigabitEthernetl/0/2

2. B 4 Fiow.

Role
DESI
DESI
DESI
DESI
DESI
ROOT

Role
DESI
DESI
ROOT
DESI
DESI
ROOT
DESI
DESI
DESI

ROOT
ROOT
ROOT

Role
ALTE
ROOT
ALTE
ROOT
ROOT
ALTE

STP State
FORWARDING
FORWARDING
FORWARDING
FORWARDING
FORWARDING
FORWARDING

STP State
FORWARD ING
FORWARD ING
FORWARDING
FORWARD ING
FORWARD ING
FORWARDING
FORWARD ING
FORWARD ING
FORWARD ING

Role STP State

FORWARD ING
FORWARD ING
FORWARD ING

STP State
DISCARDING
FORWARDING
DISCARDING
FORWARDING
FORWARDING
DISCARDING

Protection
NONE
NONE
NONE
NONE
NONE
NONE

Protection
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE

NONE
NONE
NONE

Protection
NONE
NONE
NONE
NONE
NONE
NONE

Protection



E4 FEEEREFE MSTI 0~2 BU#aih

O s
{ GEL/0/1

GHWZ\ A T L5 BEL bR () B

\GEVOL e IS RELbYT F B

® P93 1

VLAN 11-20%f B [IMSTI 1 VLAN 21-30%} S fJMSTI 2

AILLE F], Device C 7E MSTI 0~1 Hr i) AT HE R B fE 3w H AR J6 1) GigabitEthernet1/0/1 Y#Ay
GigabitEthernet1/0/2.

1.6 BCEXH

. Device A:

#

vian 1

#

vlan 11 to 30

#

stp region-configuration
region-name test
instance 1 vlan 11 to 20
instance 2 vlan 21 to 30
active region-configuration

#

stp instance 0 to 1 root primary
stp global enable

#

interface GigabitEthernetl/0/1
port link-mode bridge

port link-type trunk
port trunk permit vlan 1 11 to 30

#

interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk



port trunk permit vlan 1 11 to 30
#
interface GigabitEthernetl/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 11 to 30

. Device B :

#
vian 1
#
vlan 11 to 30
#
stp region-configuration
region-name test
instance 1 vlan 11 to 20
instance 2 vlan 21 to 30
active region-configuration
#
stp instance 0 root secondary
stp instance 2 root primary
stp global enable
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 11 to 30
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 11 to 30
#
interface GigabitEthernetl/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlian 1 11 to 30

. Device C:

#

vian 1

#

vlan 11 to 30

#

stp region-configuration
region-name test
instance 1 vlan 11 to 20
instance 2 vlan 21 to 30
active region-configuration



stp global enable
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 11 to 30
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 11 to 30

. Device D :

#

vlian 1

#

vlan 11 to 30

#

stp region-configuration
region-name test
instance 1 vlan 11 to 20
instance 2 vlan 21 to 30
active region-configuration

#

stp instance O priority 36864
stp global enable

#

interface GigabitEthernetl/0/1
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 11 to 30

#

interface GigabitEthernetl/0/2
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 11 to 30

1.7 tHHEER
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i

1 B¢ E DHCP fR%2

1.1 &9y

7SO EE 1Pv4 Hutik

I

AR EH B E 2 O TAEAE DHCP RS2, SEBlahA 0 HL IPv4 Huhk i) 77 v .
1.2 AWK

W12 B 1R, AFEZBHUECNZ AN, DUE 7 B O A L B4 34 VLAN MIEXL,

HostA. Host B Al Host C 73 %lJ& T VLAN 5. VLAN 6 #il VLAN 7, ZERAEAZHHL i E DHCP Ik

FAIIRe, g ENLGECAS R N B 1P ik

e {EX DHCP AR5 %31 Switch A/ 192.168.5.0/24. 192.168.6.0/24 F1 192.168.7.0/24 H1[¥]
& PN TG 1P Mk

e Switch B1=/ VLAN #£, VLAN #:[1 5. VLAN #2116 fil VLAN #0 7 §ystht 23 5N
192.168.5.254/24. 192.168.6.254/24 1 192.168.7.254/24;

. 192.168.5.0/24 M EX N ) DNS k45 2s it~ 192.168.5.100/24, W< HHhk A
192.168.5.254/24;

. 192.168.6.0/24 M EX N ) DNS k45 2s i~ 192.168.6.100/24, M<Kk A
192.168.6.254/24;

. 192.168.7.0/24 M B N ) DNS k55 2sHhdik A 192.168.7.100/24, W5 K HE A
192.168.7.254/24.,

&1 DHCP RS z5AC EZHME]

Switch

GE1/0/5 GE1/0/7

GE1/0/6

&

Host A Host B Host C
VLAN 5 VLAN 6 VLAN 7

1.3 BLEXE

# P B 1 FT)E VLAN FIXE R VLAN 42 11 1P ik, 1P bk RIS VAN F R S .
<Switch> system-view

[Switch] vlan 5

[Switch-vlan5] port gigabitEthernet 1/0/5

[Switch-vlan5] quit



[Switch]vlan 6

[Switch-vlan6] port gigabitEthernet 1/0/6

[Switch-vlan6] quit

[Switch]vlan 7

[Switch-vlan7] port gigabitEthernet 1/0/7

[Switch-vlan7] quit

[Switch] interface vlan-interface 5

[Switch-VIan-interface5] ip address 192.168.5.254 255.255.255.0
[Switch-VIan-interface5] quit

[Switch]interface vlan-interface 6

[Switch-VIan-interface6] ip address 192.168.6.254 255.255.255.0
[Switch-VIan-interface6] quit

[Switch]interface vlan-interface 7

[Switch-VIan-interface7] ip address 192.168.7.254 255.255.255.0
[Switch-Vlan-interface7] quit

#BLBEAS S HE K 1P il (DNS RS 2845, o Nkl

[Switch] dhcp server forbidden-ip 192.168.5.100
[Switch] dhcp server forbidden-ip 192.168.6.100
[Switch] dhcp server forbidden-ip 192.168.7.100

# e E DHCP Hubljth 5, F5KN 192.168.5.0/24 W B N 25 F i 4B 1P Hihik .

[Switch] dhcp server ip-pool 5

[Switch-dhcp-pool-5] network 192.168.5.0 mask 255.255.255.0
[Switch-dhcp-pool-5] dns-list 192.168.5.100

[Switch-dhcp-pool-5] gateway-list 192.168.5.254

[Switch-dhcp-pool-5] quit

# L& DHCP Hibibyth 6, oK A 192.168.6.0/24 W B3 1% 7 b 4 it 1P ko

[Switch] dhcp server ip-pool 6

[Switch-dhcp-pool-6] network 192.168.6.0 mask 255.255.255.0
[Switch-dhcp-pool-6] dns-list 192.168.6.100

[Switch-dhcp-pool-6] gateway-list 192.168.6.254

[Switch-dhcp-pool-6] quit

# [iL B DHCP Hulibith 7, FIoKkA 192.168.7.0/24 X B 4 (11725 ' 5ty 43T 1P ik o

[Switch] dhcp server ip-pool 7

[Switch-dhcp-pool-7] network 192.168.7.0 mask 255.255.255.0
[Switch-dhcp-pool-7] dns-list 192.168.7.100
[Switch-dhcp-pool-7] gateway-list 192.168.7.254
[Switch-dhcp-pool-7] quit

# JI'J5 DHCP JiR4s

[Switch] dhcp enable

# 8 VLAN #1115, 6 fil 7 T.{E7E DHCP fiR 55 281X

[Switch] interface vlan-interface 5
[Switch-VIan-interface5] dhcp select server
[Switch-VIan-interface5] quit

[Switch] interface vlan-interface 6
[Switch-VIan-interface6] dhcp select server
[Switch-VIan-interface6] quit



[Switch] interface vlan-interface 7
[Switch-VIan-interface7] dhcp select server
[Switch-VIan-interface7] quit

1.4 WiEACE

BCE SERE, 5+ 6+ 7 =AMMBR i il LA DHCP AR5 2 H1E 2IAH B B 1P Mk R o) 2 i
1. £/~ DHCP BRFZH/MELE
# 7R DHCP Ml 15 2.
[Switch] display dhcp server pool
Pool name: 5
Network: 192.168.5.0 mask 255.255.255.0
dns-list 192.168.5.100
expired day 1 hour O minute O second O
gateway-list 192.168.5.254
IP-in-use threshold 100
Pool name: 6
Network: 192.168.6.0 mask 255.255.255.0
dns-list 192.168.6.100
expired day 1 hour O minute O second O
gateway-list 192.168.6.254
IP-in-use threshold 100
Pool name: 7
Network: 192.168.7.0 mask 255.255.255.0
dns-list 192.168.7.100
expired day 1 hour O minute O second O
gateway-list 192.168.7.254
IP-in-use threshold 100

2. B/~ DHCP BR&5=3/Y IP it S EC(E 2
# f7x DHCP bt e E B, fEERE S B LIEHE DHCP k448 N F i/ o i) 1P k.

[Switch] display dhcp server ip-in-use

IP address Client-identifier/ Lease expiration Type
Hardware address

192.168.5.1 0262-1d36-1802-00 Feb 18 10:41:21 2023 Auto(C)
3264-2e30-3130-322d-
566c-616e-3130

192.168.6.1 0262-1d3b-7403-00 Feb 18 10:41:17 2023 Auto(C)

192.168.7.2 0262-1d41-8304-00 Feb 18 10:41:41 2023 Auto(C)

# 7~ DHCP Huhikvih (1 25 R b hiHE B

[Switch] display dhcp server free-ip
Pool name: 5
Network: 192.168.5.0 mask 255.255.255.0
IP ranges from 192.168.5.2 to 192.168.5.99
IP ranges from 192.168.5.101 to 192.168.5.254



Pool name: 6
Network: 192.168.6.0 mask 255.255.255.0
IP ranges from 192.168.6.2 to 192.168.6.99
IP ranges from 192.168.6.101 to 192.168.6.254

Pool name: 7
Network: 192.168.7.0 mask 255.255.255.0
IP ranges from 192.168.7.2 to 192.168.7.99
IP ranges from 192.168.7.101 to 192.168.7.254

# o 21 E‘Jf@ijtfﬁi%%%o L7 BCHT 1P Huhk AR 28 A ROYIR 5, AT A i & 7T LB £
A I8 e 5 2 Gl expired @4 A IRCE M ZA 20V, SREABAR A 1K)

[Switch] display dhcp server expired
IP address Client-identifier/Hardware address Lease expiration
192.168.7.1 0262-1d36-2703-00 Feb 17 10:53:52 2023

3. /5% DHCP BR5E3HY IP Hullt HEC(E R
# I Fx DHCP fIIE RS A gr e E R . WEHPME THITA® S .

[Switch] quit
<Switch> reset dhcp server ip-in-use

# i~ DHCP Hulib4f e (E 5., & EAfEEA S E R,

<Switch> display dhcp server ip-in-use
IP address Client-identifier/ Lease expiration Type
Hardware address

# E R AL AR kg e (5 B WEER B N RUT A4
<Switch> reset dhcp server expired
# WoRFZ S AL gE e (5 2. TR R EATEIEAH S B .

<Switch> display dhcp server ip-in-use

o

IP address Client-identifier/ Lease expiration Type
Hardware address

4. BRFER DHCP BRSNS ER
# J-KT DHCP H&k%%ﬁﬁé}ﬂrl_{ﬂ o

<Switch> dis dhcp server statistics

Pool number: 3
Pool utilization: 0.00%
Bindings:
Automatic: 0
Manual : 0
Expired: 3
Conflict: 0
Messages received: 170
DHCPDISCOVER: 57
DHCPREQUEST : 57
DHCPDECLINE: 0
DHCPRELEASE: 56
DHCP INFORM: 0
BOOTPREQUEST: 0



Messages sent: 114

DHCPOFFER: 57
DHCPACK: 57
DHCPNAK : 0
BOOTPREPLY : 0
Bad Messages: 0

# I % DHCP IR % 245 2o HTER B FHAT A dr 4
<Switch> reset dhcp server statistics

# Ik DHCP RS S HIgtiHE B G, wd EAFEMRGIHER.
<Switch> dis dhcp server statistics

Pool number: 3

Pool utilization: 0.39%

Bindings:
Automatic:
Manual :
Expired:

Conflict:

Messages received:
DHCPDISCOVER:
DHCPREQUEST :
DHCPDECL INE:
DHCPRELEASE:
DHCP INFORM:
BOOTPREQUEST :

Messages sent:
DHCPOFFER:
DHCPACK :
DHCPNAK:
BOOTPREPLY :

Bad Messages:

1.5 BeEXH

. Switch:

#
dhcp enable
dhcp server forbidden-ip 192.168.5.100
dhcp server forbidden-ip 192.168.6.100
dhcp server forbidden-ip 192.168.7.100
#
vlan 5 to 7
#
dhcp server ip-pool 5
gateway-list 192.168.5.254
network 192.168.5.0 mask 255.255.255.0
dns-list 192.168.5.100
#

O O O OO O O O O O O O O OoOOoO o w



dhcp server ip-pool 6
gateway-list 192.168.6.254
network 192.168.6.0 mask 255.255.255.0
dns-list 192.168.6.100
#
dhcp server ip-pool 7
gateway-list 192.168.7.254
network 192.168.7.0 mask 255.255.255.0
dns-list 192.168.7.100
#
interface Vlan-interface5
ip address 192.168.5.254 255.255.255.0
dhcp select server
#
interface Vlan-interface6
ip address 192.168.6.254 255.255.255.0
dhcp select server
#
interface Vlan-interface7
ip address 192.168.7.254 255.255.255.0
dhcp select server
#
interface GigabitEthernetl/0/5
port link-mode bridge
port access vlan 5
#
interface GigabitEthernetl1/0/6
port link-mode bridge
port access vlan 6
#
interface GigabitEthernetl/0/7
port link-mode bridge
port access vlan 7
#

1.6 tHHEZEHR

o UMEE “ZEHAR-IPIARERS” I “DHCP”.
o UEELE “ZREHEAR-IPWEmASZSE” il “DHCP”.



2 BfE DHCP fgk
2.1 &N

A A BB E B O TAEAE DHCP th4kfis, 24 DHCP %% /7 i Al DHCP IR 5558 4b T AN [E147) 3 /K Bt
B, FHTseEl % Fosa] Lt DHCP H4k 5 DHCP RS- 2@ S, FRECIP il & HAbie BAE B .

2.2 AMEK

. DHCP % i i 26 W B 10.10.1.0/24, DHCP JRZ52% 14 1P Hihk >y 10.1.1.1/24;

o i DHCP &7l DHCP AR 5585 ANEF —MBL, (R, 75 2455 i T 42 [ B ist B DHCP

Rk, DI ZE i) LN DHCP AR 45 23 H 1 21 10.10.1.0/24 W BH 1P ik f AH S fic B A5
H .

FIun

. Switch A £ DHCP kit i 1 (& T VLANL10) %35 DHCP 25 i I LE (N 4%, A8 #
HL VLAN #2110 10 {9 IP #idik >4 10.10.1.1/24, VLAN 4211 20 ) IP #ilik>N 10.1.1.2/24.

]2 DHCP A4k & 25 W [&]

DHCP client DHCP client

Vlan-int10 Vlan-int20
10.10.1.1/24 10.1.1.2/24
Vlan-int20
10.1.1.1/24
Switch A Switch B
DHCP relay agent DHCP server
DHCP client DHCP client

2.3 BLESR

e [iE DHCP %% Switch B
# )% VLAN #2 AT IP Hitik,

<SwitchB> system-view

[SwitchB] vlan 20

[SwitchB-vlan20] port gigabitEthernet 1/0/1

[SwitchB-vlan20] quit

[SwitchB] interface vlan-interface 20
[SwitchB-VlIan-interface20] ip address 10.1.1.1 255.255.255.0
[SwitchB-VlIan-interface20] quit

# I E DHCP Huliyth 5, FHSRAN 10.10.1.0/24 MBS N 2% P 5k 43 B 1P Hbdk .

[SwitchB] dhcp server ip-pool 5
[SwitchB-dhcp-pool-5] network 10.10.1.0 mask 255.255.255.0

7



[SwitchB-dhcp-pool-5] dns-list 10.10.1.100
[SwitchB-dhcp-pool-5] gateway-list 10.10.1.1
[SwitchB-dhcp-pool-5] quit

# HC B DHCP 2 bt LI s A5 %

[SwitchB] ip route-static 10.10.1.0 24 10.1.1.2
# JFJ5 DHCP %%

[SwitchB] dhcp enable

# ICE VLAN #2120 TAEE DHCP iR %5 2 #aX.

[SwitchB] interface vlan-interface 20
[SwitchB-Vlan-interface20] dhcp select server
[SwitchB-Vlan-interface20] quit

. fic & DHCP H4k ¥ £ Switch A
# )% VLAN #2 AT IP Hitik,

<SwitchA> system-view

[SwitchA] vlan 10

[SwitchA-vlanl10] port gigabitEthernet 1/0/1

[SwitchA-vIan10] quit

[SwitchA] vlan 20

[SwitchA-vlan20] port gigabitEthernet 1/0/2

[SwitchA-vIan20] quit

[SwitchA] interface vlan-interface 10
[SwitchA-VIan-interfacelO] ip address 10.10.1.1 255.255.255.0
[SwitchA-VIan-interfacelO] quit

[SwitchA] interface vlan-interface 20
[SwitchA-VIan-interface20] ip address 10.1.1.2 255.255.255.0
[SwitchA-Vlan-interface20] quit

# JT 5 DHCP k% .
[SwitchA] dhcp enable
# it & VLAN #2211 10 TAELE DHCP rhgkfi=t.

[SwitchA] interface vlan-interface 10
[SwitchA-Vlan-interfacelO] dhcp select relay

# Wi & DHCP JIR 55 #5 ik .
[SwitchA-Vlan-interfacelO] dhcp relay server-address 10.1.1.1

2.4 WUFACE

fid & 56 %5, DHCP %% i nf BLidiE DHCP H4% . DHCP Ak 45 28 $ B IP Hbhik A /0 G BAS B o

# o A5 E N DHCP R4 sk (E B,

[SwitchA] display dhcp relay server-address
Interface name Server 1P address Public/VRF name Class name
VIanl10 10.1.1.1 Y/-- -

# ‘b7 DHCP k465 5. EERE R BT LAER DHCP RS &A% P i/ L 1P Mk
[SwitchB] display dhcp server ip-in-use

IP address Client-identifier/ Lease expiration Type

8



Hardware address
10.10.1.2 0036-3232-352e-3261- Feb 18 16:14:25 2023 Auto(C)
3264-2e30-3130-322d-
566¢c-616e-3130
# \7x DHCP H 4k HAH Rk XS E R -
[SwitchB] display dhcp relay statistics
DHCP packets dropped:
Incorrect Message type:
Option Parsing failed:
Mac-check failed:
Other count:
DHCP packets received from clients:
DHCPDISCOVER:
DHCPREQUEST :
DHCPINFORM:
DHCPRELEASE:
DHCPDECLINE:
BOOTPREQUEST:
DHCP packets received from servers:
DHCPOFFER:
DHCPACK:
DHCPNAK:
BOOTPREPLY:
DHCP packets relayed to servers:
DHCPDISCOVER:
DHCPREQUEST :
DHCPINFORM:
DHCPRELEASE:
DHCPDECLINE:
BOOTPREQUEST:
DHCP packets relayed to clients:
DHCPOFFER:
DHCPACK:
DHCPNAK:
BOOTPREPLY:
DHCP packets sent to servers:
DHCPDISCOVER:
DHCPREQUEST :
DHCPINFORM:
DHCPRELEASE:
DHCPDECLINE:
BOOTPREQUEST:
DHCP packets sent to clients:
DHCPOFFER:
DHCPACK:
DHCPNAK:
BOOTPREPLY:

# 7E MBI H4T reset dhep relay statistics w4, W LUERIZSIHHER.

O O O 0O OO0 0O 00000 oOoOkFr P MNOOOOFP PFPNOOPFPPEPDMNMNMOOOOR,PEPDNMOOOODO

9



[SwitchB] quit
<SwitchB> reset dhcp relay statistics
# FHREF s DHCP 4k ARG HE B .
[SwitchB] display dhcp relay statistics
DHCP packets dropped:
Incorrect Message type:
Option Parsing failed:
Mac-check failed:
Other count:
DHCP packets received from clients:
DHCPDISCOVER:
DHCPREQUEST :
DHCPINFORM:
DHCPRELEASE:
DHCPDECLINE:
BOOTPREQUEST :
DHCP packets received from servers:
DHCPOFFER:
DHCPACK :
DHCPNAK:
BOOTPREPLY:
DHCP packets relayed to servers:
DHCPDISCOVER:
DHCPREQUEST :
DHCPINFORM:
DHCPRELEASE:
DHCPDECLINE:
BOOTPREQUEST :
DHCP packets relayed to clients:
DHCPOFFER:
DHCPACK :
DHCPNAK:
BOOTPREPLY:
DHCP packets sent to servers:
DHCPDISCOVER:
DHCPREQUEST :
DHCPINFORM:
DHCPRELEASE:
DHCPDECLINE:
BOOTPREQUEST :
DHCP packets sent to clients:
DHCPOFFER:
DHCPACK :
DHCPNAK:
BOOTPREPLY:

O O O O O O O O O O O O 0O 0O OO0 0O O0OO0ODO0ODO0ODO0LObO0OO0OO0LO OO0 OoOOououOoOoOOoOOooooooo
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2.5 BEENXH

) il & Switch B

#

dhcp enable

#

vlan 20

#

dhcp server ip-pool 5

gateway-list 10.10.1.1

network 10.10.1.0 mask 255.255.255.0
dns-list 10.10.1.100

#

interface Vlan-interface20
ip address 10.1.1.1 255.255.255.0
dhcp select server

#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 20

#
ip route-static 10.10.1.0 24 10.1.1.2
#
e  [CE Switch A
#
dhcp enable
#
vlan 10
#
vlan 20
#

interface Vlan-interfacelO
ip address 10.10.1.1 255.255.255.0
dhcp select relay
dhcp relay server-address 10.1.1.1
#
interface Vlan-interface20
ip address 10.1.1.2 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 10
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 20
#

11



2.6

HXFER

o UEELE “ZEHAR-IPIAERERS” I “DHCP”.
o JUEIELE “ZREHEAR-IPWEmASZSE” i) “DHCP”.
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3 EZE DHCP Snooping
3.1 &Y

AR ZE AR E DHCP Snooping M fig L & 5%
3.2 LAMFEXK

1 3.2 & 3 fiizr, Switch i it LUK 3 T GigabitEthernet1/0/1 %4 51 &% DHCP %548, @it LA

KM 1 GigabitEthernet1/0/3 % #:314E%: DHCP k%% %%, il GigabitEthernet1/0/2 %% DHCP

. ER

o5&k DHCP IR S S AHE i 10 0] LU & DHCP R4S a8 Fm iR SC, i Fe g 0 A &
DHCP IR 55 % [0 B4R 52«

e it3% DHCP-REQUEST i SCAME L3 i 1)) DHCP-ACK i 3CH DHCP 7% /3 1P ik &%
MAC Hihik 145 € 15 2. .

[E13 DHCP Snooping Fic. & £H % &

DHCP server

Switch
DHCP snooping

GE1/0/3

Unauthorized
DHCP server

3.3 BLEFR

# 4= J5 7T )5 DHCP Snooping Zhfit .

<Switch> system-view

[Switch] dhcp snooping enable

# X E GigabitEthernet1/0/1 % 1 {5 4F5 .
[Switch] interface gigabitethernet 1/0/1

[Switch-GigabitEthernetl/0/1] dhcp snhooping trust
[Switch-GigabitEthernetl/0/1] quit

# 1t GigabitEthernet1/0/2 -7 J5 DHCP Snooping & IiIIfE

[Switch] interface gigabitethernet 1/0/2
[Switch-GigabitEthernetl/0/2] dhcp snooping binding record
[Switch-GigabitEthernetl/0/2] quit

13



3.4 WnFfAcE

HCH 585, DHCP % i A B Gk DHCP k4523 3K IP MbbE AL B RCE (S 2, 4E3% DHCP fik
%48 015N DHCP & /sy IP shhk A HMECEF S . B A display dhcp snooping
binding nJ £ #|FEEE| ) DHCP Snooping & i, 7 LK F#47 reset dhcp snooping
binding w4, A LLEFR DHCP Snooping &K 1i.

3.5 BEENH

#
dhcp snooping enable
#
interface GigabitEthernetl/0/1
port link-mode bridge
dhcp snooping trust
#
interface GigabitEthernetl/0/2
port link-mode bridge
dhcp snooping binding record
#

3.6 HXZHEH

o UAME “ZREAR-IPFSECESRT” K “DHCP”.
o UAME “Z=RER-IP WS @mLSE” ) “DHCP”,
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4 BLE DHCPV6 Rk 528 sh7S 73 EC 1Pv6 itk
4.1 &

A ZAFN A AHBC B 4 1 TAELE DHCPV6 I 5 231520,  SEIBhA 43 BC IPV6 Mk 1) 77 7%
4.2 EMEXR

WE 4 R, ACHHUERA 2% SN G B 2% . i B A bl [ TAE7E DHCPV6 IR %5 23 15,

JHC B HuhkmT 480 Bic /72, AT A EHL Host A A Host B 140 AC IPV6 M. AR B i FHLIE

it 1Pv6 A I B AV 1)

. Host A. Host B. Switch A Fll Switch B 2 [a]ii ik DA W s AT, 4 DA 9t 143 AN A
M VLAN B, 7£ VLAN 4Z 11 FECE 1Pve Hihilk, 56Uk ez [ i B

o TCE VLAN#: [ TAEAE DHCPV6 iR 5 #1555, JF 51 ki, AT 29 4L E 273 BC IPV6 Hidilk .

e  {E Switch A fl Switch B it & IPv6 FiAS B HT, ST W B Hod .

El4 7SS IPv6 Hiik4E X [E

Vlan-int3 Vlan-int2 Vlan-int2 Vian-int3
2001::1/64 3001::1/64 3001::2/64 4001::1/64
GE1/0/2 GE1/0/1 GE1/0/1 GE1/0/2
Host A Switch A Switch B Host B

43 ILEDTE

1. fig & Switch A
# 0% VLAN, 7F VLAN 0N S 3% T o

<SwitchA> system-view

[SwitchA] vlan 3

[SwitchA-vlan3] port gigabitethernet 1/0/2
[SwitchA-vIan3] quit

[SwitchA] vlan 2

[SwitchA-vlan2] port gigabitethernet 1/0/1
[SwitchA-vIan2] quit

# T LI E VLAN 3211 2 4R L
[SwitchA] interface vlan-interface 2

[SwitchA-Vlan-interface2] ipv6 address 3001::1/64
[SwitchA-Vlan-interface2] quit

# T LH5E VLAN #2113 A sk fitbit, Jf fevr kA RAH S

[SwitchA] interface vlan-interface 3
[SwitchA-Vlan-interface3] ipv6 address 2001::1/64
[SwitchA-VIan-interface3] undo ipv6 nd ra halt

# L& VLAN £ 3 5| DHCP Huhikith..
[SwitchA-Vlan-interface3] ipv6 dhcp server apply pool 1 allow-hint rapid-commit
15



# MBI E LB BN 1, B ENLET DHCPV6 JIRSS 25 3KHL 1Pv6 Hitik. FeE HALE B
B RGN 1, RIEHLIEE DHCPV6 IR 5543 3K B 1Pv6 Hiuhik LAAM) HAtAZ B
[SwitchA-Vlan-interface3] ipv6 nd autoconfig managed-address-flag
[SwitchA-Vlan-interface3] ipv6 nd autoconfig other-flag

# I & #2211 VLAN 10 3 TA/ETE DHCPV6 R 45 28520 .

[SwitchA-Vlan-interface3] ipv6 dhcp select server
[SwitchA-Vlan-interface3] quit

# I & DHCPV6 Hifibith 1.

[SwitchA] ipv6 dhcp pool 1

[SwitchA-dhcp6-pool-1] network 2001::/64

[SwitchA-dhcp6-pool-1] dns-server 1::1

[SwitchA-dhcp6-pool-1] quit

# ML E IPv6 Bl , 1% it B fHhhE Sy 4001::/64, F—BkHihk Ay 3001::2.
[SwitchA] ipv6 route-static 4001:: 64 3001::2

# ORI E

[SwitchA] save force

2. Bt & Switch B
# 67 VLAN, 7E VLAN HIm 0 S R 1.

<SwitchB> system-view

[SwitchB] vlan 2

[SwitchB-vlan2] port gigabitethernet 1/0/1
[SwitchB-vlan2] quit

[SwitchB] vlan 3

[SwitchB-vlan3] port gigabitethernet 1/0/2
[SwitchB-vlan3] quit

# T LHaE VLAN #2112 () sR it
[SwitchB] interface vlan-interface 2

[SwitchB-Vlan-interface2] ipv6 address 3001::2/64
[SwitchB-Vlan-interface2] quit

# T L4RE VLAN 42 1 3 fepR sk, JERvr ki RAHE.
[SwitchB] interface vlan-interface 3

[SwitchB-Vlan-interface3] ipv6 address 4001::1/64
[SwitchB-VIan-interface3] undo ipv6 nd ra halt

# MC & VLAN #2111 3 5] i DHCP Hhiikith.

[SwitchB-Vlan-interface3] ipv6 dhcp server apply pool 1 allow-hint rapid-commit

# B E LB BN 1, B ENLET DHCPV6 JIRSS 25 3KHL 1Pv6 Hitik. FeE HALE B
B RGN 1, RIEHLIET DHCPV6 IR 5543 3K B 1Pv6 skl AAM) HAtAE B

[SwitchB-Vlan-interface3] ipv6 nd autoconfig managed-address-flag
[SwitchB-Vlan-interface3] ipv6 nd autoconfig other-flag

# I & #2210 VLAN 10 3 TA/ETE DHCPV6 IR 45 28520 .

[SwitchB-Vlan-interface3] ipv6 dhcp select server
[SwitchB-Vlan-interface3] quit

# I & DHCPV6 Hifibith 1.
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[SwitchB] ipv6 dhcp pool 1

[SwitchB-dhcp6-pool-1] network 4001::/64

[SwitchB-dhcp6-pool-1] dns-server 1::1

[SwitchB-dhcp6-pool-1] quit

# B0 E IPV6 A E, ZE MM H il 2001::/64, T —Bkithl A 3001:1.
[SwitchB] ipv6 route-static 2001:: 64 3001::1

# RIFBCE

[SwitchB] save force

3. B & Host A
£ Host A _E22%¢ IPv6, JFACE H3)3RI IPV6 Hifik.
4. Bt & Host B
£ Host B _E223%% IPv6, JFHCHE HAI3RHL IPv6 Hillk.

4.4 WFREE

1. 7~ DHCPv6 FRES B E
# 7~ DHCPv6 Hitibyh {5
[SwitchA] display ipv6 dhcp server ip-in-use
DHCPv6 pool: 1
Network: 2001::/64
Preferred lifetime 604800 seconds, valid lifetime 2592000 seconds
DNS server addresses:
1::1
IP-in-use threshold: 100
PD-in-use threshold: 100

# SoREED F Y DHCPVE IR %2 B,

[SwitchA] displsy ipv6 dhcp server
Interface Pool
Vl@an-interface3 1

2. RRFNER DHCPV6 RS2t 4 E 5 2
# 1 Switch A L F DHCPV6 Il &5 %8 %/ w43 B B IPv6 Hbdik .

[SwitchA] display ipv6 dhcp server ip-in-use

Pool: 1
IPv6 address Type Lease expiration
2001::2 Auto(C) Sep 30 11:45:07 2021

# M Switch A 7 F i 1 GigabitEthernet1/0/2 FI4EJEE K .
[SwitchA] display ipv6 neighbors interface gigabitethernet 1/0/2

Type: S-Static D-Dynamic 0-Openflow R-Rule IS-Invalid static

IPv6 address MAC address VLAN/VSI Interface State T Aging
2001::2 b025-0b54-0106 -- GE1/0/2 REACH D 29
FE80::B225:BFF:FE54:106  b025-0b54-0106 -- GE1/0/2 REACH D 18

E ET S ST PA%NIE Host A F3R1E 1) IPve 4 BR &bk >y 2001::2,
# o2 Y DHCPV6 Hili 482 (E B,
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[SwitchA] display ipv6 dhcp server expired
IPv6 address DUID Lease expiration
2001::3 0262-9ead-ab03-00 Feb 17 17:09:02 2023

# 5Kk DHCPvV6 11 1E A HuhE 26 e A S HuhE g0 e (5 B . IR EH DHCPV6 IR %545 A% F i 7 Bic
1) 1Pv6 Hihlk

[SwitchA] quit
<SwitchA> reset ipv6 dhcp server ip-in-use

<SwitchA> display ipv6 dhcp server ip-in-use
# BRI DHCPV6 HihkghE(F 8 . IR RAF LK DHCPV6 HihkgfE 5 2

<SwitchA> reset ipv6 dhcp server expired
<SwitchA> display ipv6 dhcp server expired
IPv6 address DUID Lease expiration

3. B RFNEM DHCPV6 RS2 HIIRSCGIHEE
# f7~ DHCPV6 RS54 I XS iHE B o

<SwitchA> display ipv6 dhcp server statistics
Bindings:
Ip-in-use
Pd-in-use :
Expired :
Conflict :
Packets received :
Solicit :

P P O O

N
i

Request z
Confirm

Renew :
Rebind :
Release :
Decline :
Information-request :
Relay-forward :

O O O O 0 O O O v m

Packets dropped :

N
~

Packets sent :
Advertise :
Reconfigure - 0
Reply - 16
Relay-reply - 0

# EH P AR R HUT reset ipv6 dhcp server statistics w4, A LUERIZSHHER.

<SwitchA> reset ipv6 dhcp server statistics
<SwitchA> display ipv6 dhcp server statistics
Bindings:
Ip-in-use
Pd-in-use :
Expired :
Conflict :
Packets received :
Solicit :

O O Fr B O O
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Request

Confirm

Renew

Rebind

Release

Decline

Information-request

Relay-forward :
Packets dropped :
Packets sent :

Advertise

Reconfigure

O O OO O o o o o o o o o

Reply
Relay-reply - 0
# 7£ Switch B _E#&FH DHCPV6 Ik 55 & A% - b 43 O 1Pv6 Mk

[SwitchB] display ipv6 dhcp server ip-in-use

Pool: 1
IPv6 address Type Lease expiration
4001::2 Auto(C) Sep 30 14:05:49 2021

# M Switch B k% I1 GigabitEthernet1/0/2 (48515 B..
[SwitchB] display ipv6 neighbors interface gigabitethernet 1/0/2

Type: S-Static D-Dynamic 0-Openflow R-Rule IS-Invalid static

IPv6 address MAC address VLAN/VSI Interface State T Aging
4001::2 b043-5415-0406 -- GE1/0/2 REACH D 3
FE80: :B243:54FF:FE15:406 b043-5415-0406 -- GE1/0/2 REACH D 44

E E RS S PLANIE Host B L3R5 IPv6 4Bk Frd shhik 4y 4001::2.
M Host A _F AT L ping 8 Host B, {iE#E 4152 EE

4.5 BLEXXH

. Switch A:
#

vlan 2 to 3

#

ipv6é dhcp pool 1
network 2001::/64
dns-server 1::1
#
interface Vlan-interface3
ipv6é dhcp select server
ipv6 dhcp server apply pool 1 allow-hint rapid-commit
ipv6 address 2001::1/64
ipv6 nd autoconfig managed-address-flag
ipv6 nd autoconfig other-flag
undo ipv6 nd ra halt
#
interface Vlan-interface2

19



ipv6 address 3001::1/64

#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 2

#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 3

#
ipv6 route-static 4001:: 64 3001::2
#
. Switch B :
#
vlan 2 to 3
#

ipv6 dhcp pool 1
network 4001::/64
dns-server 1::1
#
interface Vlan-interface2
ipv6 address 3001::2/64
#
interface Vlan-interface3
ipv6é dhcp select server
ipv6 dhcp server apply pool 1 allow-hint rapid-commit
ipv6 address 4001::1/64
ipv6 nd autoconfig managed-address-flag
ipv6 nd autoconfig other-flag
undo ipv6 nd ra halt
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 2
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3
#
ipv6 route-static 2001:: 64 3001::1
#

4.6 tHHXZER
o  EMEE “ZEHEHAR-IPIWSHEERS” HH “DHCPV6E”.

o ELE “ZEEAR-IP WSS SE” ) “DHCPVE”
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1 BLE OSPF 5| ABia &%/ MR H
1.1 T&9r

KEHIN-4 OSPF 51 N B IR RSN H I E T
1.2 HMEEK

K 1 fi7x, Switch AL Switch B. Switch C 1 Switch D iz47 OSPF; Switch C 1 Switch E iz47
FAKE. BIMEBRSN SN 3 M. BARNHFERINT:

. Switch A #1 Switch B /£y ABR k% & X I8 [A] ¥ %
o Switch C{EJy ASBR I NSRS H (i) , BOREK R ST IEHHIE AS NALHE.
Ell OSPF 3IANBRFRSGIMERER LA E]

Switch A Area 0 Switch B

GE1/0/1 GE1/01
Vlan-int100 Vlan-int100
192.168.0.1/24 192.168.0.2/24

GE1/0/2
Vlan-int200 Vlan-int200

192.168.1.1/24

Areal [ce1/02 Area 2
Vlan-int200 Vlan-int200
Switch C L 197 168.1.2/24 192.168.2.2/2 Switch D

GE1/0/1
Vlan-int300
172.16.1.1/24

GE1/0/1
Vlan-int300
172.16.1.2/24

Vlan-int400 Host B
0.10.10.1/24 172.17.1.2/24

10.10.10.2/24
1.3 BIEMX
W& Router ID B OH P hhl o) 3 AR X
PIEPEH: GELO MEt: 192.168.0.0/24
VLAN: 100

Xi#: area 0
IP Hhihl: 192.168.0.1/24

YIFEEL . GE1/0/2
VLAN: 200
IP Hihl: 192.168.1.1/24

Switch A 1111

PEE: 192.168.1.0/24
Xi#: areal




B Router ID BECTAT IP Hbdik x| 5 R X 2,

YyFEC: GEL/0/1
VLAN: 100
IP H#ifi: 192.168.0.2/24

M Ex: 192.168.0.0/24
[Xi#: area 0
Switch B 2.2.2.2

YIFE . GEL/0/2
VLAN: 200
IP #hhl: 192.168.2.1/24

PEE: 192.168.2.0/24
Xi%: area?2

YIEEEEL. GE1/0/1
VLAN: 300
IP Huhlk: 172.16.1.1/24

WEE: 172.16.1.0/24
Xi#. areal
SwitchC | 3.3.3.3

YIFE . GEL/0/2
VLAN: 200
IP #hhl: 192.168.1.2/24

PE: 192.168.1.0/24
[Xi#: area 1l

YIEEEEL. GE1/0/1
VLAN: 300
IP Hudik: 172.17.1.1/24

MEL: 172.17.1.0/24
Xi#: area 2
SwitchD | 4.4.4.4

YIEEEEL . GE1/0/2
VLAN: 200
IP Hihil: 192.168.2.2/24

M Ex: 192.168.2.0/24
Xi: area 2

YyFBEI. GE1/0/1
VLAN: 300 PEE: 172.16.1.0/24
IP Hudik: 172.16.1.2/24

Switch E -
YIEEEE: GE1/0/2
VLAN: 400 M E%: 10.10.10.0/24
IP Hohk: 10.10.10.1/24
Host A - IP iht: 10.10.10.2/24 M E%: 10.10.10.0/24
Host B - IP Huht: 172.17.1.2/24 KB 172.17.1.0/24

1.4 ILELE

1. Switch A BIECE

# @1 VLAN 100 1 VLAN 200, #4421 GE1/0/1 it A\ VLAN 100, £z GE1/0/2 i\ VLAN 200,
JFBCE VLAN 100 {7 IP Hiht>Ay 192.168.0.1/24, VLAN 200 ] IP #ihil:Jy 192.168.1.1/24.
<Switch A> system-view

[Switch A] vlan 100

[Switch A-vlanl100] port gigabitethernet 1/0/1

[Switch A-vlanl100] quit



[Switch A] vlan 200

[Switch A-vlan200] port gigabitethernet 1/0/2

[Switch A-vlan200] quit

[Switch A] interface vlan 100

[Switch A-Vlan-interfacelO0] ip address 192.168.0.1 255.255.255.0
[Switch A-Vlan-interfacel00] quit

[Switch A] interface vlan 200

[Switch A-Vlan-interface200] ip address 192.168.1.1 255.255.255.0
[Switch A-Vlan-interface200] quit

# il B 4% Router ID 4 1.1.1.1,

[Switch A] router id 1.1.1.1

# Ja5h OSPF #Ef% 1, 812X 4k 0, 373l 192.168.0.0/24 M Bt ; Gl X 15k 1, FFil 1 192.168.1.0/24
WL

[Switch A] ospf 1

[Switch A-ospf-1] area O

[Switch A-ospf-1l-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Switch A-ospf-l-area-0.0.0.0] quit

[Switch A-ospf-1] area 1

[Switch A-ospf-l-area-0.0.0.1] network 192.168.1.0 0.0.0.255
[Switch A-ospf-1] quit

# RIFBCE

[Switch A] save force

2. Switch B L E

# fi]% VLAN 100 #1 VLAN 200, ¥4 10 GE1/0/1 i\ VLAN 100. £ GE1/0/2 in \ VLAN 200,
JFECE VLAN 100 f#] IP Hihik >4 192.168.0.2/24, VLAN 200 f#] IP #ihl>k 192.168.2.1/24.

<Switch B> system-view

[Switch B] vlan 100

[Switch B-vlanl100] port gigabitethernet 1/0/1

[Switch B-vlan100] quit

[Switch B] vlan 200

[Switch B-vlan200] port gigabitethernet 1/0/2

[Switch B-vlan200] quit

[Switch B] interface vlan 100

[Switch B-Vlan-interfacelO0] ip address 192.168.0.2 255.255.255.0
[Switch B-Vlan-interfacel00] quit

[Switch B] interface vlan 200

[Switch B-Vlan-interface200] ip address 192.168.2.1 255.255.255.0
[Switch B-Vlan-interface200] quit

# L& 425 Router ID N 2.2.2.2,

[Switch B] router id 2.2.2.2

# J35) OSPF #EF2 1, B X1k 0, I 192.168.0.0/24 W EL; A& X 1 2, JHili 75 192.168.2.0/24
WAE o

[Switch B] ospf 1

[Switch B-ospf-1] area O

[Switch B-ospf-l-area-0.0.0.0] network 192.168.0.0 0.0.0.255

3



[Switch B-ospf-l-area-0.0.0.0] quit

[Switch B-ospf-1] area 2

[Switch B-ospf-l-area-0.0.0.2] network 192.168.2.0 0.0.0.255
[Switch B-ospf-l-area-0.0.0.2] quit

[Switch B-ospf-1] quit

# ORI E

[Switch B] save force
3. Switch C L&

# A1 VLAN 200 F11 VLAN 300, ¥4 11 GE1/0/1 i\ VLAN 300. #:11 GE1/0/2 i\ VLAN 200,
FERCE VLAN 300 7] IP Hihik Ay 172.16.1.1/24, VLAN 200 [ IP Hilik 4y 192.168.1.2/24.

<Switch C> system-view

[Switch C] vlan 300

[Switch C-vl1an300] port gigabitethernet 1/0/1

[Switch C-vlan300] quit

[Switch C] vlan 200

[Switch C-vlan200] port gigabitethernet 1/0/2

[Switch C-vlan200] quit

[Switch C] interface vlan 300

[Switch C-Vlan-interface300] ip address 172.16.1.1 255.255.255.0
[Switch C-Vlan-interface300] quit

[Switch C] interface vlan 200

[Switch C-Vlan-interface200] ip address 192.168.1.2 255.255.255.0
[Switch C-Vlan-interface200] quit

# BCEBASM N, HHMMEBCY 10.10.10.0/24, F—BkH 172.16.1.2,

[Switch C] ip route-static 10.10.10.0 24 172.16.1.2

# It & 425 Router ID 4 3.3.3.3.

[Switch C] router id 3.3.3.3

# JE 7)) OSPF 2 1, GUEXIN 1, JFil 192.168.1.0/24 W Bl 172.16.1.0/24 M .
[Switch C] ospf 1

[Switch C-ospf-1] area 1

[Switch C-ospf-1-area-0.0.0.1] network 192.168.1.0 0.0.0.255

[Switch C-ospf-l-area-0.0.0.1] network 172.16.1.0 0.0.0.255
[Switch C-ospf-l1-area-0.0.0.1] quit

# LB OSPF 5| NFRASEEH .

[Switch C-ospf-1] import-route static

[Switch C-ospf-1] quit

# IRAFICE

[Switch C] save force

4. Switch D BYEC &

# €)% VLAN 200 F1 VLAN 300, #4411 GEL1/0/1 i VLAN 300. #:I1 GE1/0/2 jin A\ VLAN 200,
JEBCE VLAN 300 (1 1P il >y 172.17.1.1/24, VLAN 200 ) IP Hidik A 192.168.2.2/24.

<Switch D> system-view
[Switch D] vlan 300
[Switch D-v1an300] port gigabitethernet 1/0/1
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[Switch D-vl1an300] quit

[Switch D] vlan 200

[Switch D-vlan200] port gigabitethernet 1/0/2

[Switch D-vlan200] quit

[Switch D] interface vlan 300

[Switch D-Vlan-interface300] ip address 172.17.1.1 255.255.255.0
[Switch D-Vlan-interface300] quit

[Switch D] interface vlan 200

[Switch D-Vlan-interface200] ip address 192.168.2.2 255.255.255.0
[Switch D-Vlan-interface200] quit

# Fii B 4 )5 Router ID N 4.4.4.4.,

[Switch D] router id 4.4.4.4
# J55h OSPF 2 1, X 2, it 192.168.2.0/24 WA 172.17.1.0/24 MR Ex.

[Switch D] ospf 1

[Switch D-ospf-1] area 2

[Switch D-ospf-l-area-0.0.0.2] network 192.168.2.0 0.0.0.255
[Switch D-ospf-l-area-0.0.0.2] network 172.17.1.0 0.0.0.255
[Switch D-ospf-l-area-0.0.0.2] quit

[Switch D-ospf-1] quit

# RIFBCE

[Switch D] save force

5. Switch E B E

# £ VLAN 300 #1 VLAN 400, ¥4 10 GE1/0/1 i\ VLAN 300. £ GE1/0/2 in \ VLAN 400,
JFECE VLAN 300 [#] IP Hihik >y 172.16.1.2/24, VLAN 400 (17 IP #ihk 4 10.10.10.1/24.

<Switch E> system-view

[Switch E] vlan 300

[Switch E-v1an300] port gigabitethernet 1/0/1

[Switch E-vlIan300] quit

[Switch E] vlan 400

[Switch E-vlan400] port gigabitethernet 1/0/2

[Switch E-vlIan400] quit

[Switch E] interface vlan 300

[Switch E-Vlan-interface300] ip address 172.16.1.2 255.255.255.0
[Switch E-Vlan-interface300] quit

[Switch E] interface vlan 400

[Switch E-Vlan-interface400] ip address 10.10.10.1 255.255.255.0
[Switch E-Vlan-interface400] quit

#ECESE R, T By 172.16.1.1.
[Switch E] ip route-static 0.0.0.0 0 172.16.1.1

# RIFBCE

[Switch E] save force



1.5 WitACE

# A F Switch A [ HH#, fA7EF 172.16.1.0. 172.17.1.0. 192.168.2.0 [{J#&H, LA >] )41
RN ERAS S

[Switch A] display ip routing-table

Destinations : 20 Routes : 20

Destination/Mask Proto Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
10.10.10.0/24 O_ASE2 150 1 192.168.1.2 V1an200
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
172.16.1.0/24 O_INTRA 10 2 192.168.1.2 V1an200
172.17.1.0/24 O_INTER 10 3 192.168.0.2 VI1an100
192.168.0.0/24 Direct 0 O 192.168.0.1 VIan100
192.168.0.0/32 Direct 0 O 192.168.0.1 VIan100
192.168.0.1/32 Direct O 0 127.0.0.1 InLoopO
192.168.0.255/32 Direct 0 O 192.168.0.1 V1an100
192.168.1.0/24 Direct 0 O 192.168.1.1 VIan200
192.168.1.0/32 Direct 0 O 192.168.1.1 VIan200
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.255/32 Direct 0 O 192.168.1.1 V1an200
192.168.2.0/24 O_INTER 10 2 192.168.0.2 VIan100
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct O 0 127.0.0.1 InLoopO

# Host A FJ ) ping i# Host B.

C:\Users\HostA>ping 172.17.1.2

IEfE Ping 172.17.1.2 BA 32 FIH%EE:

kHE 172.17.1.2 KIEE: F17=32 Bf[A=3ms TTL=255
KH 172.17.1.2 HEKE: F1=32 WfE=1ms TTL=255
kHE 172.17.1.2 KIEE: F17=32 Wf[E<lms TTL=255
kHE 172.17.1.2 KIEE: F17=32 Wf[E=2ms TTL=255

172.17.1.2 ] Ping AitEE:

Fora: ORE = 4, B8R = 4, ZKR = 0 (0% EXK),
ARATRE R TH I R (LA RPN BT )

B = Oms, &K = 3ms, T = 1ms

1.6 BeEXH

(] Switch A:

#
router id 1.1.1.1



#
ospf 1
area 0.0.0.0
network 192.168.0.0 0.0.0.255
area 0.0.0.1
network 192.168.1.0 0.0.0.255
#
interface Vlan-interfacelO0
ip address 192.168.0.1 255.255.255.0
#
interface Vlan-interface200
ip address 192.168.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 100
#
interface GigabitEthernetl/0/2
port access vlan 200
#

(] Switch B:

#
router id 2.2.2.2
#
ospf 1
area 0.0.0.0
network 192.168.0.0 0.0.0.255
area 0.0.0.2
network 192.168.2.0 0.0.0.255
#
interface Vlan-interfacelO0
ip address 192.168.0.2 255.255.255.0
#
interface Vlan-interface200
ip address 192.168.2.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 100
#
interface GigabitEthernetl/0/2
port access vlan 200
#

(] Switch C:

#
router id 3.3.3.3
#
ospf 1
area 0.0.0.1
network 192.168.1.0 0.0.0.255



network 172.16.1.0 0.0.0.255
#

interface Vlan-interface200

ip address 192.168.1.2 255.255.255.0
#

interface Vlan-interface300

ip address 172.16.1.1 255.255.255.0
#

interface GigabitEthernetl/0/1

port access vlan 300
#

interface GigabitEthernetl/0/2

port access vlan 200
#

. Switch D:

#
router id 4.4.4.4
#
ospf 1
area 0.0.0.2
network 192.168.2.0 0.0.0.255
network 172.17.1.0 0.0.0.255
#
interface Vlan-interface200
ip address 192.168.2.2 255.255.255.0
#
interface Vlan-interface300
ip address 172.17.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 300
#
interface GigabitEthernetl/0/2
port access vlan 200

(] Switch E:

- 3

nterface Vlan-interface200
ip address 10.10.10.1 255.255.255.0
#
interface Vlan-interface300
ip address 172.16.1.2 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 300
#
interface GigabitEthernetl/0/2



port access vlan 200
#

ip route-static 0.0.0.0 0 172.16.1.1
#

1.7 tHHEER

o JUAMCE “Z=REOR-IPEHIBCEIR S ) “OSPF”.
o UREE “=ZFEHEAR-IPEHIGLSZSE” P “OSPF”,



2 H[XiH OSPF EAINEERL B
2.1 fEifr

ARZHIN G X 3 OSPF FEA I ERIHC B 5 .
2.2 AMFEKR

& 2 Frzw, Switch A Fil Switch B iz 17 OSPF, 3k Host A il Host B i id iz 17 OSPF 13X ] Switch
A I Switch B =28 H B HlE .

E2 #[Xig OSPF £ A Th&ELH M [E

Switch A Switch B

GE1/0/2 GE1/0/2
Vlan-int20 Vlan-int20
192.168.20.1/24  192.168.20.2/24

GE1/0/1
Vlan-int10
192.168.10.1/24;

GE1/0/1
Vlan-int30
192.168.30.1/24

Host A Host B
192.168.10.2 192.168.30.2

2.3 ELEXR

1. Switch A fELE

# 617 VLAN 10 #il VLAN 20, K210 GE1/0/1 in A\ VLAN 10. #17 GE1/0/2 i\ VLAN 20, Jfid
H VLAN 10 (1 IP #ihik 4 192.168.10.1/24, VLAN 20 (1] IP #uhik & 192.168.20.1/24.

<Switch A> system-view

[Switch A] vlan 10

[Switch A-vlanl0] port gigabitethernet 1/0/1

[Switch A-vlanl0] quit

[Switch A] vlan 20

[Switch A-vlan20] port gigabitethernet 1/0/2

[Switch A-vlan20] quit

[Switch A] interface vlan 10

[Switch A-Vlan-interfacelO] ip address 192.168.10.1 255.255.255.0
[Switch A-Vlan-interfacelO] quit

[Switch A] interface vlan 20

[Switch A-Vlan-interface20] ip address 192.168.20.1 255.255.255.0
[Switch A-Vlan-interface20] quit

# BB 45 Router ID 2y 1.1.1.1.
[Switch A] router id 1.1.1.1
# Jo5h OSPF #H2 1, fIZEXIE 0, Jfilss 192.168.10.0/24 M EX AT 192.168.20.0/24 M EX .
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[Switch A] ospf 1

[Switch A-ospf-1] area O

[Switch A-ospf-l-area-0.0.0.0] network 192.168.10.0 0.0.0.255
[Switch A-ospf-l-area-0.0.0.0] network 192.168.20.0 0.0.0.255
[Switch A-ospf-l-area-0.0.0.0] quit

[Switch A-ospf-1] quit

# RIFBCE

[Switch A] save force

2. Switch B L E

# A2 VLAN 20 1 VLAN 30, ¥4 GE1/0/1 i\ VLAN 30. #17 GE1/0/2 it \ VLAN 20, FAc
H VLAN 30 #] IP Hulik & 192.168.30.1/24, VLAN 20 ) IP #idil- >y 192.168.20.2/24.

<Switch B> system-view

[Switch B] vlan 30

[Switch B-vlan30] port gigabitethernet 1/0/1

[Switch B-vlan30] quit

[Switch B] vlan 20

[Switch B-vlan20] port gigabitethernet 1/0/2

[Switch B-vlan20] quit

[Switch B] interface vlan 30

[Switch B-Vlan-interface30] ip address 192.168.30.1 255.255.255.0
[Switch B-Vlan-interface30] quit

[Switch B] interface vlan 20

[Switch B-Vlan-interface20] ip address 192.168.20.2 255.255.255.0
[Switch B-Vlan-interface20] quit

# Fii B 4 )5 Router ID 25 2.2.2.2,
[Switch B] router id 2.2.2.2
# Jo5h OSPF #HF%E 1, fIZEXIE 0, Jfiss 192.168.20.0/24 M EX I 192.168.30.0/24 M EX .

[Switch B] ospf 1

[Switch B-ospf-1] area O

[Switch B-ospf-l-area-0.0.0.0] network 192.168.20.0 0.0.0.255
[Switch B-ospf-l-area-0.0.0.0] network 192.168.30.0 0.0.0.255
[Switch B-ospf-l-area-0.0.0.0] quit

[Switch B-ospf-1] quit

# ORI E

[Switch B] save force

2.4 WUFACE

# £ Switch A f] OSPF 4l /&
[Switch A] display ospf peer

OSPF Process 1 with Router ID 1.1.1.1
Neighbor Brief Information

Area: 0.0.0.0

11



Router 1D Address Pri Dead-Time State Interface
2.2.2.2 192.168.20.2 1 30 Full/DR - V1an20

# #F Switch A ] OSPF % thi {5 5.
[Switch A] display ospf routing

OSPF Process 1 with Router ID 1.1.1.1
Routing Table
Topology base (MTID 0)

Routing for network

Destination Cost Type NextHop AdvRouter

192.168.10.0/24 1 Stub 0.0.0.0 192.168.20.1
192.168.30.0/24 2 Stub 192.168.20.2 192.168.20.2
192.168.20.0/24 1 Transit 0.0.0.0 192.168.20.1

# &F Switch A FIEHRE R, F7ER)E 192.168.30.0/24 W BL AT H .

[Switch A] display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask Proto Pre Cost NextHop Interface
0.0.0.0/32 Direct O 0 127.0.0.1 InLoopO
127.0.0.0/8 Direct O 0 127.0.0.1 InLoopO
127.0.0.0/32 Direct O 0 127.0.0.1 InLoopO
127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO
127.255.255.255/32 Direct O 0 127.0.0.1 InLoopO
192.168.10.0/24 Direct O 0 192.168.10.1 Vlanl0
192.168.10.0/32 Direct O 0 192.168.10.1 Vlanl0
192.168.10.1/32 Direct O 0 127.0.0.1 InLoopO
192.168.10.255/32 Direct O 0 192.168.10.1 Vlanl0
192.168.20.0/24 Direct O 0 192.168.20.1 V1an20
192.168.20.0/32 Direct O 0 192.168.20.1 Vian20
192.168.20.1/32 Direct O 0 127.0.0.1 InLoopO
192.168.20.255/32 Direct O 0 192.168.20.1 V1an20
192.168.30.0/24 O_INTRA 10 2 192.168.20.2 V1an20
224.0.0.0/74 Direct O 0 0.0.0.0 NULLO
224.0.0.0/24 Direct O 0 0.0.0.0 NULLO
255.255.255.255/32 Direct O 0 127.0.0.1 InLoopO

# Host A AJ L ping i# Host B.

C:\Users\HostA>ping 192.168.30.2

IEfE Ping 192.168.30.2 HA 32 it :

FH 192.168.30.2 [MEIKE: F4=32 Kf[A=3ms TTL=255
kH 192.168.30.2 MREIE: #4i=32 KfH=1ms TTL=255
kH 192.168.30.2 MEIE: #Hi=32 KflH<ims TTL=255

12
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0.0.0.0
0.0.0.0
0.0.0.0



KH 192.168.30.2 {EE: F4=32 KfA=2ms TTL=255

192.168.30.2 ] Ping S#itfEE:

Hama: 2R%E = 4, Bl = 4, EK = 0 (0% EXK),
AEIRATFE RIS T R (LA R A s -

B = 2ms, K = 3ms, FH = 2ms

2.5 BEENXH

. Switch A:

#

router id 1.1.1.1
#
ospf 1

area 0.0.0.0

network 192.168.10.0 0.0.0.255

network 192.168.20.0 0.0.0.255
#

interface Vlan-interfacelO

ip address 192.168.10.1 255.255.255.0
#

interface Vlan-interface20

ip address 192.168.20.1 255.255.255.0
#

interface GigabitEthernetl/0/1

port access vlan 10
#

interface GigabitEthernetl/0/2

port access vlan 20
#

(] Switch B:

#
router id 2.2.2.2
#
ospf 1
area 0.0.0.0
network 192.168.20.0 0.0.0.255
network 192.168.30.0 0.0.0.255
#
interface Vlan-interface20
ip address 192.168.20.2 255.255.255.0
#
interface Vlan-interface30
ip address 192.168.30.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 30
#

13



interface GigabitEthernetl/0/2
port access vlan 20
#

2.6 FHXER

o UREE “=ZFEHAR-IPEHEERT” P “OSPF”,
o  JUAME “Z=RECR-IP M LSE” ) “OSPF7,
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3 %[XiH OSPF EAINEERIE
3.1 &N
KRZHINE L X I, OSPF AR B 5.

3.2 Mk

WK 3 Az, Switch AL Switch B. Switch C. Switch D #fiZ1T OSPF, ¥ %A HiG 24k R
3N X, HH Switch A Fl Switch B £ ABR Sk R X Sk 2 A% . LB El)E, B E38HM

HRRL2EE] AS N IR BI BT A B P26 E
&3 % [Xid OSPF E A IhEELE M E

Switch A Area 0

Switch B

GEL1/0/1 GE1/01
Vlan-int100 Vlan-int100
192.168.0.1/24 192.168.0.2/24

GE1/0/2
Vlan-int200
192.168.1.1/24

GE1/0/2
Vlan-int200

Areal [oe1/02 Area 2

Vlan-int300
172.16.1.1/24

Host A
172.16.1.2/24

3.3 HIEAKI

Host B
172.17.1.2/24

B Router ID BEURN 1P Hudik IoX] BRI X dak
YIEEEL . GE1/0/1
M Er: 192.168.0.0/24
VLAN: 100
Xi%: area 0
_ IP H#if: 192.168.0.1/24
Switch A 1.111
YIFE . GEL/0/2
PEE: 192.168.1.0/24
VLAN: 200
Xi%: areal
IP #hhl: 192.168.1.1/24
YIEEEL . GE1/0/1
M Er: 192.168.0.0/24
VLAN: 100
Switch B 2.2.2.2 X1k: area0

IP #ikk: 192.168.0.2/24

YIFE . GEL/0/2

15
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PBE# Router ID BEURD 1P Hbdik Iox] BRI X dak
VLAN: 200 Xi#: area 2

IP #ikk: 192.168.2.1/24

SwitchC | 3.3.3.3

YIEEE0: GE1/0/1
VLAN: 300

IP Hiht: 172.16.1.1/24
Yy#$E . GE1/0/2
VLAN: 200

IP Hiht: 192.168.1.2/24

ME: 172.16.1.0/24
X1#: areal

PEE: 192.168.1.0/24
Xi#: areal

SwitchD | 4.4.4.4

YIEEEL . GE1/0/1
VLAN: 300
IP Huhlk: 172.17.1.1/24

YIFEE . GEL/0/2

W EE: 172.17.1.0/24
Xi#: area 2

PEZ: 192.168.2.0/24

VLAN: 200
X1#,: area 2
IP Hhihl: 192.168.2.2/24
Host A - IP #hlik: 172.16.1.2/24 MEL: 172.16.1.0/24
Host B - IP #hilik: 172.17.1.2/24 MEL: 172.17.1.0/24

34 BELEXTR

1. Switch A B E

# A2 VLAN 100 11 VLAN 200, #4211 GE1/0/1 i\ VLAN 100. #11 GE1/0/2 i\ VLAN 200,
FERCE VLAN 100 7] IP Hihik Ay 192.168.0.1/24, VLAN 200 (1] IP itk 192.168.1.1/24.

<Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch

A> system-view

A] vlan 100

A-vlanl100] port gigabitethernet 1/0/1

A-vlan100] quit

A] vlan 200

A-vlan200] port gigabitethernet 1/0/2

A-vlan200] quit

A] interface vlan 100

A-Vlan-interfacelO0] ip address 192.168.0.1 255.255.255.0
A-Vlan-interfacelO0] quit

A] interface vlan 200

A-Vlan-interface200] ip address 192.168.1.1 255.255.255.0
A-Vlan-interface200] quit

# B4 )5 Router ID 2y 1.1.1.1.

[Switch

A] router id 1.1.1.1

# 57 OSPF #EFE 1, 64 XI5 0, 3@ 55 192.168.0.0/24 W EL; )7 [X I8, 1, I H 192.168.1.0/24

PIBL
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[Switch A] ospf 1

[Switch A-ospf-1] area O

[Switch A-ospf-l-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Switch A-ospf-l-area-0.0.0.0] quit

[Switch A-ospf-1] area 1

[Switch A-ospf-l-area-0.0.0.1] network 192.168.1.0 0.0.0.255
[Switch A-ospf-l-area-0.0.0.1] quit

[Switch A-ospf-1] quit

# ORI E

[Switch A] save force
2. Switch B fEC &

# Al VLAN 100 11 VLAN 200, ¥4 11 GE1/0/1 i\ VLAN 100. #11 GE1/0/2 i\ VLAN 200,
FERCE VLAN 100 7] IP Hihik Ay 192.168.0.2/24, VLAN 200 (17 IP it 192.168.2.1/24.

<Switch B> system-view

[Switch B] vlan 100

[Switch B-vlanl100] port gigabitethernet 1/0/1

[Switch B-vlan100] quit

[Switch B] vlan 200

[Switch B-vlan200] port gigabitethernet 1/0/2

[Switch B-vlan200] quit

[Switch B] interface vlan 100

[Switch B-Vlan-interfacelO0] ip address 192.168.0.2 255.255.255.0
[Switch B-Vlan-interfacelO0] quit

[Switch B] interface vlan 200

[Switch B-Vlan-interface200] ip address 192.168.2.1 255.255.255.0
[Switch B-Vlan-interface200] quit

# it & 427 Router ID 4 2.2.2.2,

[Switch B] router id 2.2.2.2

# Ja5h OSPF 2 1, BIZ X 1k 0, JFiE 1 192.168.0.0/24 M B; Al X 1k 2, JFif 1 192.168.2.0/24
ZES

[Switch B] ospf 1

[Switch B-ospf-1] area 0O

[Switch B-ospf-l-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Switch B-ospf-l-area-0.0.0.0] quit

[Switch B-ospf-1] area 2

[Switch B-ospf-l-area-0.0.0.2] network 192.168.2.0 0.0.0.255
[Switch B-ospf-l-area-0.0.0.2] quit

[Switch B-ospf-1] quit

# RIFBCE

[Switch B] save force

3. Switch C BYECE

# £ VLAN 200 #1 VLAN 300, ¥4 10 GE1/0/1 i\ VLAN 300. £ GE1/0/2 i\ VLAN 200,
JFECE VLAN 300 1) IP Hihik- > 172.16.1.1/24, VLAN 200 (1] IP Hihl 5 192.168.1.2/24.

<Switch C> system-view
[Switch C] vlan 300

17



[Switch C-v1an300] port gigabitethernet 1/0/1

[Switch C-v1an300] quit

[Switch C] vlan 200

[Switch C-vlan200] port gigabitethernet 1/0/2

[Switch C-vlan200] quit

[Switch C] interface vlan 300

[Switch C-Vlan-interface300] ip address 172.16.1.1 255.255.255.0
[Switch C-Vlan-interface300] quit

[Switch C] interface vlan 200

[Switch C-Vlan-interface200] ip address 192.168.1.2 255.255.255.0
[Switch C-Vlan-interface200] quit

# Bt B 45 Router ID 25 3.3.3.3.
[Switch C] router id 3.3.3.3
# J55h) OSPF 32 1, GlXE 1, Il 192.168.1.0/24 M EXAT 172.16.1.0/24 M EX.

[Switch C] ospf 1

[Switch C-ospf-1] area 1

[Switch C-ospf-l-area-0.0.0.1] network 192.168.1.0 0.0.0.255
[Switch C-ospf-l-area-0.0.0.1] network 172.16.1.0 0.0.0.255
[Switch C-ospf-l1-area-0.0.0.1] quit

[Switch C-ospf-1] quit

# RIFBCE

[Switch C] save force

4. Switch D fECE

# £ VLAN 200 #1 VLAN 300, ¥4 10 GE1/0/1 i\ VLAN 300. £ GE1/0/2 i\ VLAN 200,
JFECE VLAN 300 1) IP Hihik- >y 172.17.1.1/24, VLAN 200 (1] IP Hihk 5 192.168.2.2/24.

<Switch D> system-view

[Switch D] vlan 300

[Switch D-vlan300] port gigabitethernet 1/0/1

[Switch D-vlan300] quit

[Switch D] vlan 200

[Switch D-vlan200] port gigabitethernet 1/0/2

[Switch D-vlan200] quit

[Switch D] interface vlan 300

[Switch D-Vlan-interface300] ip address 172.17.1.1 255.255.255.0
[Switch D-Vlan-interface300] quit

[Switch D] interface vlan 200

[Switch D-Vlan-interface200] ip address 192.168.2.2 255.255.255.0
[Switch D-Vlan-interface200] quit

# il B 45 Router ID 4 4.4.4.4,

[Switch D] router id 4.4.4.4

# Ja5 OSPF HHfE 1, I IXk 2, JEiET 192.168.2.0/24 M EBLA1 172.17.1.0/24 M Ek .
[Switch D] ospf 1

[Switch D-ospf-1] area 2

[Switch D-ospf-l-area-0.0.0.2] network 192.168.2.0 0.0.0.255

[Switch D-ospf-l-area-0.0.0.2] network 172.17.1.0 0.0.0.255

18



[Switch D-ospf-l-area-0.0.0.2] quit
[Switch D-ospf-1] quit

# ORI E

[Switch D] save force

3.5 WuFACE

# £ Switch A f] OSPF 4l /&
[Switch A] display ospf peer

OSPF Process 1 with Router ID 1.1.1.1
Neighbor Brief Information

Area: 0.0.0.0
Router 1D Address Pri Dead-Time State

2.2.2.2 192.168.0.2 1 33 Full/DR

Area: 0.0.0.1
Router 1D Address Pri Dead-Time State

3.3.3.3 192.168.1.2 1 34 Full/DR

Interface
VIan100

Interface
V1an200

# #FE Switch A % 3R, fF7EF) 172.16.1.0. 172.17.1.0. 192.168.2.0 [F1#&H .

[Switch A] display ip routing-table

Destinations : 19 Routes : 19

Destination/Mask Proto Pre Cost NextHop
0.0.0.0/32 Direct O 127.0.0.1
127.0.0.0/8 Direct O 0 127.0.0.1
127.0.0.0/32 Direct O 0 127.0.0.1
127.0.0.1/32 Direct O 0 127.0.0.1
127.255.255.255/32 Direct O 0 127.0.0.1
172.16.1.0/24 O_INTRA 10 2 192.168.1.2
172.17.1.0/24 O_INTER 10 3 192.168.0.2
192.168.0.0/24 Direct O 0 192.168.0.1
192.168.0.0/32 Direct O 0 192.168.0.1
192.168.0.1/32 Direct O 0 127.0.0.1
192.168.0.255/32 Direct O 0 192.168.0.1
192.168.1.0/24 Direct O 0 192.168.1.1
192.168.1.0/32 Direct O 0 192.168.1.1
192.168.1.1/32 Direct O 0 127.0.0.1
192.168.1.255/32 Direct O 0 192.168.1.1
192.168.2.0/24 O_INTER 10 2 192.168.0.2
224.0.0.0/74 Direct O 0 0.0.0.0
224.0.0.0/24 Direct O 0 0.0.0.0
255.255.255.255/32 Direct O 0 127.0.0.1

# Host A ] L) ping i@ Host B.
C:\Users\HostA>ping 172.17.1.2

19

Interface
InLoop0
InLoopO
InLoop0
InLoop0
InLoopO
VI1an200
VIan100
VI1an100
VIan100
InLoop0
VIan100
VIan200
VI1an200
InLoopO
VIan200
VIan100
NULLO
NULLO
InLoopO



IEfE Ping 192.168.30.2 HA 32 FHH%dE -

RHE 172.17.1.2 KEE: F17=32 Wf[E=3ms TTL=255
KH 172.17.1.2 HEE: F11=32 W[E=1ms TTL=255
kHE 172.17.1.2 KIEE: F17=32 Bf[E<lms TTL=255
kHE 172.17.1.2 KEE: F17=32 Wf[E=2ms TTL=255

172.17.1.2 1] Ping AitEE:

FoRa: ORZE = 4, B8 = 4, BR = 0 (0% EXK),
AERATRERIAG VH I R (LA AP N BT )

BE = 2ms, &K = 3ms, T = 2ms

3.6 BEENH

(] Switch A:

#
router id 1.1.1.1
#
ospf 1
area 0.0.0.0
network 192.168.0.0 0.0.0.255
area 0.0.0.1
network 192.168.1.0 0.0.0.255
#
interface Vlan-interfacel0O0
ip address 192.168.0.1 255.255.255.0
#
interface Vlan-interface200
ip address 192.168.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 100
#
interface GigabitEthernetl/0/2
port access vlan 200
#

. Switch B:

#
router id 2.2.2.2
#
ospf 1
area 0.0.0.0
network 192.168.0.0 0.0.0.255
area 0.0.0.2
network 192.168.2.0 0.0.0.255
#
interface Vlan-interfacelO0
ip address 192.168.0.2 255.255.255.0
#

20



interface Vlan-interface200
ip address 192.168.2.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 100
#
interface GigabitEthernetl/0/2
port access vlan 200
#

(] Switch C:

#

router id 3.3.3.3
#
ospf 1

area 0.0.0.1

network 192.168.1.0 0.0.0.255

network 172.16.1.0 0.0.0.255
#

interface Vlan-interface200

ip address 192.168.1.2 255.255.255.0
#

interface Vlan-interface300

ip address 172.16.1.1 255.255.255.0
#

interface GigabitEthernetl/0/1

port access vlan 300
#

interface GigabitEthernetl/0/2

port access vlan 200
#

(] Switch D:

#
router id 4.4.4.4
#
ospf 1
area 0.0.0.2
network 192.168.2.0 0.0.0.255
network 172.17.1.0 0.0.0.255
#
interface Vlan-interface200
ip address 192.168.2.2 255.255.255.0
#
interface Vlan-interface300
ip address 172.17.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 300
#



interface GigabitEthernetl/0/2
port access vlan 200
#

3.7 lHX&EX

o UREE “=ZFEHAR-IPEHEERT” P “OSPF”,
o  JUAME “Z=RECR-IP M LSE” ) “OSPF7,
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1 BSERAEARYGERE
1.1 fajsy

ARG AT A B A T RO BT
1.2 HMFEK

WE 1 AN, EREEFSKH L, # Switch A Fl Switch C 22 [8] fg% Hif .
El1 FE7SIEBREARTHAEED B A/ E

Vlan-int100 Vlan-int100 Vlan-int200 Vlan-int200
@10.1.1.1/24 10.1.1.2/24@20.1.1.1/24 20.1.1.2/24@
Switch A Switch B Switch C

1.3 ILEXE

1. fig & Switch A
# )% VLAN, 7E VLAN FIIASS B s I, FFRCE % VLAN #2010 1P bk,

<SwitchA> system-view

[SwitchA] vlan 100

[SwitchA-vlan100] port gigabitethernet 1/0/1
[SwitchA-vIan100] quit

[SwitchA] interface vlan-interface 100
[SwitchA-VIan-interfacelO0] ip address 10.1.1.1 24
[SwitchA-VIan-interfacelO0] quit

# BB FR S
[SwitchA] ip route-static 20.1.1.0 24 10.1.1.2

# RIFBCE

[SwitchA] save force

2. Bid & Switch B
# 2% VLAN, 7E VLAN FIIASS B sg H, FFRCE % VLAN #2 0 1 IP bk,

<SwitchB> system-view

[SwitchB] vlan 100

[SwitchB-vlan100] port gigabitethernet 1/0/1
[SwitchB-vlIan100] quit

[SwitchB] vlan 200

[SwitchB-vlIan200] port gigabitethernet 1/0/2
[SwitchB-vlIan200] quit

[SwitchB] interface vlan-interface 100
[SwitchB-VIan-interfacelO0] ip address 10.1.1.2 24
[SwitchB-VIan-interfacelO0] quit

[SwitchB] interface vlan-interface 200



[SwitchB-Vlan-interface200] ip address 20.1.1.1 24
[SwitchB-Vlan-interface200] quit

# ORI E

[SwitchB] save force
3. B2 & Switch C
# % VLAN, 7E VLAN HIIAGE R om 11, FFRCE % VLAN $2 0111 1P ik,

<SwitchC> system-view

[SwitchC] vlan 200

[SwitchC-vIan200] port gigabitethernet 1/0/1
[SwitchC-vIan200] quit

[SwitchC] interface vlan-interface 200
[SwitchC-VIan-interface200] ip address 20.1.1.2 24
[SwitchC-VIan-interface200] quit

# FCE RS
[SwitchC] ip route-static 10.1.1.0 24 20.1.1.1

# ORI E -

[SwitchC] save force

1.4 urfc &

# 1t Switch A F{ [ Ping 7421 Switch C i B M.

[SwitchA] ping 20.1.1.2

Ping 20.1.1.2 (20.1.1.2): 56 data bytes, press CTRL+C to break
56 bytes from 20.1.1.2: icmp_seq=0 ttl=255 time=2.000 ms

56 bytes from 20.1.1.2: icmp_seqg=1 ttl=255 time=0.000 ms

56 bytes from 20.1.1.2: icmp_seq=2 ttl=255 time=0.000 ms

56 bytes from 20.1.1.2: icmp_seq=3 ttl=255 time=1.000 ms

56 bytes from 20.1.1.2: icmp_seq=4 ttl=255 time=0.000 ms

--- Ping statistics for 20.1.1.2 -—-
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/0.600/2.000/0.800 ms

1.5 BeEXH

(] Switch A:
#

vlan 100

#

interface Vlan-interfacelO0
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100
#



ip route-static 20.1.1.0 24 10.1.1.2
#

. Switch B :

#
vlan 100
#
vlan 200
#
interface Vlan-interfacelO0
ip address 10.1.1.2 255.255.255.0
#
interface Vlan-interface200
ip address 20.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 200

#

. Switch C:
#

vian 200

#

interface Vlan-interface200
ip address 20.1.1.2 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 200
#
ip route-static 10.1.1.0 24 20.1.1.1
#

1.6 tHHEZEHR

o UMEE “ZEHAR-IPHHIEERS TR CHAHE.
o UREE “=FEHARPBHAASZE” P CHSHE



2 |Pv6 BRI EARINGEOLE
2.1 &N

REBINBICRES AZNECE 1PV6 Hikilh, IFECE 1PV6 S % B HE R Dy e S P ) B 5 % FLd 1 I
Jitke

2.2 AMEK

B 2 Fios, SEHAUE A 2% N ER I SR v, EESRBLOIRAS B 301 B 41 Host A #1 Host B
(7 1Pv6 btk ANF B 1 A LIEIL 1Pv6 F A Hh AR U5 ) o

. Host A. Host B. Switch A Fl1 Switch B 2 [} isk DA R i AR, B DA RN S 1149 ) i N AR
M) VLAN B, 7 VLAN £ 10 FECE IPv6 Hulib, I0uEeEAT2 8] B iE .
. 7E Switch A f1 Switch B _FACE IPv6 # AR H, SZHL & N B HLE

2 1Pv6 E#7S R E A ThREEC B A M

Host A Switch A Switch B Host B

Vlan-int4 Vlan-int2 Vlan-int2 Vlan-int3
2001::1/64 3001::1/64 3001::2/64 4001::1/64
GE1/0/2 GE1/0/1 GE1/0/1 GE1/0/2

2.3 BEESE

1. fig & Switch A
# 67 VLAN, 7£ VLAN HI 0 N R 1

<SwitchA> system-view

[SwitchA] vlan 4

[SwitchA-vlan4] port gigabitethernet 1/0/2
[SwitchA-vlan4] quit

[SwitchA] vlan 2

[SwitchA-vlan2] port gigabitethernet 1/0/1
[SwitchA-vlIan2] quit

# T LHaE VLAN #£ 1 2 () sR it

[SwitchA] interface vlan-interface 2
[SwitchA-Vlan-interface2] ipv6 address 3001::1/64
[SwitchA-Vlan-interface2] quit

# T LHEE VLAN B0 4 [ Bkt JF R vrgm RATHE . (BRETEIT, FramEnAie
KA RANED

[SwitchA] interface vlan-interface 4

[SwitchA-Vlan-4] ipv6 address 2001::1/64

[SwitchA-VIan-4] undo ipv6 nd ra halt

[SwitchA-VIan-4] quit

# I E IPv6 SIS, 1% G H Il A 4001:/64, F—BkHihk A 3001::2.

[SwitchA] ipv6 route-static 4001:: 64 3001::2

4



# RIFBCE

[SwitchA] save force

2. Bid & Switch B
# 0% VLAN, 7F VLAN I S 3 T o

<SwitchB> system-view

[SwitchB] vlan 2

[SwitchB-vlan2] port gigabitethernet 1/0/1
[SwitchB-vlan2] quit

[SwitchB] vlan 3

[SwitchB-vlan3] port gigabitethernet 1/0/2
[SwitchB-vlan3] quit

# F T 4872 VLAN 11 2 fla Bk e sk s bk

[SwitchB] interface vlan-interface 2
[SwitchB-Vlan-interface2] ipv6 address 3001::2/64
[SwitchB-Vlan-interface2] quit

# T LIEE VLAN $: 1 3 ekttt JF R r kA RATHE . (BETEIT, FramEnfis
KA RAHED

[SwitchB] interface vlan-interface 3

[SwitchB-Vlan-interface3] ipv6 address 4001::1/64

[SwitchB-VlIan-interface3] undo ipv6 nd ra halt
[SwitchB-VlIan-interface3] quit

# B0 E IPV6 At ZE M H skl 2001::/64, T —Bkihl A 3001::1.
[SwitchB] ipv6 route-static 2001:: 64 3001::1

3. Bt E Host A

fE Host A 12235 IPv6, JHCE HZNZREL IPv6 Ml .

4. Fig & Host B

£ Host B _b%23% IPv6, JFACHE H 33K IPv6 Hidik.

2.4 BBl E

# M Switch A 275 1 GigabitEthernet1/0/2 )45 fE 15 K .

[SwitchA] display ipv6 neighbors interface gigabitethernet 1/0/2

Type: S-Static D-Dynamic 0-Openflow R-Rule IS-Invalid static

IPv6 address MAC address VLAN/VSI Interface State T Aging
2001::15B:EOEA:3524:E791 0015-e9a6-7d14 4 GE1/0/2 REACH D 1248
FE80::215:E9FF:FEA6:7D14 0015-e9a6-7d14 4 GE1/0/2 REACH D 1238

Wik FTH S BT LLATE Host A F3RA3 1K IPV6 ARk ikl Jy 2001::15B:EOEA:3524:E791.
# M Switch B 7% i I GigabitEthernet1/0/2 f4K &5 8
[SwitchB] display ipv6 neighbors interface gigabitethernet 1/0/2

Type: S-Static D-Dynamic 0-Openflow R-Rule IS-Invalid static

IPv6 address MAC address VLAN/VSI Interface State T Aging
4001: :B15F:BC63:DBCE:EB57 6805-ca8b-18f3 3 GE1/0/2 REACH D 46
FE80::510B:D60F:31A7:4AFF 6805-ca8b-18f3 3 GE1/0/2 REACH D 1238
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W FE A E AT LA%NIE Host B F3R15 K IPve 2Bk 3% Hulik &y 4001::B15F:BC63:DBCE:EB57.

# 1€ Switch A _F1# F Ping 13 Host B i H.iE M.

[Switch A] ping ipv6 4001::B15F:BC63:DBCE:EB57

Ping6(56 data bytes) 3001::1 --> 4001::B15F:BC63:DBCE:EB57, press CTRL+C to break
56 bytes from 4001::B15F:BC63:DBCE:EB57, icmp_seq=0 hlim=64 time=1.000 ms

56 bytes from 4001::B15F:BC63:DBCE:EB57, icmp_seq=1 hlim=64 time=0.000 ms

56 bytes from 4001::B15F:BC63:DBCE:EB57, icmp_seq=2 hlim=64 time=0.000 ms

56 bytes from 4001::B15F:BC63:DBCE:EB57, icmp_seq=3 hlim=64 time=1.000 ms

56 bytes from 4001::B15F:BC63:DBCE:EB57, icmp_seq=4 hlim=64 time=0.000 ms

--- Ping6 statistics for 4001::B15F:BC63:DBCE:EB57 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss

round-trip min/avg/max/std-dev = 0.000/0.400/1.000/0.490 ms

# £ Switch B _Ff8 ] Ping X Host A f BLi@ 1.

[Switch B] ping ipv6 2001::15B:EOEA:3524:E791

Ping6(56 data bytes) 3001::2 --> 2001::15B:EOEA:3524:E791, press CTRL+C to break
56 bytes from 2001::15B:EOEA:3524:E791, icmp_seq=0 hlim=64 time=1.000 ms

56 bytes from 2001::15B:EOEA:3524:E791, icmp_seq=1 hlim=64 time=0.000 ms

56 bytes from 2001::15B:EOEA:3524:E791, icmp_seq=2 hlim=64 time=0.000 ms

56 bytes from 2001::15B:EOEA:3524:E791, icmp_seq=3 hlim=64 time=1.000 ms

56 bytes from 2001::15B:EOEA:3524:E791, icmp_seq=4 hlim=64 time=0.000 ms

--- Ping6 statistics for 2001::15B:EOEA:3524:E791 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss

round-trip min/avg/max/std-dev = 0.000/0.400/1.000/0.490 ms

M Host A _EA LA ping i Host B, 1EAH &A1& HiE .

2.5 BLENXH

) Switch A:
#

vlian 1

#

vian 2

#

interface Vlan-interfacel
ipv6 address 2001::1/64
undo ipv6 nd ra halt
#
interface Vlan-interface2
ipv6 address 3001::1/64
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 2
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 1



#

ipv6 route-static 4001:: 64 3001::2
#
. Switch B :

#
vian 2
#
vlan 3
#
interface Vlan-interface2
ipv6 address 3001::2/64
#
interface Vlan-interface3
ipv6 address 4001::1/64
undo ipv6 nd ra halt
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 2
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3
#
ipv6 route-static 2001:: 64 3001::1
#

2.6 tHx&HER
o PEREE CSEEARIPWATEES” P “IPve R,
o PEREE CSEHARIP WA ABE P “IPve KR,

o UREE “ZEHAR-IP BB ERST” TR “IPve FASEH
o UAMIE “ZREREAR-IPEMIGALSE” P “IPve iR H .



3 BEEHAERE
3.1 &9

ARG GG B th T B 1
3.2 HMFEK

Wik 3 A, 1E Switch A FRCE A, F—Bkthhb# &N Switch B (4% O Hik 10.1.1.2/24.
it & ¢ %5, Switch A 7] LA ping i Switch B f) Loopback % Ml 3.3.3.3/32.

&3 ER& k& EH W E

LoopO
3.3.3.3/32
Vlan-int100
10.1.1.1/24
Vlan-int100
10.1.1.2/24
Switch A Switch B

3.3 BEELE

1. it & Switch A
# )% VLAN, 7£ VLAN FIDASS B sg I, FFRCE % VLAN #2 1 1P bk,

<SwitchA> system-view

[SwitchA] vlan 100

[SwitchA-vlan100] port gigabitethernet 1/0/1
[SwitchA-vIan100] quit

[SwitchA] interface vlan-interface 100
[SwitchA-VIan-interfacelO0] ip address 10.1.1.1 24
[SwitchA-VIan-interfacelO0] quit

# ML E SR R
[SwitchA] ip route-static 0.0.0.0 0 10.1.1.2

# RIFBCE

[SwitchA] save force

2. Bid & Switch B
# 0% VLAN, 7E VLAN FIIASS B2 s 1, FFRCE % VLAN #2 0 1 IP bk,

<SwitchB> system-view

[SwitchB] vlan 100

[SwitchB-vlan100] port gigabitethernet 1/0/1
[SwitchB-vlIan100] quit

[SwitchB] interface vlan-interface 100
[SwitchB-VlIan-interfacelO0] ip address 10.1.1.2 24
[SwitchB-VIan-interfacelO0] quit

# fic & Loopback £ 1) IP Mk,
[SwitchB] interface LoopBack O



[SwitchB-LoopBackO] ip address 3.3.3.3 32
# RAFICE

[SwitchB] save force

3.4 WnFAcE

# 24 Switch A AR S By i ), ki 3.3.3.3.

[SwitchA] ping 3.3.3.3

Ping 3.3.3.3 (3.3.3.3): 56 data bytes, press CTRL+C to break
Request time out

Request time out

Request time out

Request time out

Request time out

--- Ping statistics for 3.3.3.3 ---

5 packet(s) transmitted, O packet(s) received, 100.0% packet loss

# 24 Switch A FACE T 5 Ml ey, wrRlyin 3.3.3.3.

[SwitchA] ping 3.3.3.3

Ping 3.3.3.3 (3.3.3.3): 56 data bytes, press CTRL+C to break

56 bytes from 3.3.3.3: icmp_seg=0 ttl=255 time=2.000 ms

56 bytes from 3.3.3.3: icmp_seg=1 ttl=255 time=0.000 ms

56 bytes from 3.3.3.3: icmp_seg=2 ttl=255 time=0.000 ms

56 bytes from 3.3.3.3: icmp_seg=3 ttl=255 time=1.000 ms

56 bytes from 3.3.3.3: icmp_seg=4 ttl=255 time=0.000 ms

--- Ping statistics for 3.3.3.3 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/0.600/2.000/0.800 ms

3.5 BEENXH

(] Switch A:
#

vlan 100

#

interface Vlan-interfacelO0
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100

#
ip route-static 0.0.0.0 0 10.1.1.2
#
. Switch B :
#
vlan 100
#



interface Vlan-interfacelO0
ip address 10.1.1.2 255.255.255.0
#
interface LoopBackO
ip address 3.3.3.3 255.255.255.255
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100
#

3.6 HHXEX

o UREE “ZEHAR-IPHBEEERS TR CEAHE.
o UREE “Z=FEEARPBHAASZE” P CHSHE
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4 BB ZehEaTSIRE
4.1 B

AN RF- BhERAS I B EC B 7%
4.2 EMEXR

TSN AR B 4% 0. WL 4 Bk, Switch AL Switch B. Switch C f1 Switch D i&# T

20.1.1.0/24 F1 30.1.1.0/24 WML, EAS AL b e B A5 1 bl DASZ IR AN B HLOE, e L

FH 2% 1 AR i 9 285 1) ] Sk

Switch A f£74 20.1.1.0/24 W Bt N FHLHIERAE N OC, 7E Switch A _EAFZEPI 26 ik 30.1.1.0/24 W B

HAme, B4 Switch B Al Switch C. X #F A I &4, Hi:

. N —BkA Switch B R SEE AR Se s, 1ENERH. 1Z5 B rliER, Switch A il Switch
B KR S K %) 30.1.1.0/24 WL

e BN Switch C [IEFSIRIME SIS H . JEMBAATIAN, &M HAL, Switch A #
it Switch C ¥4 3C#% % 5] 30.1.1.0/24 W EX

o TEEMHBMEIERE, WA US| R8RS b, K008 R

[El4 FahERrsig e fc &40 M [E

Switch B

Vlan-int5
10.2.1.2/24

Switch A Switch D )
Vlan-ints Vian-int7

20.1.1.0/24 30.1.1.0/24

Vlan-int3
10.3.1.1/24

Vian-int4
10.4.1.4/24

Vlan-int3
10.3.1.3/24

Vlan-int4
10.4.1.3/24

Switch C

SRR B FE T, AR RSB T ARAR AR A,

11



43 ILEDTE

1. fig & Switch A
# 617 VLAN, 7£ VLAN HIAG RN o 1, JERCE 2% VLAN £ L F) 1P Huhik,

<SwitchA> system-view

[SwitchA] vlan 2

[SwitchA-vlan2] port gigabitethernet 1/0/1
[SwitchA-vlIan2] quit

[SwitchA] vlan 3

[SwitchA-vlan3] port gigabitethernet 1/0/2
[SwitchA-vlIan3] quit

[SwitchA] vlan 6

[SwitchA-vlan6] port gigabitethernet 1/0/3
[SwitchA-vlan6] quit

[SwitchA] interface vlan-interface 2
[SwitchA-VIan-interface2] ip address 10.1.1.1 24
[SwitchA-VIan-interface2] quit

[SwitchA] interface vlan-interface 3
[SwitchA-VIan-interface3] ip address 10.3.1.1 24
[SwitchA-VIan-interface3] quit

[SwitchA] interface vlan-interface 6
[SwitchA-VIan-interface6] ip address 20.1.1.1 24
[SwitchA-VIan-interface6] quit

# BCE IS 30.1.1.0/24 MIBFFESE th: T —Blihloh 10.1.1.2, RAEFNREE 60.
[SwitchA] ip route-static 30.1.1.0 24 10.1.1.2

# LB IS 10.2.1.0/24 MBFFESE h: T —Bihoh 10.1.1.2, RAEFNREE 60.
[SwitchA] ip route-static 10.2.1.0 24 10.1.1.2

# BCE A 30.1.1.0/24 M el T Bkl 10.3.1.3, {5640 80.
[SwitchA] ip route-static 30.1.1.0 24 10.3.1.3 preference 80

# BCE A 10.4.1.0/24 M st T Bkl 10.3.1.3, {5640 80.
[SwitchA] ip route-static 10.4.1.0 24 10.3.1.3 preference 80

# RIFIECE -

[SwitchA] save force

2. Bt & Switch B
# 4% VLAN, 7£ VLAN HInAGE B s 1, JERCE % VLAN £ HF 1P Huhik,

<SwitchB> system-view

[SwitchB] vlan 2

[SwitchB-vlan2] port gigabitethernet 1/0/1
[SwitchB-vlan2] quit

[SwitchB] vlan 5

[SwitchB-vlan5] port gigabitethernet 1/0/2
[SwitchB-vlan5] quit

[SwitchB] interface vlan-interface 2
[SwitchB-VIan-interface2] ip address 10.1.1.2 24

12



[SwitchB-Vlan-interface2] quit

[SwitchB] interface vlan-interface 5
[SwitchB-VIan-interface5] ip address 10.2.1.2 24
[SwitchB-VlIan-interface5] quit

# LB FIIA 30.1.1.0/24 M IERAE th: T Bkl oy 10.2.1.4.
[SwitchB] ip route-static 30.1.1.0 24 10.2.1.4
# BCEFIIA 20.1.1.0/24 M HIERAE tH: T —Blithhiy 10.1.1.1.
[SwitchB] ip route-static 20.1.1.0 24 10.1.1.1

# RIFBCE

[SwitchB] save force

3. Big & Switch C
# 0% VLAN, 7E VLAN FIIASS B s 1, FFRCE % VLAN #2 0 1 IP bk,

<SwitchC> system-view

[SwitchC] vlan 3

[SwitchC-vlan3] port gigabitethernet 1/0/1
[SwitchC-vlan3] quit

[SwitchC] vlan 4

[SwitchC-vlan4] port gigabitethernet 1/0/2
[SwitchC-vlan4] quit

[SwitchC] interface vlan-interface 3
[SwitchC-VIan-interface3] ip address 10.3.1.3 24
[SwitchC-VlIan-interface3] quit

[SwitchC] interface vlan-interface 4
[SwitchC-VIan-interface4] ip address 10.4.1.3 24
[SwitchC-VlIan-interface4] quit

# LB FIIA 30.1.1.0/24 M IERAE th: T —Blithiy 10.4.1.4.
[SwitchC] ip route-static 30.1.1.0 24 10.4.1.4
# LB FIIA 20.1.1.0/24 M HIERAE tH: T Bkl 10.3.1.1.
[SwitchC] ip route-static 20.1.1.0 24 10.3.1.1

# RIFBCE

[SwitchC] save force

4. B2 ¥ Switch D
# 0% VLAN, 7E VLAN FIIASS B 1, FFRCE % VLAN #2 0 1 IP bk,

<SwitchD> system-view

[SwitchD] vlan 4

[SwitchD-vlan4] port gigabitethernet 1/0/1
[SwitchD-vlan4] quit

[SwitchD] vlan 5

[SwitchD-vlan5] port gigabitethernet 1/0/2
[SwitchD-vlan5] quit

[SwitchD] vlan 7

[SwitchD-vlan7] port gigabitethernet 1/0/3
[SwitchD-vlan7] quit

[SwitchD] interface vlan-interface 4

13



[SwitchD-Vlan-interface6] ip address 10.4.1.4 24
[SwitchD-Vlan-interface6] quit

[SwitchD] interface vlan-interface 5
[SwitchD-VIan-interface5] ip address 10.2.1.4 24
[SwitchD-VlIan-interface5] quit

[SwitchD] interface vlan-interface 7
[SwitchD-VlIan-interface7] ip address 30.1.1.1 24
[SwitchD-VIan-interface7] quit

# LB FIIE 20.1.1.0/24 MIBFEFESE h: T —Blithloh 10.2.1.2, RAEHNREE 60.
[SwitchD] ip route-static 20.1.1.0 24 10.2.1.2

# LB IS 10.1.1.0/24 MBS T —Bihh 10.2.1.2, RAEFNREE 60.
[SwitchD] ip route-static 10.1.1.0 24 10.2.1.2

# BCEFIIE 20.1.1.0/24 MBIt T Bkl 10.4.1.3, {56400 80.
[SwitchD] ip route-static 20.1.1.0 24 10.4.1.3 preference 80

# BCE A 10.3.1.0/24 M st T Bkl 10.4.1.3, 56400 80.
[SwitchD] ip route-static 10.3.1.0 24 10.4.1.3 preference 80

# ORI E -

[SwitchD] save force

4.4 WFRCE

# 7K Switch A fE% H 3
[SwitchA] display ip routing-table

Destinations : 9 Routes : 9

Destination/Mask Proto Pre Cost NextHop Interface
10.1.1.0/24 Direct O 0 10.1.1.1 Vlian2
10.1.1.1/32 Direct O 0 127.0.0.1 InLoop0
10.3.1.0/24 Direct O 0 10.3.1.1 Vlian3
10.3.1.1/32 Direct O 0 127.0.0.1 InLoopO
20.1.1.0/24 Direct O 0 20.1.1.1 Vlan6é
20.1.1.1/32 Direct O 0 127.0.0.1 InLoopO
30.1.1.0/24 Static 60 O 10.1.1.2 Vlan2
127.0.0.0/8 Direct O 0 127.0.0.1 InLoopO
127.0.0.1/32 Direct O 0 127.0.0.1 InLoop0

DL EEoRfEE R, Switch A JEit Switch B 4R S0 & 3] 30.1.1.0/24 W Ex .
# 7£ Switch B 3¢ VLAN 322 11 2 % B LUK R4 o

<SwitchB> system-view
[SwitchB] interface gigabitethernet 1/0/1
[SwitchB-GigabitEthernetl/0/1] shutdown

# 7K Switch A fE% H#E
[SwitchA] display ip routing-table

Destinations : 9 Routes : 9

14



Destination/Mask Proto Pre Cost NextHop Interface

10.1.1.0/24 Direct O 0 10.1.1.1 Vlian2
10.1.1.1/32 Direct O 0 127.0.0.1 InLoopO
10.3.1.0/24 Direct O 0 10.3.1.1 Vlan3
10.3.1.1/32 Direct O 0 127.0.0.1 InLoopO
20.1.1.0/24 Direct O 0 20.1.1.1 Vlan6é
20.1.1.1/32 Direct O 0 127.0.0.1 InLoopO
30.1.1.0/24 Static 80 O 10.3.1.3 Vlan3
127.0.0.0/8 Direct O 0 127.0.0.1 InLoopO
127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO

DL EEREERR, B4R, Switch A Bt Switch C KR C#: K& 31 30.1.1.0/24 M EX.

# MRS, 20.1.1.0/24 B B FENPA ] LS 30.1.1.0/24 W E N B FENLIELS -

[SwitchA] ping -a 20.1.1.1 30.1.1.1

Ping 30.1.1.1: 56 data bytes, press CTRL+C to break

Reply from 30.1.1.1: bytes=56 Sequence=1 ttl=254 time=2 ms
Reply from 30.1.1.1: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 30.1.1.1: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 30.1.1.1: bytes=56 Sequence=4 ttl=254 time=2 ms
Reply from 30.1.1.1: bytes=56 Sequence=5 ttl=254 time=1 ms

--- Ping statistics for 30.1.1.1 -—-
5 packet(s) transmitted, 5 packet(s) received, 0.00% packet loss
round-trip min/avg/max/std-dev = 1/1/2/1 ms

# Switch D FHE/~EE 5 Switch AL, T HBLEPE S, 30.1.1.0/24 W B 1 BN PR 7]
PL5 20.1.1.0/24 WELN I EHLIEE .

[SwitchD] ping -a 30.1.1.1 20.1.1.1

Ping 20.1.1.1: 56 data bytes, press CTRL+C to break

Reply from 20. -1: bytes=56 Sequence=1 ttl=254 time=2 ms
-1: bytes=56 Sequence=2 ttl=254 time=1 ms

1
Reply from 20.1.1
.1.1: bytes=56 Sequence=3 ttl=254 time=1 ms
1
1

Reply from 20.
Reply from 20. -1: bytes=56 Sequence=4 ttl=254 time=1 ms

-1: bytes=56 Sequence=5 ttl=254 time=1 ms

e

Reply from 20.

--- Ping statistics for 20.1.1.1 -—-
5 packet(s) transmitted, 5 packet(s) received, 0.00% packet loss
round-trip min/avg/max/std-dev = 1/1/2/1 ms

4.5 BLEXXH

) Switch A:
#

vlan 2

#

vlian 3

#

vlan 6

15



#

interface Vlan-interface2

ip address 10.1.1.1 255.255.255.0
#

interface Vlan-interface3

ip address 10.3.1.1 255.255.255.0
#

interface Vlan-interface6

ip address 20.1.1.1 255.255.255.0
#

interface GigabitEthernetl/0/1

port link-mode bridge

port access vlan 2
#

interface GigabitEthernetl/0/2

port link-mode bridge

port access vlan 3
#

interface GigabitEthernetl1/0/3

port link-mode bridge

port access vlan 6
#
ip route-static 30.1.1.0 24 10.1.1.2
ip route-static 10.2.1.0 24 10.1.1.2
ip route-static 30.1.1.0 24 10.3.1.3 preference 80
ip route-static 10.4.1.0 24 10.3.1.3 preference 80
#

. Switch B :

#
vian 2
#
vlan 5
#

interface Vlan-interface2

ip address 10.1.1.2 255.255.255.0
#

interface Vlan-interface5

ip address 10.2.1.2 255.255.255.0
#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 2
#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 5
#

ip route-static 20.1.1.0 24 10.1.1.1

16



ip route-static 30.1.1.0 24 10.2.1.4
#

. Switch C

#
vlan 3
#
vlan 4
#

interface Vlan-interface3

ip address 10.3.1.3 255.255.255.0
#

interface Vlan-interface4

ip address 10.4.1.3 255.255.255.0
#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 3
#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 4
#

ip route-static 20.1.1.0 24 10.3.1.1
ip route-static 30.1.1.0 24 10.4.1.4
#

. Switch D

#
vlan 4
#
vlan 5
#
vlan 7
#

interface Vlan-interface4

ip address 10.4.1.4 255.255.255.0
#

interface Vlan-interface5

ip address 10.2.1.4 255.255.255.0
#

interface Vlan-interface7

ip address 30.1.1.1 255.255.255.0
#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 4
#

interface GigabitEthernetl/0/2
port link-mode bridge

17



port access vlan 5
#
interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 7
#
ip route-static 20.1.1.0 24 10.2.1.2
ip route-static 10.1.1.0 24 10.2.1.2
p route-static 20.1.1.0 24 10.4.1.3 preference 80
ip route-static 10.3.1.0 24 10.4.1.3 preference 80
#

4.6 tHXZFER

o UMEE “ZESAR-IPHBEIEERS TR “HAHE.
o UMEE “ZESAR-IPHBEIGSSE PR CHAHE.
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5 BeERFSISHEEM R AESIE
5.1 &N
RN RS I th S B 0 FE RS B v .

5.2 HMEEk

A 5 fizs, Switch A, Switch B. Switch C fll Switch D #4% T 20.1.1.0/24 1 30.1.1.0/24 Hi 1~
B, TEACHHL LT E S A B B USSR AN B B8, A T IR BRI 2, BER M 20.1.1.0/24
F) 30.1.1.0/24 MEEACT- 3 FL BB ARBERG 1, IF HL 9 i — KB s 5 i B E s D) 4 3 o —
FEER .

Switch A 1E 4 20.1.1.0/24 R E N EHLIIERA A5, £E Switch A FAFLER 2 F)i& 30.1.1.0/24 W B[]
B ERH, T —Bk5r 5N Switch B il Switch C. @I iX P 4 i 245 8 B R B 240, V2.
BB BRI 0 R [ AR AN T ) R A R

5 B3 iE e ST RS B T 3 1B E LA ]

Switch B

Vlan-int5
10.2.1.2/24

Vlan-int2

Switch D
Vlan-int7

Vlan-int5
20.1.1.024 === "§" o o “§" e 30.1.1.0/24
Q

Vlan-int3
10.3.1.1/24

Vian-int4
10.4.1.4/24

Vlan-int3
10.3.1.3/24

Vlan-int4
10.4.1.3/24

Switch C

SRR B FE T, EARAE R T RAR AR A

5.3 BLELR

1. fig & Switch A
# 2% VLAN, 7E VLAN FIIASS B sg H, FFRCE % VLAN #2 0 1 IP bk,

<SwitchA> system-view



[SwitchA] vlan 2

[SwitchA-vlan2] port gigabitethernet 1/0/1
[SwitchA-vlan2] quit

[SwitchA] vlan 3

[SwitchA-vlan3] port gigabitethernet 1/0/2
[SwitchA-vIan3] quit

[SwitchA] vlan 6

[SwitchA-vlan6] port gigabitethernet 1/0/3
[SwitchA-vlan6] quit

[SwitchA] interface vlan-interface 2
[SwitchA-VIan-interface2] ip address 10.1.1.1 24
[SwitchA-VIan-interface2] quit

[SwitchA] interface vlan-interface 3
[SwitchA-VIan-interface3] ip address 10.3.1.1 24
[SwitchA-Vlan-interface3] quit

[SwitchA] interface vlan-interface 6
[SwitchA-VIan-interface6] ip address 20.1.1.1 24
[SwitchA-Vlan-interface6] quit

# LB FIIA 30.1.1.0/24 M HIAERAH tH: T —Blithiy 10.1.1.2,
[SwitchA] ip route-static 30.1.1.0 24 10.1.1.2
# BCE A 10.2.1.0/24 M HIERAE tH: T —Blithiy 10.1.1.2,
[SwitchA] ip route-static 10.2.1.0 24 10.1.1.2
# LB FIIA 30.1.1.0/24 M HIERAH th: T Bkl oy 10.3.1.3.
[SwitchA] ip route-static 30.1.1.0 24 10.3.1.3
# BCEFIIA 10.4.1.0/24 MR E tH: T Bkl 10.3.1.3.
[SwitchA] ip route-static 10.4.1.0 24 10.3.1.3

# RIFBCE

[SwitchA] save force

2. Big & Switch B
# 0% VLAN, 7E VLAN FIIASS B sg 1, FFRCE % VLAN #2 0 1 IP bk,

<SwitchB> system-view

[SwitchB] vlan 2

[SwitchB-vlan2] port gigabitethernet 1/0/1
[SwitchB-vlan2] quit

[SwitchB] vlan 5

[SwitchB-vlan5] port gigabitethernet 1/0/2
[SwitchB-vlan5] quit

[SwitchB] interface vlan-interface 2
[SwitchB-Vlan-interface2] ip address 10.1.1.2 24
[SwitchB-VlIan-interface2] quit

[SwitchB] interface vlan-interface 5
[SwitchB-VIan-interface5] ip address 10.2.1.2 24
[SwitchB-VIan-interface5] quit

# ML E 21X 30.1.1.0/24 MBI ERAS M H: N —Bkibbl >l 10.2.1.4.

[SwitchB] ip route-static 30.1.1.0 24 10.2.1.4
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# ML E 21k 20.1.1.0/24 MBIHIFR SR : N —Bkbhioh 10.1.1.1.
[SwitchB] ip route-static 20.1.1.0 24 10.1.1.1

# RFBCE

[SwitchB] save force

3. Big & Switch C
# 0% VLAN, 7E VLAN FIIASS S sg 1, FFRCE % VLAN #2 0 1 IP bk,

<SwitchC> system-view

[SwitchC] vlan 3

[SwitchC-vlan3] port gigabitethernet 1/0/1
[SwitchC-vlan3] quit

[SwitchC] vlan 4

[SwitchC-vlan4] port gigabitethernet 1/0/2
[SwitchC-vland4] quit

[SwitchC] interface vlan-interface 3
[SwitchC-VlIan-interface3] ip address 10.3.1.3 24
[SwitchC-VIan-interface3] quit

[SwitchC] interface vlan-interface 4
[SwitchC-Vlan-interface4] ip address 10.4.1.3 24
[SwitchC-Vlan-interface4] quit

# LB FIIA 30.1.1.0/24 M IERAH th: T —Blitihiy 10.4.1.4.
[SwitchC] ip route-static 30.1.1.0 24 10.4.1.4
# LB FIIA 20.1.1.0/24 M HIERAE tH: T —Blithiy 10.3.1.1.
[SwitchC] ip route-static 20.1.1.0 24 10.3.1.1

# RIFBCE

[SwitchC] save force

4. B2 ¥ Switch D
# 0% VLAN, 7E VLAN FIIASS B s 1, FFRCE % VLAN #2 0 1 IP bk,

<SwitchD> system-view

[SwitchD] vlan 4

[SwitchD-vlan4] port gigabitethernet 1/0/1
[SwitchD-vland4] quit

[SwitchD] vlan 5

[SwitchD-vlan5] port gigabitethernet 1/0/2
[SwitchD-vlan5] quit

[SwitchD] vlan 7

[SwitchD-vlan7] port gigabitethernet 1/0/3
[SwitchD-vlan7] quit

[SwitchD] interface vlan-interface 4
[SwitchD-VlIan-interface4] ip address 10.4.1.4 24
[SwitchD-Vlan-interface4] quit

[SwitchD] interface vlan-interface 5
[SwitchD-VIan-interface5] ip address 10.2.1.4 24
[SwitchD-VIan-interface5] quit

[SwitchD] interface vlan-interface 7
[SwitchD-VlIan-interface7] ip address 30.1.1.1 24
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[SwitchD-Vlan-interface7] quit

# BCEFIIA 20.1.1.0/24 M IERAE tH: T Bkl 10.2.1.2,
[SwitchD] ip route-static 20.1.1.0 24 10.2.1.2

# BCE A 10.1.1.0/24 M IERAE th: T —Blithiy 10.2.1.2,
[SwitchD] ip route-static 10.1.1.0 24 10.2.1.2

# BCEFIIA 20.1.1.0/24 M HIERAE th: T —Blitihiy 10.4.1.3.
[SwitchD] ip route-static 20.1.1.0 24 10.4.1.3

# BCEFIIA 10.3.1.0/24 M HIERAE th: T —Blitihiy 10.4.1.3.
[SwitchD] ip route-static 10.3.1.0 24 10.4.1.3

# RIFBCE

[SwitchD] save force

5.4 ¥FRcE

# 7R Switch A fE% HI 3
[SwitchA] display ip routing-table

Destinations : 9 Routes : 10
Destination/Mask Proto Pre Cost NextHop
10.1.1.0/24 Direct O 0 10.1.1.1
10.1.1.1/32 Direct O 0 127.0.0.1
10.3.1.0/24 Direct O 0 10.3.1.1
10.3.1.1/32 Direct O 0 127.0.0.1
20.1.1.0/24 Direct O 0 20.1.1.1
20.1.1.1/32 Direct O 0 127.0.0.1
30.1.1.0/24 Static 60 0 10.1.1.2
Static 60 0 10.3.1.3
127.0.0.0/8 Direct O 0 127.0.0.1
127.0.0.1/32 Direct O 0 127.0.0.1

Interface
Vlian2
InLoopO
Vlian3
InLoop0
Vlan6
InLoopO
Vlian2
Vlan3
InLoopO
InLoopO

DL SRR EE R, Switch A 1] LU Switch B #11 Switch C 44k i % F) 30.1.1.0/24 W Ek .

# 7£ Switch B ¢ VLAN 322 11 2 % B LUK R4 o

<SwitchB> system-view
[SwitchB] interface gigabitethernet 1/0/1
[SwitchB-GigabitEthernetl/0/1] shutdown

# 7K Switch A fE% HI 3
[SwitchA] display ip routing-table

Destinations : 9 Routes : 9

Destination/Mask Proto Pre Cost NextHop
10.1.1.0/24 Direct O 0 10.1.1.1
10.1.1.1/32 Direct O 0 127.0.0.1
10.3.1.0/24 Direct O 0 10.3.1.1
10.3.1.1/32 Direct O 0 127.0.0.1

Interface
Vian2
InLoopO
Vlian3
InLoop0



20.1.1.0/24 Direct O 0 20.1.1.1 Vian6

20.1.1.1/32 Direct O 0 127.0.0.1 InLoopO

30.1.1.0/24 Static 60 0 10.3.1.3 Vian3

127.0.0.0/8 Direct O 0 127.0.0.1 InLoopO

127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO

DL SRS BN, Y — AR T, Switch A T BLiEE Switch C ¥4k 0% & 31 30.1.1.0/24
WX

#H A — B IR S, 20.1.1.0/24 W BN B ENLTIZA AT LA 30.1.1.0/24 W B 9 H FEHLIETE

[SwitchA] ping -a 20.1.1.1 30.1.1.1

Ping 30.1.1.1: 56 data bytes, press CTRL+C to break

Reply from 30.1.1.1: bytes=56 Sequence=1 ttl=254 time=2 ms
Reply from 30.1.1.1: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 30.1.1.1: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 30.1.1.1: bytes=56 Sequence=4 ttl=254 time=2 ms
Reply from 30.1.1.1: bytes=56 Sequence=5 ttl=254 time=1 ms

--- Ping statistics for 30.1.1.1 -—-
5 packet(s) transmitted, 5 packet(s) received, 0.00% packet loss
round-trip min/avg/max/std-dev = 1/1/2/1 ms

# Switch D _FE/REE 5 Switch A Z8fl, Hr—&KBEMH B IEfE, 30.1.1.0/24 BN AL
AR TT LA 20.1.1.0/24 W EL P9 I ENLELS .

[SwitchD] ping -a 30.1.1.1 20.1.1.1

Ping 20.1.1.1: 56 data bytes, press CTRL+C to break

Reply from 20.1.1.1: bytes=56 Sequence=1 ttl=254 time=2 ms
Reply from 20.1.1.1: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 20.1.1.1: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 20.1.1.1: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 20.1.1.1: bytes=56 Sequence=5 ttl=254 time=1 ms

--- Ping statistics for 20.1.1.1 -—-
5 packet(s) transmitted, 5 packet(s) received, 0.00% packet loss
round-trip min/avg/max/std-dev = 1/1/2/1 ms

5.5 BEENH

) Switch A:
#

vlan 2

#

vlian 3

#

vlan 6

#

interface Vlan-interface2

ip address 10.1.1.1 255.255.255.0
#
interface Vlan-interface3



ip address 10.3.1.1 255.255.255.0
#

interface Vlan-interface6

ip address 20.1.1.1 255.255.255.0
#

interface GigabitEthernetl/0/1

port link-mode bridge

port access vlan 2
#

interface GigabitEthernetl/0/2

port link-mode bridge

port access vlan 3
#

interface GigabitEthernetl/0/3

port link-mode bridge

port access vlan 6
#

ip route-static 30.1.1.0 24 10.1.1.2
ip route-static 10.2.1.0 24 10.1.1.2
ip route-static 30.1.1.0 24 10.3.1.3
ip route-static 10.4.1.0 24 10.3.1.3
#

. Switch B :

#
vian 2
#
vlan 5
#

interface Vlan-interface2

ip address 10.1.1.2 255.255.255.0
#

interface Vlan-interface5

ip address 10.2.1.2 255.255.255.0
#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 2
#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 5
#

ip route-static 20.1.1.0 24 10.1.1.1
ip route-static 30.1.1.0 24 10.2.1.4
#

. Switch C

#
vlian 3



#
vlan 4
#

interface Vlan-interface3

ip address 10.3.1.3 255.255.255.0
#

interface Vlan-interface4

ip address 10.4.1.3 255.255.255.0
#

interface GigabitEthernetl/0/1

port link-mode bridge

port access vlan 3
#

interface GigabitEthernetl/0/2

port link-mode bridge

port access vlan 4
#

ip route-static 20.1.1.0 24 10.3.1.1
ip route-static 30.1.1.0 24 10.4.1.4
#

. Switch D

#
vlan 4
#
vlan 5
#
vlan 7
#

interface Vlan-interface4

ip address 10.4.1.4 255.255.255.0
#

interface Vlan-interface5

ip address 10.2.1.4 255.255.255.0
#

interface Vlan-interface7

ip address 30.1.1.1 255.255.255.0
#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 4
#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 5
#

interface GigabitEthernetl/0/3
port link-mode bridge

port access vlan 7



p route-static 20.1.1.0 24 10.2.1.2
p route-static 10.1.1.0 24 10.2.1.2
ip route-static 20.1.1.0 24 10.4.1.3
p route-static 10.3.1.0 24 10.4.1.3
#

5.6 fHXER

o UAMIE “ZREOR-IPEHBECEIRS” PR “EaSERH .
o UMEE “ZREHAR-IPHHEIGSSET PR CHEAHE.



6 BE7SEEER. Track 5 NQA BXT)
6.1 &Y
AREBINFERRBE . Track 5 NQA BT & i

6.2 ZHMEEK

1 6 iz, Switch AL Switch B, Switch C il Switch D #%#% 1 20.1.1.0/24 1 30.1.1.0/24 #§A4NM M

B, fEACHNL I C B A I DS A I B B, I ER S DA v X % ) AT S

Switch A f£74 20.1.1.0/24 W Bt N EHLHIERAE N E, 7E Switch A _EAFZEPI 26 ik 30.1.1.0/24 [ B

Al H, T Bk 54 Switch B F1 Switch C. X P& A B &G, .

o F—BkX Switch B AR HIL g m, MENFEEH . X B H AR, Switch A @it Switch
B R Sk F) 30.1.1.0/24 MEL .

e Nkl Switch C MIEFSIRIE N & H

e ff Switch A Filid#E &AM . Track 5 NQA BEZ, SZIf A FBK R Sk, S4B HAH]
IS, &R AR, Switch AT Switch C 4 R C#: K& 5] 30.1.1.0/24 M EXL .

A1, Switch D /£ 4 30.1.1.0/24 W B: N =ML B4 X 5%, 75 Switch D FAELE P 2314 20.1.1.0/24

WA H, N Bk %19 Switch B Il Switch C. X P&k A4y, Hor.

e kX Switch B MEFARK L dim, 1FRAERE. 1% Al IAR, Switch D i@id Switch
B K S K 5 20.1.1.0/24 WL

e Nkl Switch C MIEFSIRIE N & H

e  fF SwitchD i@l # &Mt . Track 5 NQA BEZh, SZi b 8% it A rlik . 24E 8 Rw]
ik, Bk ER, Switch D iEid Switch C ¥R SC#: & 3 20.1.1.0/24 PIEL.

&6 Ba7SE8H. Track 5 NQA BXEhiic & 25 &

Switch B

Vlan-int2 i Vlan-int5

10.2.1.2/24

Switch D
Vlan-int7

30.1.1.1/24

Vian-int2 Vian-int5
10.2.1.4/24

20.1.1.0/24 30.1.1.0/24

Vlan-int3
10.3.1.1/24

Vian-int4
10.4.1.4/24

Vlan-int3
10.3.1.3/24
3§

Vlan-int4
10.4.1.3/24

Switch C



X i

E R B E T, WARE R T RAZ R E.

6.3 ELE B

B B BRI .
(1) MFESRS Pk
(2) MEFASKHEH

BoE st t, HrbF—Bh Switch B S e, By ERdt, Bk
Switch C HIF#SEEAE N &7 %

(3) TitE NQA ik

7 HIFE Switch A £l Switch D _EAEE NQA £l Switch A—Switch B—Switch D iX 2k B 12 1%
iEYE. i Track <8 NQA MIARAL, sCBIFRAMH . Track 5 NQA BEZ).

6.4 BEELE

1. it & Switch A
# )% VLAN, 7£ VLAN F DA B s I, FFRCE % VLAN #2 0 1 IP bk,

<SwitchA> system-view

[SwitchA] vlan 2

[SwitchA-vlan2] port gigabitethernet 1/0/1
[SwitchA-vlIan2] quit

[SwitchA] vlan 3

[SwitchA-vlan3] port gigabitethernet 1/0/2
[SwitchA-vlIan3] quit

[SwitchA] vlan 6

[SwitchA-vlan6] port gigabitethernet 1/0/3
[SwitchA-vlan6] quit

[SwitchA] interface vlan-interface 2
[SwitchA-VIan-interface2] ip address 10.1.1.1 24
[SwitchA-VIan-interface2] quit

[SwitchA] interface vlan-interface 3
[SwitchA-Vlan-interface3] ip address 10.3.1.1 24
[SwitchA-VIan-interface3] quit

[SwitchA] interface vlan-interface 6
[SwitchA-Vlan-interface6] ip address 20.1.1.1 24
[SwitchA-VIan-interface6] quit

# NCEFIA 30.1.1.0/24 WM RIFRASEEH: T —Bkihloy 10.1.1.2, P NEREE 60, ZKHE
Track I 1 Sk,

[SwitchA] ip route-static 30.1.1.0 24 10.1.1.2 track 1

# BB FA 10.2.1.0/24 MEEASEEH: F—BkHiblh 10.1.1.2, fRAeHAEE{E 60.
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[SwitchA] ip route-static 10.2.1.0 24 10.1.1.2

# BCEFIX 30.1.1.0/24 MBUIFFA S HT: T Bkl 7y 10.3.1.3, L5405 80.
[SwitchA] ip route-static 30.1.1.0 24 10.3.1.3 preference 80

# BCEPIX 10.4.1.024 MBFFAESH: T Bl 7y 10.3.1.3, 56405 80.
[SwitchA] ip route-static 10.4.1.0 24 10.3.1.3 preference 80

# BCEPIL 10.2.1.4 g ASH il N —Bthioy 10.1.1.2.

[SwitchA] ip route-static 10.2.1.4 24 10.1.1.2

# QI P A4 )y admin. #AEFRZEY test 7Y NQA Il 4 .

[SwitchA] nga entry admin test

# e B MHAKAL Y ICMP-echo.

[SwitchA-nga-admin-test] type icmp-echo

# BCE N H ik 10.2.1.4, F—BkHibloy 10.1.1.2, DAME@ET NQA £l Switch A—Switch
B—Switch D iX 7% #g 42 1 .

[SwitchA-nga-admin-test-icmp-echo] destination ip 10.2.1.4
[SwitchA-nga-admin-test-icmp-echo] next-hop ip 10.1.1.2

# e & MASZ 0 100ms.

[SwitchA-nga-admin-test-icmp-echo] frequency 100

# OB RSN 1 GELRRI 5 il A RSN -

[SwitchA-nga-admin-test-icmp-echo] reaction 1 checked-element probe-fail threshold-type
consecutive 5 action-type trigger-only

[SwitchA-nga-admin-test-icmp-echo] quit

# JR BRI .

[SwitchA] nga schedule admin test start-time now lifetime forever

#WCE Track T 1, JFHEN Track #1181, 2Bt NQA M4 (P 5N admin, #AEFRZEN test) [
BN 1.

[SwitchA] track 1 nga entry admin test reaction 1

[SwitchA-track-1] quit

# RIFBCE

[SwitchA] save force

2. Big & Switch B
# 0% VLAN, 7E VLAN FIIASS B sg 1, FFRCE % VLAN #2 0 1 IP bk,

<SwitchB> system-view

[SwitchB] vlan 2

[SwitchB-vlan2] port gigabitethernet 1/0/1
[SwitchB-vlan2] quit

[SwitchB] vlan 5

[SwitchB-vlan5] port gigabitethernet 1/0/2
[SwitchB-vlan5] quit

[SwitchB] interface vlan-interface 2
[SwitchB-VlIan-interface2] ip address 10.1.1.2 24
[SwitchB-VlIan-interface2] quit

[SwitchB] interface vlan-interface 5
[SwitchB-VlIan-interface5] ip address 10.2.1.2 24

3



[SwitchB-Vlan-interface5] quit

# LB FIIA 30.1.1.0/24 M HIERAH th: T —Blithiy 10.2.1.4.
[SwitchB] ip route-static 30.1.1.0 24 10.2.1.4

# BCEFIIA 20.1.1.0/24 M HIERAE tH: T —Blithiy 10.1.1.1.
[SwitchB] ip route-static 20.1.1.0 24 10.1.1.1

# RIFBCE

[SwitchB] save force

3. Big & Switch C
# 0% VLAN, 7E VLAN FIIASS B sg H, FFRCE % VLAN #2011 1P bk,

<SwitchC> system-view

[SwitchC] vlan 3

[SwitchC-vlan3] port gigabitethernet 1/0/1
[SwitchC-vlan3] quit

[SwitchC] vlan 4

[SwitchC-vlan4] port gigabitethernet 1/0/2
[SwitchC-vlan4] quit

[SwitchC] interface vlan-interface 3
[SwitchC-VlIan-interface3] ip address 10.3.1.3 24
[SwitchC-VlIan-interface3] quit

[SwitchC] interface vlan-interface 4
[SwitchC-VIan-interface4] ip address 10.4.1.3 24
[SwitchC-Vlan-interface4] quit

# LB FIIA 30.1.1.0/24 M IERAE th: T —Blithiy 10.4.1.4.
[SwitchC] ip route-static 30.1.1.0 24 10.4.1.4
# LB FIIA 20.1.1.0/24 M HIERAE tH: T Bkl 10.3.1.1.
[SwitchC] ip route-static 20.1.1.0 24 10.3.1.1

# RIFBCE

[SwitchC] save force

4. B2 & Switch D
# 0% VLAN, 7E VLAN FIIASS B s 1, FFRCE % VLAN #2H1 IP bk,

<SwitchD> system-view

[SwitchD] vlan 4

[SwitchD-vlan4] port gigabitethernet 1/0/1
[SwitchD-vlan4] quit

[SwitchD] vlan 5

[SwitchD-vlan5] port gigabitethernet 1/0/2
[SwitchD-vlan5] quit

[SwitchD] vlan 7

[SwitchD-vlan7] port gigabitethernet 1/0/3
[SwitchD-vlan7] quit

[SwitchD] interface vlan-interface 4
[SwitchD-Vlan-interface6] ip address 10.4.1.4 24
[SwitchD-VIan-interface6] quit

[SwitchD] interface vlan-interface 5



[SwitchD-Vlan-interface5] ip address 10.2.1.4 24
[SwitchD-Vlan-interface5] quit

[SwitchD] interface vlan-interface 7
[SwitchD-VlIan-interface7] ip address 30.1.1.1 24
[SwitchD-VlIan-interface7] quit

# MCEFIL 20.1.1.0/24 MBERASEE . F—Bhily 10.2.1.2, S NREE 60, 1ZHHYS
Track Tl 1 KK,

[SwitchD] ip route-static 20.1.1.0 24 10.2.1.2 track 1

# LB FIIE 10.1.1.0/24 MBF#ESE h: T —Bithlh 10.2.1.2, RA&EFNREE 60.
[SwitchD] ip route-static 10.1.1.0 24 10.2.1.2

# BCE A 20.1.1.0/24 M sl T Bkl 10.4.1.3, 56400 80.
[SwitchD] ip route-static 20.1.1.0 24 10.4.1.3 preference 80

# BCE A 10.3.1.0/24 M st T Bkl 10.4.1.3, {56400 80.
[SwitchD] ip route-static 10.3.1.0 24 10.4.1.3 preference 80

#BCEFX 10111 Mg At N —Bkitihioy 10.2.1.2.

[SwitchD] ip route-static 10.1.1.1 24 10.2.1.2

# QI 40 admin, BRPEFRZE N test 1 NQA JIit4 .

[SwitchD] nga entry admin test

# Jic B 2R AL H ICMP-echo.

[SwitchD-nga-admin-test] type icmp-echo

# 0B A B ik 10.1.1.1, F—BkHihEy 10.2.1.2, DMEIEE NQA £l Switch D— Switch
B—Switch A X & A2 1@ 1.

[SwitchD-nga-admin-test-icmp-echo] destination ip 10.1.1.1
[SwitchD-nga-admin-test-icmp-echo] next-hop ip 10.2.1.2

# LB My 100ms.

[SwitchD-nga-admin-test-icmp-echo] frequency 100

# OB RSN 1 GELZRRI 5 XAl A BKE]D o

[SwitchD-nga-admin-test-icmp-echo] reaction 1 checked-element probe-fail threshold-type
consecutive 5 action-type trigger-only

[SwitchD-nga-admin-test-icmp-echo] quit

# JR BRI .

[SwitchD] nga schedule admin test start-time now lifetime forever

#WCE Track T 1, JFHEN Track #1181, 2Bt NQA MR (P 5N admin, #AEFRZEN test) 1]
EEH T 1.

[SwitchD] track 1 nga entry admin test reaction 1

[SwitchD-track-1] quit

# ORI E

[SwitchD] save force

6.5 WUFACE

# oK Switch A I Track Jif{5 .
[SwitchA] display track all



Track I1D: 1
State: Positive
Duration: 0 days O hours 0 minutes 32 seconds
Tracked object type: NQA
Notification delay: Positive 0, Negative 0 (in seconds)
Tracked object:
NQA entry: admin test
Reaction: 1
Remote IP/URL: 10.2.1.4
Local IP: —-
Interface: --

# LR Switch A I 2.
[SwitchA] display ip routing-table

Destinations : 10 Routes : 10

Destination/Mask Proto Pre Cost NextHop Interface
10.1.1.0/24 Direct O 0 10.1.1.1 Vlian2
10.1.1.1/32 Direct O 0 127.0.0.1 InLoopO
10.2.1.0/24 Static 60 O 10.1.1.2 Vlan2
10.3.1.0/24 Direct O 0 10.3.1.1 Vlian3
10.3.1.1/32 Direct O 0 127.0.0.1 InLoopO
20.1.1.0/24 Direct O 0 20.1.1.1 Vlan6
20.1.1.1/32 Direct O 0 127.0.0.1 InLoop0
30.1.1.0/24 Static 60 O 10.1.1.2 Vlan2
127.0.0.0/8 Direct O 0 127.0.0.1 InLoopO
127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO

PLEBoRAE BRI, NQA M i &5 5 ok 3 % T 7A (Track TR 254 Positive), Switch A i Switch
B KR SC#E & %) 30.1.1.0/24 M.

# 7€ Switch B _F3¢H] VLAN #2110 2 %F MR LK 2 1 .

<SwitchB> system-view
[SwitchB] interface gigabitethernet 1/0/1
[SwitchB-Gigabitethernet 1/0/1] shutdown

# o~ Switch A | Track Wit {E B .

[SwitchA] display track all
Track ID: 1
State: Negative
Duration: 0 days O hours O minutes 32 seconds
Tracked object type: NQA
Notification delay: Positive 0, Negative O (in seconds)
Tracked object:
NQA entry: admin test
Reaction: 1
Remote IP/URL: 10.2.1.4
Local IP: --
Interface: --

# 5o Switch A g R .



[SwitchA] display ip routing-table

Destinations : 10 Routes : 10

Destination/Mask Proto Pre Cost NextHop Interface
10.1.1.0/24 Direct O 0 10.1.1.1 Vlian2
10.1.1.1/32 Direct O 0 127.0.0.1 InLoopO
10.2.1.0/24 Static 60 O 10.1.1.2 Vian2
10.3.1.0/24 Direct O 0 10.3.1.1 Vlan3
10.3.1.1/32 Direct O 0 127.0.0.1 InLoopO
20.1.1.0/24 Direct O 0 20.1.1.1 Vlan6é
20.1.1.1/32 Direct O 0 127.0.0.1 InLoopO
30.1.1.0/24 Static 80 O 10.3.1.3 Vlan3
127.0.0.0/8 Direct O 0 127.0.0.1 InLoopO
127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO

PLERREERR, NQA ML R AT A TIE (Track WUIRE N Negative), #5473 B A4
%, Switch A @it Switch C Kidi S0 K 3 30.1.1.0/24 M EXL

# EEE IS, 20.1.1.0/24 WL ENPR AT LS 30.1.1.0/24 WEL A 1) ENLESE

[SwitchA] ping -a 20.1.1.1 30.1.1.1

Ping 30.1.1.1: 56 data bytes, press CTRL+C to break

Reply from 30.1.1.1: bytes=56 Sequence=1 ttl=254 time=2 ms
Reply from 30.1.1.1: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 30.1.1.1: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 30.1.1.1: bytes=56 Sequence=4 ttl=254 time=2 ms
Reply from 30.1.1.1: bytes=56 Sequence=5 ttl=254 time=1 ms

--- Ping statistics for 30.1.1.1 -—-
5 packet(s) transmitted, 5 packet(s) received, 0.00% packet loss
round-trip min/avg/max/std-dev = 1/1/2/1 ms

# Switch D R E/RE RS Switch AL, FH B HIM RS, 30.1.1.0/24 W B B EHAPR AT
PL5 20.1.1.0/24 W EX N I ENLELE .

[SwitchD] ping -a 30.1.1.1 20.1.1.1

Ping 20.1.1.1: 56 data bytes, press CTRL+C to break

Reply from 20.1.1.1: bytes=56 Sequence=1 ttl=254 time=2 ms
Reply from 20.1.1.1: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 20.1.1.1: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 20.1.1.1: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 20.1.1.1: bytes=56 Sequence=5 ttl=254 time=1 ms

--- Ping statistics for 20.1.1.1 -—-
5 packet(s) transmitted, 5 packet(s) received, 0.00% packet loss
round-trip min/avg/max/std-dev = 1/1/2/1 ms

6.6 BCENH

(] Switch A:



vian 2
#
vlan 3
#
vlan 6
#
nga entry admin test
type icmp-echo
destination ip 10.2.1.4
frequency 100
next-hop ip 10.1.1.2

reaction 1 checked-element probe-fail threshold-type consecutive 5 action-type
trigger-only

#
nga schedule admin test start-time now lifetime forever
#
interface Vlan-interface2
ip address 10.1.1.1 255.255.255.0
#
interface Vlan-interface3
ip address 10.3.1.1 255.255.255.0
#
interface Vlan-interface6
ip address 20.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 2
#
interface GigabitEthernetl1/0/2
port link-mode bridge
port access vlan 3
#
interface GigabitEthernet1/0/3
port link-mode bridge
port access vlan 6
#
ip route-static 10.2.1.0 24 10.1.1.2
ip route-static 30.1.1.0 24 10.1.1.2 track 1
route-static 10.4.1.0 24 10.3.1.3 preference 80
ip route-static 30.1.1.0 24 10.3.1.3 preference 80

#
track 1 nga entry admin test reaction 1
#
. Switch B :
#
vian 2
#



vlan 5
#

interface Vlan-interface2

ip address 10.1.1.2 255.255.255.0
#

interface Vlan-interface5

ip address 10.2.1.2 255.255.255.0
#

interface GigabitEthernetl/0/1

port link-mode bridge

port access vlan 2
#

interface GigabitEthernetl1/0/2

port link-mode bridge

port access vlan 5
#

ip route-static 20.1.1.0 24 10.1.1.1
ip route-static 30.1.1.0 24 10.2.1.4
#

. Switch C

#
vian 3
#
vlan 4
#

interface Vlan-interface3

ip address 10.3.1.3 255.255.255.0
#

interface Vlan-interface4

ip address 10.4.1.3 255.255.255.0
#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 3
#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 4
#

ip route-static 20.1.1.0 24 10.3.1.1
ip route-static 30.1.1.0 24 10.4.1.4

#

) Switch D
#

vlan 4

#

vlan 5



vlan 7
#
nga entry admin test
type icmp-echo
destination ip 10.1.1.1
frequency 100
next-hop ip 10.2.1.2
reaction 1 checked-element probe-fail threshold-type consecutive 5 action-type
trigger-only
#
nga schedule admin test start-time now lifetime forever
#
interface Vlan-interface4
ip address 10.4.1.4 255.255.255.0
#
interface Vlan-interface5
ip address 10.2.1.4 255.255.255.0
#
interface Vlan-interface7
ip address 30.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 4
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 5
#
interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 7
#
ip route-static 10.1.1.0 24 10.2.1.2
ip route-static 20.1.1.0 24 10.2.1.2 track 1
ip route-static 10.3.1.0 24 10.4.1.3 preference 80
ip route-static 20.1.1.0 24 10.4.1.3 preference 80
#
track 1 nga entry admin test reaction 1
#

6.7 FHXER

o JUAMIE “ZRECR-IPEMBECEIRT” PR “EaSERH .
o UMEE “ZEHAR-IPHHEIGRSSET PR CHAHE.
o UMMEE “FIEMERCENRS” ) “Track”s
o UREE “WEMGSSE” P “Track”.
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7 F

7.1

7.2

7.3

SMELE RI% & Web D1

Y Zax
8] 71

ARZE B AAE T HTTP J5 35 W BOE 5 i % Web U & 5

4B oK

WK 7 fizn, Host 52L& iE 1P M2 AHE % rliA, EoR Host filid HTTP J7 s R BL

% 5% Switch B[] Web Tif .
E7 EMEERIZE Web TTEEME

. VIan—inthO@Vlan—intZOO

10.1.1.1/24 20.1.1.1/24

Host Switch A

10.1.1.2/24
Gateway: 10.1.1.1

BLELER

1. fg & Switch A
# 67 VLAN, 7£ VLAN H NG B i 1

<SwitchA> system-view

[SwitchA] vlan 100

[SwitchA-vlan100] port gigabitethernet
[SwitchA-vIan100] quit

[SwitchA] vlan 200

[SwitchA-vIan200] port gigabitethernet
[SwitchA-vIan200] quit

[SwitchA] interface vlan-interface 100
[SwitchA-VIan-interfacelO0] ip address
[SwitchA-VIan-interfacelO0] quit
[SwitchA] interface vlan-interface 200
[SwitchA-VIan-interface200] ip address
[SwitchA-VIan-interface200] quit

# ORI E

[SwitchA] save force

2. Bt & Switch B
# 67 VLAN, 7£ VLAN HI NGB [ 1

<SwitchB> system-view

[SwitchB] vlan 200

[SwitchB-vIan200] port gigabitethernet
[SwitchB-vIan200] quit

[SwitchB] interface vlan-interface 200
[SwitchB-VIan-interface200] ip address

vmmmzo@

20.1.1.2/24
Switch B

, JFECE % VLAN B0 1P bk,

17071

17072

10.1.1.1 24

20.1.1.1 24

, JFECE % VLAN £ 01 1P Hihk .

17071

20.1.1.2 24
12



[SwitchB-Vlan-interface200] quit

# 10 & Web i /' 4y admin, WAIE 2515 4 hello12345, IR 252554 4 http, F F /1 £ network-admin.
[SwitchB] local-user admin

[SwitchB-luser-manage-admin] service-type http

[SwitchB-luser-manage-admin] authorization-attribute user-role network-admin
[SwitchB-luser-manage-admin] password simple hellol12345

[SwitchB-luser-manage-admin] quit

# ELEITE HTTP 5

[SwitchB] ip http enable

# BCE A

[SwitchB] ip route-static 10.1.1.0 24 20.1.1.1

# ORI E .

[SwitchB] save force
3. B & Host
A Host Bit & 1P s>y 10.1.1.2, ##i%°K 255.255.255.0, Mk A 10.1.1.1.

7.4 WAL &

# 1E Host {1/ ping #r4- 41k Switch B s 75 ilik (g A1 228 1)3AE 24828 Windows XP)
C:\Documents and Settings\Administrator>ping 20.1.1.2

Pinging 20.1.1.2 with 32 bytes of data:

Reply from 20.1.1.2: bytes=32 time=1ms TTL=126
Reply from 20.1.1.2: bytes=32 time=1ms TTL=126
Reply from 20.1.1.2: bytes=32 time=1lms TTL=126
Reply from 20.1.1.2: bytes=32 time=1lms TTL=126

Ping statistics for 20.1.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms
# {E Host [ Vi 85 bk A Py %\ Switch B [ IP Mok JF[RI 4, S84 R Web B 50T . 7EA
T A P A, flr<& S>RE RISk, & s)a, H AT DALERC B XM B & 2547
FHRACE -

13



&8 Switch B B Web &R T1H

7.5 BEENXH

(] Switch A:

#
vlan 100
#
vlan 200
interface Vlan-interfacelO0
ip address 10.1.1.1 255.255.255.0
#
interface Vlan-interface200
ip address 20.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 200

#

. Switch B :
#

vian 200

#

interface Vlan-interface200
ip address 20.1.1.2 255.255.255.0
#

14



interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 200
#
ip route-static 10.1.1.0 24 20.1.1.1
#
local-user admin class manage
password hash

$h$6$Bdghpnj IwOBmHMMtSrQ/FQEWNS9gVhEpdZY3hjvWSYXCt1+9ngtivuAwrvFACDVE8AepcSxtprJR5XAdrYb
XQE76FumgUszLRn03a0g==

service-type http
authorization-attribute user-role network-admin
authorization-attribute user-role network-operator
#
ip http enable
#

7.6 HHXAER

o UMEE “ZESAR-IP BB ERS” TR CEAHE.
o UMEE “ZESAR-IPHHEIGSSET PR CHAHE.
o UMEE “EMRCERST P BRI
o JAMECE “HALaTSZET ) “CERIE
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1 RIP ZEATheEAC &

1.1

1.2

1.3

Jehe
iy

B RIP FEATBERIEC B T

4B oK

W 1R, BERPTA R EET RIP-2 B0, Host A F1 Host B % & EHLAE HAHIES .

E1 RIP &AL E HMWE

Switch A vian-int100 Switch B Vian-int200 Switch C
10.1.1.1/24 @ 20.1.1.2/24
Vlan-int100 Vlan-int200
Vlan-int300 10.1.1.2/24 20.1.1.1/24 Vlan-int400
30.1.1.1/24 40.1.1.1/24
Host A Host B
30.1.1.2/24 40.1.1.2/24
= _IJ:
=

1. il & Host A #1 Host B

N Host ABCE IP Hihk>y 30.1.1.2, #4474 255.255.255.0, Moty 30.1.1.1.
A Host B ECE IP Hihit Ay 40.1.1.2, #1374 255.255.255.0, WocHihly 40.1.1.1.

2. Big & Switch A
# 0% VLAN, 7E VLAN FADASS B sg H, FFRCE % VLAN #2 0 1 IP bk,

<SwitchA> system-view

[SwitchA] vlan 100

[SwitchA-vlan100] port gigabitethernet 1/0/1
[SwitchA-vlan100] quit

[SwitchA] vlan 300

[SwitchA-v1an300] port gigabitethernet 1/0/2
[SwitchA-vIan300] quit

[SwitchA] interface vlan-interface 100
[SwitchA-VIan-interfacelO0] ip address 10.1.1.1 24
[SwitchA-VIan-interfacelO0] quit

[SwitchA] interface vlan-interface 300
[SwitchA-VIan-interface300] ip address 30.1.1.1 24
[SwitchA-VIan-interface300] quit

# L& RIP-2.



[SwitchA] rip

[SwitchA-rip-1] network 10.1.1.0
[SwitchA-rip-1] network 30.1.1.0
[SwitchA-rip-1] version 2
[SwitchA-rip-1] undo summary
[SwitchA-rip-1] quit

# ORI E .

[SwitchA] save force

3. Big & Switch B
# B4 VLAN, 7E VLAN FIIASS B 1, FFRCE % VLAN #2011 1P bk,

<SwitchB> system-view

[SwitchB] vlan 100

[SwitchB-vlan100] port gigabitethernet 1/0/1
[SwitchB-vlan100] quit

[SwitchB] vlan 200

[SwitchB-vlan200] port gigabitethernet 1/0/2
[SwitchB-vlan200] quit

[SwitchB] interface vlan-interface 100
[SwitchB-Vlan-interfacelO0] ip address 10.1.1.2 24
[SwitchB-Vlan-interfacelO0] quit

[SwitchB] interface vlan-interface 200
[SwitchB-Vlan-interface200] ip address 20.1.1.1 24
[SwitchB-VIan-interface200] quit

# ML E RIP-2,

[SwitchB] rip

[SwitchB-rip-1] network 10.1.1.0

[SwitchB-rip-1] network 20.1.1.0

[SwitchB-rip-1] version 2

[SwitchB-rip-1] undo summary

[SwitchB-rip-1] quit

# RIFBCE

[SwitchB] save force

4. B2 ¥ Switch C
# 0% VLAN, 7E VLAN FIIASS B sg I, FFRCE % VLAN #2 0 1 IP bk,

<SwitchC> system-view

[SwitchC] vlan 200

[SwitchC-vIan200] port gigabitethernet 1/0/1
[SwitchC-vIan200] quit

[SwitchC] vlan 400

[SwitchC-vIan400] port gigabitethernet 1/0/2
[SwitchC-vIan400] quit

[SwitchC] interface vlan-interface 200
[SwitchC-Vlan-interface200] ip address 20.1.1.2 24
[SwitchC-Vlan-interface200] quit

[SwitchC] interface vlan-interface 400
[SwitchC-VIan-interface400] ip address 40.1.1.1 24

2



[SwitchC-VIan-interface400] quit
# ML E RIP-2,

[SwitchC] rip

[SwitchC-rip-1] network 20.1.1.0
[SwitchC-rip-1] network 40.1.1.0
[SwitchC-rip-1] version 2
[SwitchC-rip-1] undo summary
[SwitchC-rip-1] quit

# RIFBCE

[SwitchC] save force

1.4 WiERCE

# BF Switch A RIP B HIR(E R
[SwitchA] display rip 1 route
Route Flags: R - RIP, T - TRIP
P - Permanent, A - Aging, S - Suppressed, G - Garbage-collect
D - Direct, O - Optimal, F - Flush to RIB

Peer 10.1.1.2 on Vlan-interfacelO0

Destination/Mask Nexthop Cost Tag Flags Sec

20.1.1.0/24 10.1.1.2 1 0 RAOF 27

40.1.1.0/24 10.1.1.2 2 0 RAOF 27
Local route

Destination/Mask Nexthop Cost Tag Flags Sec

10.1.1.0/24 0.0.0.0 0 0 RDOF -

30.1.1.0/24 0.0.0.0 0 0 RDOF -

# & F Switch B 1] RIP # £ A5 5.
[SwitchB] display rip 1 route
Route Flags: R - RIP, T - TRIP
P - Permanent, A - Aging, S - Suppressed, G - Garbage-collect
D - Direct, O - Optimal, F - Flush to RIB

Peer 10.1.1.1 on Vlan-interfacelO0

Destination/Mask Nexthop Cost Tag Flags Sec

30.1.1.0/24 10.1.1.1 1 0 RAOF 0
Peer 20.1.1.2 on Vlan-interface200

Destination/Mask Nexthop Cost Tag Flags Sec

40.1.1.0/24 20.1.1.2 1 0 RAOF 9
Local route

Destination/Mask Nexthop Cost Tag Flags Sec

20.1.1.0/24 0.0.0.0 0 0 RDOF -

10.1.1.0/24 0.0.0.0 0 0 RDOF -

# &% Switch C () RIP B¢ 1R {5 E .
[SwitchC] display rip 1 route
Route Flags: R - RIP, T - TRIP
P - Permanent, A - Aging, S - Suppressed, G - Garbage-collect



D - Direct, O - Optimal, F - Flush to RIB

Peer 20.1.1.1 on Vlan-interface200

Destination/Mask Nexthop Cost Tag Flags Sec

10.1.1.0/24 20.1.1.1 1 0 RAOF 32

30.1.1.0/24 20.1.1.1 2 0 RAOF 32
Local route

Destination/Mask Nexthop Cost Tag Flags Sec

20.1.1.0/24 0.0.0.0 0 0 RDOF -

40.1.1.0/24 0.0.0.0 0 0 RDOF -

# 1E Host A LAf1 ] piing #r & %iE Host B /2 75 ilik (i A1 2228 1)3AE R 4828 Windows XP)
C:\Documents and Settings\Administrator>ping 40.1.1.2

Pinging 40.1.1.2 with 32 bytes of data:

Reply from 40.1.1.2: bytes=32 time=1ms TTL=126
Reply from 40.1.1.2: bytes=32 time=1ms TTL=126
Reply from 40.1.1.2: bytes=32 time=1lms TTL=126
Reply from 40.1.1.2: bytes=32 time=1lms TTL=126

Ping statistics for 40.1.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1lms, Average = 1ms

1.5 BeEXH

(] Switch A:

#
rip 1
undo summary
version 2
network 10.0.0.0
network 30.0.0.0
#
vlan 100
#
vlan 300
#
interface Vlan-interfacel0O0
ip address 10.1.1.1 255.255.255.0
#
interface Vlan-interface300
ip address 30.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100



#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 300

#

. Switch B :

#
rip 1
undo summary
version 2
network 10.0.0.0
network 20.0.0.0
#
vlan 100
#
vlan 200
#
interface Vlan-interfacelO0
ip address 10.1.1.2 255.255.255.0
#
interface Vlan-interface200
ip address 20.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 200
#
) Switch C :
#
rip 1
undo summary
version 2
network 20.0.0.0
network 40.0.0.0
#
vlan 200
#
vlan 400
#
interface Vlan-interface200
ip address 20.1.1.2 255.255.255.0
#
interface Vlan-interface400
ip address 40.1.1.1 255.255.255.0



#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 200

#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 400

#

1.6 tHHEZEHR

o JUAMECE “Z=RBOR-IPHHBECEIRS” TH “RIP7,
o UVREE “=ZFEHEARPEHGLSZE” P “RIP
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1 REETHOCR IPv4 bk i SRS 8% B
1.1 fajfy

AR ZBINPFE TR SCYR 1Pv4 kb f 50 4% i i &5 7 .
1.2 AMFEK

W 1 Fras, Switch A 23515 Switch B A1 Switch C #Hi%E. BB A, i Switch A Y
ViR IR %5 %% 114.114.114.114/24 K1 SCHRAR BE % 1% M Switch B #%% .

PLERAE Switch A LG E SRISES L, #2807 M IR 4528 114.114.114.114/24 R

. JUHL Vlan-interface2 U EI R HLIE Y 192.168.2.0/24 .30, %R SCH T — Bk 52 17 2]
Switch C % ;

o HARISCUIM Switch B #
E1 EFMRITIF IPv4 ki SREE B B fC Z 280 W E

192.168.1.0/24

Switch B

Host A

Vlan-int5

Vlan-intl Switch D

Vlan-int7 Server

Vian-int2 | vjan.-int4 Vian-int6 114.114.114.114/24

Host B

>
. Switch A
>
>

Vlan-int4 Vlan-int6é
192.168.2.0/24 Switch C
K& Hu |P 3t 31k K& Hu P31k
Switch A Vlan-intl 192.168.1.1/24 Switch C Vlan-int4 20.20.20.2/24
Vlan-int2 192.168.2.1/24 Vlan-int6 40.40.40.1/24
Vlan-int3 10.10.10.1/24 Switch D Vlan-int5 30.30.30.2/24
Vlan-int4 20.20.20.1/24 Vlan-int6 40.40.40.2/24
Switch B Vlan-int3 10.10.10.2/24 Vlan-int7 114.114.114.1/24
Vlan-int5 30.30.30.1/24

1.3 ILEXE

1. il & Host A #1 Host B

A Host ABCE IP Mkt 192.168.1.2, F&hS kN 255.255.255.0, Wil 192.168.1.1.
A Host B L& IP Hihib Ay 192.168.2.2, ##&4L K 255.255.255.0, Mol 192.168.2.1.



2. B2 & Switch A
# 0% VLAN, 7E VLAN FIIASS B I, FFRCE % VLAN #2011 1P bk,

<SwitchA> system-view

[SwitchA] vlan 1

[SwitchA-vlanl] port gigabitethernet 1/0/1
[SwitchA-vlanl] quit

[SwitchA] vlan 2

[SwitchA-vlan2] port gigabitethernet 1/0/2
[SwitchA-vlIan2] quit

[SwitchA] vlan 3

[SwitchA-vlan3] port gigabitethernet 1/0/3
[SwitchA-vlIan3] quit

[SwitchA] vlan 4

[SwitchA-vlan4] port gigabitethernet 1/0/4
[SwitchA-vland4] quit

[SwitchA] interface vlan-interface 1
[SwitchA-Vlan-interfacel] ip address 192.168.1.1 24
[SwitchA-VIan-interfacel] quit

[SwitchA] interface vlan-interface 2
[SwitchA-Vlan-interface2] ip address 192.168.2.1 24
[SwitchA-VIan-interface2] quit

[SwitchA] interface vlan-interface 3
[SwitchA-VIan-interface3] ip address 10.10.10.1 24
[SwitchA-Vlan-interface3] quit

[SwitchA] interface vlan-interface 4
[SwitchA-VIan-interface4] ip address 20.20.20.1 24
[SwitchA-Vlan-interface4] quit

# WCE H bbb 2 114.114.114.114/24 (S EEH . ERRCE RIS H IS OLT, Fra il B i
hk 114.114.114.114/24 [ ST M Switch B #%

[SwitchA] ip route-static 114.114.114.114 24 10.10.10.2

# 7€ X V7 H{E 5% ACL 3000, HISKULECIsHAEy 192.168.2.0/24 W EX IR C .

[SwitchA] acl advanced 3000

[SwitchA-acl-ipv4-adv-3000] rule permit ip source 192.168.2.0 0.0.0.255
[SwitchA-acl-ipv4-adv-3000] quit

# € Vi A ¥4 ACL 3001, HkUUEC 5 H 4k 192.168.2.0/24 M Bx, H iy ik 2
192.168.1.0/24 [ 3.

[SwitchA] acl advanced 3001

[SwitchA-acl-ipv4-adv-3001] rule permit ip source 192.168.2.0 0.0.0.255 destination
192.168.1.0 0.0.0.255

[SwitchA-acl-ipv4-adv-3001] quit

# QIR I, 44 FKON aaa, 9N 10, VLA ACL 3001 i, ANE apply hfFE, ik
G SwitchA AN[F142 1 2 [8) HAR VS ) OV B Cn AN BB BNE, U UL HC 3 i) B0 2 ) A AR
HIFARHEATH:, HAHULE N 9/, BCE XSmO A2 523 P AN [ 19X B 22 T EL 7 i A
U e SRmgs it e, SR B0 WT LLE T H e SRS IL T, WISSHE B e B HIAS R X B vT BLEAR T [ D
[SwitchA] policy-based-route aaa permit node 10

[SwitchA-pbr-aaa-10] if-match acl 3001



[SwitchA-pbr-aaa-10] quit

# G SR EX 1 aaa (19715 /1 20, ULEC ACL 3000 i, & apply 201E, faEBdmim ~—Bkh
20.20.20.2,

[SwitchA] policy-based-route aaa permit node 20
[SwitchA-pbr-aaa-20] if-match acl 3000
[SwitchA-pbr-aaa-20] apply next-hop 20.20.20.2
[SwitchA-pbr-aaa-20] quit

# 7£ SwitchA ] Vlan-interface2 % Il _E W FH SRS % H
[SwitchA] interface vlan-interface 2
[SwitchA-Vlan-interface2] ip policy-based-route aaa
[SwitchA-VIan-interface2] quit

# PR WA ICMP H AT IA R SCH) RIE T RE -
[SwitchA] ip unreachables enable

# JF 5 ICMP R SCRIE T BE .

[SwitchA] ip ttl-expires enable

# RIFBCE

[SwitchA] save force

3. Big & Switch B
# B4 VLAN, 7E VLAN FIIASS B 1, FFRCE % VLAN £ H1 IP bk,

<SwitchB> system-view

[SwitchB] vlan 3

[SwitchB-vlan3] port gigabitethernet 1/0/1
[SwitchB-vlan3] quit

[SwitchB] vlan 5

[SwitchB-vlan5] port gigabitethernet 1/0/2
[SwitchB-vlan5] quit

[SwitchB] interface vlan-interface 3
[SwitchB-Vlan-interface3] ip address 10.10.10.2 24
[SwitchB-VlIan-interface3] quit

[SwitchB] interface vlan-interface 5
[SwitchB-VIan-interface5] ip address 30.30.30.1 24
[SwitchB-Vlan-interface5] quit

# B V7 114.114.114.114/32 (RIS H .

[SwitchB] ip route-static 114.114.114.114 24 30.30.30.2
# BC B Viin) 192.168.1.0/24 (1A B H .

[SwitchB] ip route-static 192.168.1.0 24 10.10.10.1
# BCE Vi 192.168.2.0/24 [

[SwitchB] ip route-static 192.168.2.0 24 10.10.10.1
# PR B ICMP H AT IA TR SCHI AL T RE «
[SwitchB] ip unreachables enable

# 15 ICMP R SCRIE TR -

[SwitchB] ip ttl-expires enable

# RATFICE

[SwitchB] save force



4. Bt & Switch C
# 0% VLAN, 7E VLAN FIIASS B s H, FFRCE % VLAN #2 0 1 IP bk,

<SwitchC> system-view

[SwitchC] vlan 4

[SwitchC-vlan4] port gigabitethernet 1/0/1
[SwitchC-vlan4] quit

[SwitchC] vlan 6

[SwitchC-vlan6] port gigabitethernet 1/0/2
[SwitchC-vlan6] quit

[SwitchC] interface vlan-interface 4
[SwitchC-VIan-interface4] ip address 20.20.20.2 24
[SwitchC-VlIan-interface4] quit

[SwitchC] interface vlan-interface 6
[SwitchC-Vlan-interface6] ip address 40.40.40.1 24
[SwitchC-Vlan-interface6] quit

# B V7 114.114.114.114/32 [RS8 H .

[SwitchC] ip route-static 114.114.114.114 24 40.40.40.2
# BCE Viin) 192.168.1.0/24 (1A B H .

[SwitchC] ip route-static 192.168.1.0 24 20.20.20.1

# LB Vi 192.168.2.0/24 AR

[SwitchC] ip route-static 192.168.2.0 24 20.20.20.1

# TR ICMP H A RTIA TR SCH AL T RE .

[SwitchC] ip unreachables enable

# 15 ICMP R SCRIE TR -

[SwitchC] ip ttl-expires enable

# RIFBCE

[SwitchC] save force

5. it & Switch D
# 0% VLAN, 7E VLAN FIIASS B s H, FFRCE % VLAN #2010 1P bk,

<SwitchD> system-view

[SwitchD] vlan 5

[SwitchD-vlan5] port gigabitethernet 1/0/1
[SwitchD-vlan5] quit

[SwitchD] vlan 6

[SwitchD-vlan6] port gigabitethernet 1/0/2
[SwitchD-vlan6] quit

[SwitchD] vlan 7

[SwitchD-vlan7] port gigabitethernet 1/0/3
[SwitchD-vlan7] quit

[SwitchD] interface vlan-interface 5
[SwitchD-Vlan-interface5] ip address 30.30.30.2 24
[SwitchD-VIan-interface5] quit

[SwitchD] interface vlan-interface 6
[SwitchD-VlIan-interface6] ip address 40.40.40.2 24
[SwitchD-VlIan-interface6] quit



[SwitchD] interface vlan-interface 7
[SwitchD-Vlan-interface7] ip address 114.114.114.1 24
[SwitchD-VlIan-interface7] quit

# BCE Viin) 192.168.1.0/24 [1## AR H .

[SwitchD] ip route-static 192.168.1.0 24 30.30.30.1
# BCE Vi 192.168.2.0/24 [

[SwitchD] ip route-static 192.168.2.0 24 40.40.40.1
# PR B ICMP H BT IA TR ST AL T RE «
[SwitchD] ip unreachables enable

# 15 ICMP R SR IE T RE -

[SwitchD] ip ttl-expires enable

# RIFBCE

[SwitchD] save force

1.4 urfc &

# 7 Switch A it display ip policy-based-route 4 1] LA F 3 24 /i 50K B (L& ©
ZRCE
[SwitchA] display ip policy-based-route interface Vlan-interface 2
Policy-based routing information for interface Vlan-interface2:
Policy name: aaa
node 10 permit:
if-match acl 3001
Matches: 0, bytes: O
node 20 permit:
if-match acl 3000
apply next-hop 20.20.20.2
Matches: 0, bytes: 0O
Total matches: 0, total bytes: 0O

# 7f Host A F{¥i[] tracert fr A WiF k%28 114.114.114.114/24 25015 (fH Tracert Tt
AR R4 EIF)E ICMP BB R SR IETIRE, 72 H R FE ICMP B A ATIE R SCRIETNRED -
AT LA BT Switch B # % .

C:\Documents and Settings\Administrator>tracert 114.114.114.114
Tracing route to 114.114.114.114 over a maximum of 30 hops

<1l ms <1l ms <l ms 192.168.1.1
<l ms <1 ms <1l ms 10.10.10.2
<l ms <1l ms <l ms 30.30.30.2
1 ms <1 ms <l ms 114.114.114.114

A W DN PP

Trace complete.
# £ Host B L3 [l tracert a2 iIE IR SS 28 114.114.114.114/24 = 55 7] ik . 7] LAFE FIFR 2 Switch
CH)k, TRMSH e & R o

C:\Documents and Settings\Administrator>tracert 114.114.114.114



Tracing route to 114.114.114.114 over a maximum of 30 hops

<1l ms <1l ms <l ms 192.168.2.1
<1l ms <1l ms <l ms 20.20.20.2
<1l ms <1l ms <1 ms 40.40.40.2
1ms <1l ms <l ms 114.114.114.114

A WO DN P

Trace complete.

1.5 BeEXH

. Switch A:

#
ip unreachables enable
ip ttl-expires enable
#
vian 1
#
vlan 2 to 4
#
policy-based-route aaa permit node 10
if-match acl 3001
#
policy-based-route aaa permit node 20
if-match acl 3000
apply next-hop 20.20.20.2
#
interface Vlan-interfacel
ip address 192.168.1.1 255.255.255.0
#
interface Vlan-interface2
ip address 192.168.2.1 255.255.255.0
ip policy-based-route aaa
#
interface Vlan-interface3
ip address 10.10.10.1 255.255.255.0
#
interface Vlan-interface4
ip address 20.20.20.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 2
#
interface GigabitEthernetl/0/3



port link-mode bridge

port access vlan 3
#

interface GigabitEthernetl/0/4

port link-mode bridge

port access vlan 4
#

ip route-static 114.114.114.114 24 10.10.10.2
#
acl advanced 3000

rule O permit ip source 192.168.2.0 0.0.0.255
#
acl advanced 3001

rule O permit ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
#

. Switch B :

#
ip unreachables enable
ip ttl-expires enable
#
vlan 3
#
vlan 5
#
interface Vlan-interface3
ip address 10.10.10.2 255.255.255.0
#
interface Vlan-interface5
ip address 30.30.30.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 3
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 5
#
ip route-static 114.114.114.114 24 30.30.30.2
ip route-static 192.168.1.0 24 10.10.10.1
ip route-static 192.168.2.0 24 10.10.10.1
#
) Switch C:
#
ip unreachables enable
ip ttl-expires enable
#
vlan 4



#
vlan 6
#
interface Vlan-interface4
ip address 20.20.20.2 255.255.255.0
#
interface Vlan-interface6
ip address 40.40.40.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 4
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 6

ip route-static 114.114.114.114 24 40.40.40.2
ip route-static 192.168.1.0 24 20.20.20.1
ip route-static 192.168.2.0 24 20.20.20.1

. Switch D:

#
ip unreachables enable
ip ttl-expires enable
#
vlan 5 to 7
#
interface Vlan-interface5
ip address 30.30.30.2 255.255.255.0
#
interface Vlan-interface6
ip address 40.40.40.2 255.255.255.0
#
interface Vlan-interface7
ip address 114.114.114.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 5
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 6
#
interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 7



#

ip route-static 192.168.1.0 24 30.30.30.1

ip route-static 192.168.2.0 24 40.40.40.1
#

1.6 tHXZEHR

o JUAMIE “ZRECR-IPEHBECEIRT” PR AR T 7.
o UREE “=FEEAR-PBHGASZE” P CHIRE
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1 IGMP SNoopiNg TRIREC B HERG +++-verveereereere e 1
1.1 ﬁ;—jjl\i
12@mgﬁmmwmwmwmwmwmwmwmmmmmmmwmmmwmmmwmmm:::: ............ 1
b :
AL ;
B L 3
1.6 A DETEIEE «ovreeeereeee ettt



1 IGMP snooping {RI=FC & 157
1.1 #&fr

ARZH - BT E IGMP snooping.
1.2 AMFEK

WE 1 FR, fE— N =B RE&ERA ZZ MRS, % Source [MZHHFH 224.1.1.1 KikdH
#EEAE, Host A Al Host B s& 413641 224.1.1.1 Fj#:U53s (Receiver), Host C AEZH#%4 224.1.1.1
s . BTAECE SR IGMPY2, {REFFTA 22 He bl E#HE TR 2 /9 IGMP Snooping 4742,
FEIk B PR PR IR ) Switch A SR 7824 IGMP Snooping i) #% -

B IEHABEAEAE —ZE MR 37, 7E Switch B _EJFJ3 IGMP snooping, {8 4L3EEIEI K I%4ETE
SEREE (Host A Al Host B).

E1 IGMP snooping i & B M [

Receiver
Host A
GE1/0/2
GEL/0/2 GEL/0/1 GE1/0/1@ GE1/0/3 ‘
Switch A Switch B Receiver

GE1/0/4
Source querier et

224111
. Host C

VLAN 100

1.3 ILELE

1. g & Switch A
# JTJ5 %4 111 IGMP Snooping $#4: .

<SwitchA> system-view

[SwitchA] igmp-snooping

[SwitchA-igmp-snooping] quit

# 4% VLAN 100, 51 GigabitEthernet1/0/1 A1 GigabitEthernet1/0/2 #NEZ VLAN H; 7Ei%
VLAN A {#ifE IGMP Snooping.

[SwitchA] vlan 100

[SwitchA-vlanl100] port gigabitethernet 1/0/1 to gigabitethernet 1/0/2

1



[SwitchA-vlan100] igmp-shooping enable
# 7f VLAN 100 P JFJ& IGMP Snooping 2 %

[SwitchA-vlan100] igmp-snooping querier
[SwitchA-vlan100] quit

# RIFICE, PibfEER

[SwitchA] save
2. Bt & Switch B

# JTJ5 %45 111 IGMP Snooping $#4: .

<SwitchB> system-view

[SwitchB] igmp-snooping

[SwitchB-igmp-snooping] quit

# 4% VLAN 100, #i51 GigabitEthernet1/0/1 #| GigabitEthernetl/0/4 #NEZ VLAN H; 7Ei%
VLAN P {#i§E IGMP Snooping.

[SwitchB] vlan 100

[SwitchB-vlan100] port gigabitethernet 1/0/1 to gigabitethernet 1/0/4
[SwitchB-vlan100] igmp-snhooping enable

[SwitchB-vlIan100] quit

1.4 WiERCE

# &8 Switch B _E IGMP Snooping L% 4H 1115 B .

<SwitchB> display igmp-snhooping group
Total 2 entries.

VLAN 100: Total 2 entries.
(0.0.0.0, 224.1.1.1)
Host ports (2 in total):
GE1/0/2 (00:03:23)
GE1/0/3 (00:03:23)

42 Host C 31 11 GE1/0/4 A 7E IGMP snooping A& 4= 2, HIEEIEE A4 Ki%4 Host C.

1.5 BeEXH

1. Switch A fELE

#

igmp-snhooping

#

vlan 100
igmp-snooping enable
igmp-snooping querier

#

interface GigabitEthernetl/0/1
port access vlan 100

#

interface GigabitEthernetl/0/2



port access vlan 100

#

2. Switch B HUEC &

#

igmp-snooping

#

vlan 100
igmp-snooping enable

#

interface GigabitEthernetl/0/1
port access vlan 100

#

interface GigabitEthernetl/0/2
port access vlan 100

#

interface GigabitEthernetl/0/3
port access vlan 100

#

interface GigabitEthernetl/0/4
port access vlan 100

#

1.6 FHXZER

e URIEE “IPAMMLETS” F1 “IGMP snooping”.
o JRMEE “IPAHMEMLSHE” T “IGMP snooping”.



3O TR AC & IR EEC B 5

Copyright © 2024 $i4E= AR BIRAR AR, RE—IAH.

EZANRBEFT, EMLLMMATEEERED, SHANATHBA R, HREUEMHRIEE.
BEFE= HABRATOEN, AFMHEHMNETARNRER, FoFRERER, b aRFARE.
AR B ATRLER), R BITEM.



o A UL D) 7L PP 1
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1 FeEHRSILIE
1.1 faifr

AN BRSO PRI B 7
1.2 HMEEK

1.2 B 1 RoR, 0N & RN 28 2 B BRI 45 2% = AN X 4, il 3T Device %455 Internet
BERz, PLESRE ACL 528

o EPHEMESIS A A LAVT ] Internet MRS &, AHANRE VS AT A ER
o WIARMRBEVIRS &, ARV Internet A FEAR
El1 @i 1P ki iR 20 & H W [

‘ Servers

10.2.1.0/24

Device
GE1/0/2 GE1/0/1

GE1/0/4

’10.1.1.0/24 .10.1.2.0/24
PC 1 ’ PC1 .

PC 2 PC 2
Admin dept. R&D dept.

1.3 ILELE

(1) PO PR AR ) 25 LR
# B IPv4 FZt ACL 3000
<Device> system-view
[Device] acl advanced 3000
# QU g H Ak e 10.1.2.0/24 W BLIHR .
[Device-acl-ipv4-adv-3000] rule deny ip destination 10.1.2.0 0.0.0.255
[Device-acl-ipv4-adv-3000] quit
# id B A pEThAE, B IPv4 2% ACL 3000 Xt i I GigabitEthernet1/0/4 Y3 i) 1P )3T i
(ApUR/®

[Device] interface gigabitethernet 1/0/4



[Device-GigabitEthernetl/0/4] packet-filter 3000 inbound
[Device-GigabitEthernetl/0/4] quit

(2) B EWTACERH M ZBUR
# @& IPv4 52 ACL 3001.
[Device] acl advanced 3001
# QU SevE H Ak Y 10.2.1.0/24 W BRIk SCGET
[Device-acl-ipv4-adv-3001] rule permit ip destination 10.2.1.0 0.0.0.255
# VRN, AT B p Ry HAb X B R S
[Device-acl-ipv4-adv-3001] rule deny ip
# id B A pEThAE, B IPv4 2% ACL 3001 Xt I GigabitEthernet1/0/3 Y i) 1P ) ST i
(IpUR/#
[Device] interface gigabitethernet 1/0/3

[Device-GigabitEthernetl/0/3] packet-filter 3001 inbound
[Device-GigabitEthernetl/0/3] quit

1.4 WEACE

# T display packet-filter fiy& & & 113 JE DI REAI N HPIRES o
[Device] display packet-filter interface inbound
Interface: GigabitEthernetl1/0/3
Inbound policy:
1Pv4 ACL 3001
Interface: GigabitEthernetl/0/4
Inbound policy:
1Pv4 ACL 3000

i fF B EIR GigabitEthernet1/0/3 fil GigabitEthernet1/0/4 i I b 4 IER N T i JEIhRE
# MBI B3 & B | ping Internet 35S, 45 S50 ping i

C:\>ping www.google.com
Pinging www.google.com [172.217.194.99] with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 173.194.127.242:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
C:\>
# MR RIS & HUid | ping 10.2.1.10 IR& 23R &80 %, WLL ping il .
C:\>ping 10.2.1.10
Ping 192.168.1.60 (10.2.1.10): 56 data bytes, press CTRL+C to break
56 bytes from 10.2.1.10: icmp_seq=0 ttl=255 time=12.963 ms
56 bytes from 10.2.1.10: icmp_seq=1 ttl=255 time=4.168 ms
56 bytes from 10.2.1.10: icmp_seq=2 ttl=255 time=7.390 ms

2



56 bytes from 10.2.1.10: icmp_seq=3 ttl=255 time=3.363 ms

56 bytes from 10.2.1.10: icmp_seq=4 ttl=255 time=2.901 ms

C:\>

# W HE I G B | ping Internet F3EANMEE, 45 AT LA ping i

C:\>ping www.google.com
Pinging www.google.com [172.217.194.99] with 32 bytes of data:

Reply from 172.217.194.99: bytes=32 time=30ms TTL=50
Reply from 172.217.194.99: bytes=32 time=30ms TTL=50
Reply from 172.217.194.99: bytes=32 time=30ms TTL=50
Reply from 172.217.194.99: bytes=32 time=30ms TTL=50

Ping statistics for 172.217.194.99:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 30ms, Maximum = 30ms, Average = 30ms
C:\>

1.5 BEEXH

#
interface Ten-GigabitEthernetl/0/3
port link-mode bridge
packet-filter 3001 inbound
#
interface Ten-GigabitEthernetl/0/4
port link-mode bridge
packet-filter 3000 inbound
#
acl advanced 3000
rule O deny ip destination 10.1.2.0 0.0.0.255
#
acl advanced 3001
rule O permit ip destination 10.2.1.0 0.0.0.255
rule 5 deny ip
#

1.6 tHXZEHR

o  JTAhECE “ACL A QoS BLERT” i) “ACL”.
o UAHECE “ACL M QoS wi4Z%” i) “ACL”.
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1 & IP R
1.1 &

REHIN 1P BRIEECE J572
1.2 AMFEK

W 1 s, A REE B RIERE S SIS EE, TRPERPREFRER =K FTPHE. Wk
SN E. IPIESRE. BANLLHEE N 15Mbps, 7EREHIL%% % DeviceB FLEARE T
FHSL P B A T e«
e IPIBHRERAKIGHEZES 10Mbps
o BN ERIKIFEEZE N 3Mbps
e FTPIEMAIEHEESA 7TMbps
NEEBIBIRE R, ZRTED IHMNIL4 % % DeviceA FIRCERERILIIRE, X &KimEH
KRR HATOAT, R BHE Lk
BT BN L& AHEF N 156Mbps, R ERE DeviceA FRCHE £ HBREDAE, (MIERELLPTA
B SRR AT 15Mbps.
Bl REERSEOREEANTEE

s ik

s |
;@‘ % Dedicated line ch§"

GE1/0/1

& (192.168.1.0/24) ‘ FTP Server
’J (192.168.2.0/24) ‘ Application Server

€ (192.168.3.0/24)

1.3 BEE B

o EPIRERIVIIGE, BB IO RIEN FIERI SIS0 5 o Al ihiseay 40 2 24
SCRIPLSe, PR AR B Y AR Th RERE AN R SR R 4R SC T i BE R A R A BA A v

o T LIAREHRCCIAZI AT LU E ARG H O (¥ DSCP/802.1p 56 4t 8 H bRt A AR S Z ke S,
NORFFFEIGIR LN AR, I ERCA I eS0TI E



1.4 BLE T

= i
BEHATREE A0 Rz BB AT, MAK 1.2 B 1 FM&ayE@ME, % T 4& DeviceA #= DeviceB
AR &AM AT R R (def) 2 VLAN O BCA R E IP A S ), sbia RT3,

1. EfFicIREECE
(1) £ Device A FAIEE =M, 40 HIVCHS =288 SR 1P PIEL.
# QIEILA IPv4 ACL2000, ULHC IP MG AGA IR (JHih)y 192.168.3.0/24 ED .
<DeviceA> system-view
[DeviceA] acl basic 2000
[DeviceA-acl-ipv4-basic-2000] rule permit source 192.168.3.0 0.0.0.255
[DeviceA-acl-ipv4-basic-2000] quit
# QIR 722K voice, DLECHINIY IPv4 ACL 2000.
[DeviceA] traffic classifier voice
[DeviceA-classifier-voice] if-match acl 2000
[DeviceA-classifier-voice] quit
# G IPv4 ACL2001, DLRECMY 55 B A 25 3 Ak iRt B (PRl 7y 192.168.2.0/24 EBD .
[DeviceA] acl basic 2001
[DeviceA-acl-ipv4-basic-2001] rule permit source 192.168.2.0 0.0.0.255
[DeviceA-acl-ipv4-basic-2001] quit
# QI 72K service, ULECELNIA IPv4 ACL 2001,
[DeviceA] traffic classifier service
[DeviceA-classifier-service] if-match acl 2001
[DeviceA-classifier-service] quit
# =2 IPv4 ACL 3000, DLHL@ PC K% FTP i Clitbiik >y 192.168.1.0/24 M L,
H i 1o 200 .
[DeviceA] acl advanced 3000

[DeviceA-acl-ipv4-adv-3000] rule permit tcp destination-port eq 20 source 192.168.1.0
0.0.0.255

[DeviceA-acl-ipv4-adv-3000] quit
# QA2 ftp,  ULACKIN Y IPv4 ACL 3000.
[DeviceA] traffic classifier ftp
[DeviceA-classifier-ftp] if-match acl 3000
[DeviceA-classifier-ftp] quit

(2) QUE=ADRAT A, AES AN ERCAIE R N 6. 4. 2.
# QAT voice, BIF N EARICAHILIELN 6.
[DeviceA] traffic behavior voice
[DeviceA-behavior-voice] remark local-precedence 6
[DeviceA-behavior-voice] quit
# QAT N service, ZEANEFRCAMA LN 4.
[DeviceA] traffic behavior service
[DeviceA-behavior-service] remark local-precedence 4

2



[DeviceA-behavior-service] quit
# QIERAT N ftp, SIMENEFR SRR PN 2.
[DeviceA] traffic behavior ftp

[DeviceA-behavior-ftp] remark local-precedence 2
[DeviceA-behavior-ftp] quit
(3) B QoS Himg I H]
# B QoS g shaping, R ki =20 7> RAAT JiEAT SCHK
[DeviceA] qos policy shaping
[DeviceA-qospolicy-shaping] classifier voice behavior voice
[DeviceA-qospolicy-shaping] classifier service behavior service
[DeviceA-qospolicy-shaping] classifier ftp behavior ftp
[DeviceA-gospolicy-shaping] quit
# % QoS %N 3] GigabitEthernet1/0/2 i I 5[] .
[DeviceA] interface gigabitethernet 1/0/2
[DeviceA-GigabitEthernetl/0/2] qos apply policy shaping inbound
[DeviceA-GigabitEthernetl/0/2] quit
gk FREE, =R DeviceA HIAMAL LK C A B S, BIAT DR & =24 ST 4
HBAFN 73N 64 4. 2.
2. nEEREE
# 1t GigabitEthernet1/0/1 % I EFCE R EHTE, NEZIC (B 6) BlE AW EZ )y 10Mbps.

[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] qos gts queue 6 cir 10240

# 1£ GigabitEthernet1/0/1 ¥ 1 b AL B FL =T, Sl 25 B F S CBA I 4O B 7K i T8 %y 3Mbps.
[DeviceA-GigabitEthernetl/0/1] qos gts queue 4 cir 3072
# 1f GigabitEthernet1/0/1 i I FACE M EHTE, N FTP L (A% 2) ALE K IEEZA TMbps.
[DeviceA-GigabitEthernetl/0/1] qos gts queue 2 cir 7168

3. EOMRRALE

# 1t GigabitEthernet1/0/1 i I FJC B 42 PR, 0 H o 117 7] B9 S AC B 72K 7 3 %4 15Mbps.
[DeviceA-GigabitEthernetl/0/1] qos Ir outbound cir 15360

1.5 WitACE

# {§iff] display qos policy interface i3 &E EIRCIIREMITE .
<Device> display qos policy interface inbound
Interface: GigabitEthernetl/0/2
Direction: Inbound
Policy: shaping
Classifier: voice
Operator: AND
Rule(s) :
If-match acl 2000
Behavior: voice
Marking:
Remark local-precedence 6



Classifier: service
Operator: AND
Rule(s) :
If-match acl 2001
Behavior: service
Marking:
Remark local-precedence 4
Classifier: ftp
Operator: AND
Rule(s) :
If-match acl 3000
Behavior: ftp
Marking:
Remark local-precedence 2
#{fifl display qos gts interface A EENERLNIRLE.
<Device> display gos gts interface
Interface: GigabitEthernetl/0/1
Rule: If-match queue 6
CIR 10240 (kbps), CBS 640000 (Bytes)
Rule: If-match queue 4
CIR 3072 (kbps), CBS 192000 (Bytes)
Rule: If-match queue 2
CIR 7168 (kbps), CBS 448000 (Bytes)
# 1if display qos Ir interface 4 &E#ORENE .
<Device> display qos Ir interface
Interface: GigabitEthernetl/0/1
Direction: Outbound
CIR 15360 (kbps), CBS 960000 (Bytes)

1.6 BEEXH

#
acl basic 2000
rule 0 permit source 192.168.3.0 0.0.0.255
#
acl basic 2001
rule 0 permit source 192.168.2.0 0.0.0.255
#
acl advanced 3000
rule O permit tcp source 192.168.1.0 0.0.0.255 destination-port eq ftp-data
#
traffic classifier ftp operator and
if-match acl 3000
#
traffic classifier service operator and
if-match acl 2001
#
traffic classifier voice operator and



if-match acl 2000
#
traffic behavior ftp
remark local-precedence 2
#
traffic behavior service
remark local-precedence 4
#
traffic behavior voice
remark local-precedence 6
#
qos policy shaping
classifier voice behavior voice
classifier service behavior service
classifier ftp behavior ftp
#
interface GigabitEthernetl/0/1
port link-mode bridge
qos Ir outbound cir 15360 cbs 960000
qos gts queue 6 cir 10240 cbs 640000
qos gts queue 4 cir 3072 cbs 192000
qos gts queue 2 cir 7168 cbs 448000
#
interface GigabitEthernetl/0/2
port link-mode bridge
qos apply policy shaping inbound
#
return

1.7 tHHEER

o JUAhECE “ACL M QoS HELERT” i) “ACL”.
o JUAHECE “ACL M QoS wi4Z%” i) “ACL”.



2 BEERES

2.1

2.2

2.3

M
AR B RG B

ARTK

2.2 B2 fi, PC MRS S MIEQIS, TEUBIEALE QoS Hws i it 41 AHEA I £
BEFELHHL L
AR GELIOIL I GELIOI2 5 IS BRI R SEit, 07 01 HOHSC 5 8.

E2 RES it &8N E

. GE1/0/1 @ GE1/0/2 ‘
PC

Switch Server
192.168.0.2 192.168.0.1

BELER

# QI SN IPv4 ACL3001, HCE 2 2K, T2l ULECYR 1P Hihikhy 192.168.0.2, Hjth
HkRy 192.168.0.1 B EAE IP ikt~ 192.168.0.1, H Kby 192.168.0.2 i .

<Sysname> system-view

[Sysname] acl advanced 3001

[Sysname-acl-ipv4-adv-3001] rule O permit ip source 192.168.0.2 O destination 192.168.0.241
0

[Sysname-acl-ipv4-adv-3001] rule 5 permit ip source 192.168.0.241 0 destination 192.168.0.2
0

[Sysname-acl-ipv4-adv-3001] quit

# QI 72K aa, ULECKHIN Y IPv4 ACL 3001,

[Sysname] traffic classifier aa

[Sysname-classifier-1] if-match acl 3001

[Sysname-classifier-1] quit

# QAT AN aa, BIERICFRIRIL.

[Sysname] traffic behavior aa

[Sysname-behavior-1] accounting packet

[Sysname-behavior-1] quit

# B4 QoS & aa, K b O EIEE VR 7 FEANAT AT ORI o

[Sysname] qos policy aa

[Sysname-qospolicy-aa] classifier aa behavior aa

[Sysname-qospolicy-aa] quit

## ¥ QoS g N 5| GigabitEthernet1/0/1 it H Al GigabitEthernet1/0/2 BN J7 [a1 A1 H 7 1] . (it
A RT DAARSE I 25500, R R AE 283 17 1] P42 1A N7 T R AR 25 s e L ) R T 1D o

[Sysname] interface gigabitethernet 1/0/1

6



[Sysname-GigabitEthernetl/0/1] qos apply policy 1 inbound
[Sysname-GigabitEthernetl/0/1] qos apply policy 1 outbound
[Sysname-GigabitEthernetl/0/1] quit

[Sysname] interface gigabitethernet 1/0/2
[Sysname-GigabitEthernetl/0/2] gos apply policy 1 inbound
[Sysname-GigabitEthernetl/0/2] qos apply policy 1 outbound
[Sysname-GigabitEthernetl/0/2] quit

2.4 BBl E

# 7f PC I ping fR55#81 1P sk, TTUUEHRH 4 MEER, Bk 4 MR,

C:\Users\user>ping 192.168.0.1

IEfE Ping 192.168.0.1 HA 32 =it :

kH 192.168.0.1 MEIF: F75=32 Wf[Al=3ms TTL=255
KH 192.168.0.1 MEIKE: FH4i=32 BfE=1ms TTL=255
KH 192.168.0.1 MG : #45=32 Bf=1ms TTL=255
kH 192.168.0.1 MG : #45=32 Bf=1ms TTL=255

192.168.0.1 K] Ping ilf5R:
FiEf: ©RiE = 4, B8k = 4, ZK = 0 (0% E%K),
FEIRATRE R TF i 1R (A ZE RPN BT -
wE = 1ms, &K = 3ms, ¥ = 1ms
# AEAC L EAE ] GEL/O/1 M GEL/0/2 I L 4EiHE 2, GEL/O/L INH#4% PC, AJ7[IRICA 4
A, GEL/0/2 MiERMRS 4, M7 44, RSCEUHR), Ui W S B R S e K
[Sysname] display qos policy interface
Interface: GigabitEthernetl/0/1
Direction: Inbound
Policy: aa
Classifier: aa
Operator: AND
Rule(s) :
If-match acl 3001
Behavior: aa
Accounting enable:
4 (Packets)

Interface: GigabitEthernetl/0/1
Direction: Outbound
Policy: aa
Classifier: aa
Operator: AND
Rule(s) :
If-match acl 3001
Behavior: aa
Accounting enable:
7 (Packets)



Interface: GigabitEthernetl/0/2
Direction: Inbound
Policy: aa
Classifier: aa
Operator: AND
Rule(s) :
If-match acl 3001
Behavior: aa
Accounting enable:
7 (Packets)

Interface: GigabitEthernetl/0/2
Direction: Outbound
Policy: aa
Classifier: aa
Operator: AND
Rule(s) :
If-match acl 3001
Behavior: aa
Accounting enable:
4 (Packets)

2.5 BEENXH

#
traffic classifier aa operator and
if-match acl 3001
#
traffic behavior aa
accounting packet
#
gos policy aa
classifier aa behavior aa
#
interface GigabitEthernetl/0/1
port link-mode bridge
qos apply policy aa inbound
qos apply policy aa outbound
#
interface GigabitEthernetl/0/2
port link-mode bridge
qos apply policy aa inbound
qos apply policy aa outbound
#
acl number 3001
rule O permit ip source 192.168.0.2 O destination 192.168.0.1 O
rule 5 permit ip source 192.168.0.1 O destination 192.168.0.2 0O
#



2.6 tHx&HER
. PR E “ACL Fl QoSELE 55" Hi) “ACL”,

o UAHECE “ACL M QoS ii4Z%” ] “ACL”.



3 BB QoS FHEZAIE VLAN A% & i)

3.1

3.2

3.3

3.4

BIT

AR FBIA A LA VLAN Z 0 7 A
LH MR

i 3.2 ¥ 3 iz, PCJ&TF VLAN 10, AR%5%8 )T VLAN 20, NL4F%5E, FEBEAZTHILN GEL/0/1
1 GE1/0/2 $2 I & QoS TRM, 25 1A [E VLAN H8 £ BAHVT 1), [5) B AN HoAth 137 &= ) %

&3 fiiE QoS HEZZEE I VLAN |81 & HifEME

IP network

GE1/0/1
Vlan-int10
192.168.1.1

GE1/0/2
Vlan-int20
192.168.2.1

PC Switch Server
192.168.1.2 192.168.2.2
fic & B %
o B SR
e {EPED GigabitEthernetl/0/1 FINJ7 AN QoS &, 2&1E1)i1a VLAN #2111 20 W B3 & i
e {EHI GigabitEthernet1/0/2 f A\ T7 Ml % ] QoS #ig, Z51ET5 1] VLAN #2111 10 B B st % it
%ﬁﬁo
RELE

# MCE VLAN #2 DA IP Hbtik.

<Sysname> system-view

[Sysname] vlan 10

[Sysname-vlanl10] port gigabitethernet 1/0/1
[Sysname-vlanl0] quit

[Sysname] vlan 20

[Sysname-vlan20] port gigabitethernet 1/0/2
[Sysname-vlan20] quit

[Sysname] interface vlan-interface 10
[Sysname-VlIan-interfacelO] ip address 192.168.1.1 24
[Sysname-VIan-interfacelO] quit

[Sysname] interface vlan-interface 20



[Sysname-Vlan-interface20] ip address 192.168.2.1 24
[Sysname-Vlan-interface20] quit

# QI SN 1Pv4 ACL 3000, BCE 1 26800, VLECYR IP Hihkhy 192.168.1.0/24, H Hythll
192.168.2.0/24 )i & .

<Sysname> system-view

[Sysname] acl advanced 3000

[Sysname-acl-ipv4-adv-3000] rule O permit ip source 192.168.1.0 0.0.0.255 destination
192.168.2.0 0.0.0.255

[Sysname-acl-ipv4-adv-3000] quit

# Q72K al, ULECKHIN N 1Pv4 ACL 3000,

[Sysname] traffic classifier al

[Sysname-classifier-al] if-match acl 3000
[Sysname-classifier-al] quit

# QUARAT A a2, By Fdr 0 B BE 0

[Sysname] traffic behavior a2

[Sysname-behavior-a2] filter deny

[Sysname-behavior-a2] quit

# 6% QoS M a3, W4 b O A I FEANGAT N AT ORI
[Sysname] qos policy a3

[Sysname-qospolicy-a3] classifier al behavior a2
[Sysname-qospolicy-a3] quit

## ¥ QoS ik a3 ] F| GigabitEthernet1/0/1 # 1 HI N J7 [f] o
[Sysname] interface gigabitethernet 1/0/1
[Sysname-GigabitEthernetl/0/1] qos apply policy a3 inbound
[Sysname-GigabitEthernetl/0/1] quit

# AU E 2NN IPv4 ACL 3001, ECE 1 45800, VCHECYE IP Hhihkly 192.168.2.0/24, HFHuht A
192.168.1.0/24 i &

[Sysname] acl advanced 3001

[Sysname-acl-ipv4-adv-3001] rule O permit ip source 192.168.2.0 0.0.0.255 destination
192.168.1.0 0.0.0.255

[Sysname-acl-ipv4-adv-3001] quit
# B 28 b1, ULECHEIA 1Pv4 ACL 3001

[Sysname] traffic classifier bl

[Sysname-classifier-bl] if-match acl 3001
[Sysname-classifier-bl] quit

# QAT A b2, By Fdr B0 B BE £

[Sysname] traffic behavior b2

[Sysname-behavior-b2] filter deny

[Sysname-behavior-b2] quit

# 6% QoS M b3, W b O A I/ FEFNGAT N T ORI
[Sysname] qos policy b3

[Sysname-qospolicy-b3] classifier bl behavior b2
[Sysname-qospolicy-b3] quit

## ¥4 QoS % b3 v F GigabitEthernet1/0/2 4z L N TJ7 ] o
[Sysname] interface gigabitethernet 1/0/2
[Sysname-GigabitEthernetl/0/2] qos apply policy b3 inbound

2



[Sysname-GigabitEthernetl/0/2] quit

3.5 WiFfcE

#EHOBCE QoS KEEHT, £ PC L ping Ik%5#5 (1 IP Hudik, wJLLEH AW 4 M EdEa, ik 44
HEa.

C:\Users\user>ping 192.168.2.2

IEfE Ping 192.168.2.2 B 32 FHifHdsE:

kH 192.168.2.2 MEIF: F75=32 Wf[Al=3ms TTL=255

KHE 192.168.2.2 MFEIE: F95=32 KE=1ms TTL=255

KH 192.168.2.2 WFIE: F95=32 i[E=1ms TTL=255

KHE 192.168.2.2 MK : #75=32 K[E=1ms TTL=255

192.168.2.2 [ Ping il R :
Hia: dkiE = 4, Ol = 4, Bk = 0 (0% £XK),
FEIRATRE RIS TF i TR (A ZE RPN BT -
& = 1ms, &K = 3ms, T = 1ms
# EB: O E QoS HiM& )5, 7E PC I+ ping fR45#% ¥ 1P Hulik, RILAEE ping i@

C:\Users\user>ping 192.168.2.2

IEfE Ping 192.168.2.2 HA 32 it :
kHE 192.168.2.2 WREIE: FTLEVE HisEN.
KHE 192.168.2.2 WREIE: JTEEVH HisEN.
kH 192.168.2.2 [WEIL: Tikvim HixEHL.
KHEH 192.168.2.2 WREIE: JTLEVE HisEN.

192.168.2.2 [ Ping ZitEHE:
HE: K% = 4, B8 = 0, £X = 4 (100% ER),

# 1EACH AL BB O QoS el M HIE B
[Sysname] display qos policy interface
Interface: GigabitEthernetl/0/1
Direction: Inbound
Policy: a3
Classifier: al
Operator: AND
Rule(s) :
If-match acl 3000
Behavior: a2
Filter enable: Deny
Interface: GigabitEthernetl/0/2
Direction: Inbound
Policy: b3
Classifier: bl
Operator: AND
Rule(s) :
If-match acl 3001



Behavior: b2
Filter enable: Deny

3.6 BLEX

#
vlan 10
#
vlan 20
#
interface Vlan-interfacelO
ip address 192.168.1.1 255.255.255.0
#
interface Vlan-interface20
ip address 192.168.2.1 255.255.255.0
#
traffic classifier al operator and
if-match acl 3000
#
traffic classifier bl operator and
if-match acl 3001
#
traffic behavior a2
filter deny
#
traffic behavior b2
filter deny
#
qos policy a3
classifier al behavior a2
#
qos policy b3
classifier bl behavior b2
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 10
qos apply policy a3 inbound
#
interface GigabitEthernet1/0/2
port link-mode bridge
port access vlan 20
qos apply policy b3 inbound
#
acl number 3000
rule O permit ip source 192.168.1.0 0.0.0.255 destination 192.168.2.0 0.0.0.255
#
#



acl number 3001
rule O permit ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
#

3.7 FAXER
o PR “ACL FI QoS FLE 55" dif “ACL”,
o PEREE “ACL 1 QoS fr45” diff) “ACL”.

. PN E “ACL Al QoS L ETRS” i) “QoS”.
. FEEERE “ACL F1 QoS A &% ” i) “QoS”.
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1 IP Source Guard 827548 ERIRACE IR
1.1 @&
R EHI - BERASTL B 482 R 20 1P Source Guard HIFL & 77 .

1.2 &R

TN A H B Y55 30 Bl 2H )i 1 EANEERC & IP Source Guard I .
1.3 BMEEK

WK AT, Host A 5 Host B 43 %15 Switch B KJii 11 GigabitEthernet1/0/2. GigabitEthernet1/0/1
AHi%; Host C 45 Switch A i 1 GigabitEthernet1/0/2 #Hi%. Switch B $23] Switch A ¥ I
GigabitEthernet1/0/1 . & EHLIEFHEHASEE T 1P Mk,

IS/ Switch A #1 Switch B _FACHE IPv4 #4052 2RI, i 2 DL & TN 75K
e Switch A i3 [ GigabitEthernet1/0/2 F 2 fti4 Host C KIXH IP i .
e Switch A ff13% [ GigabitEthernet1/0/1 | 04 Host A &I/ IP Sl .
e Switch B fJ¥i 1 GigabitEthernet1/0/2 | R f¥F Host A K% IP RS0 .

e Switch B [1%ii [ GigabitEthernet1/0/1 F R oA 1P thili: 192.168.0.2/24 (1) =L IEN) IP
ociE, BP s iF Host B SEH R JE 7598 v] LA A IP Hidik 55 Host A Hid .

E1 B2 E IP Source Guard B4 48 E2H M E

GE1/0/1 GE1/0/2

Switch A

GE1/0/2 GE1/0/1

Switch B

Host C
IP: 192.168.0.3/24
MAC : 0001-0203-0405

Host A Host B
IP: 192.168.0.1/24 IP: 192.168.0.2/24
MAC: 0001-0203-0406 MAC: 0001-0203-0407

1.4 BB TE

1. Switch A BB E
# 7E3% 1 GigabitEthernet1/0/2 EFRCE IPvA S48 E RS, F0E TR IP Hikib Al MAC Hidik.

<SwitchA> system-view
[SwitchA] interface gigabitethernet 1/0/2
[SwitchA-GigabitEthernetl/0/2] ip verify source ip-address mac-address



#ECE IPvA B SgE £, Y MAC #ilik A 0001-0203-0405. 1P #idik 4 192.168.0.3 f£] Host C
KIEHT P RSB 5 T GigabitEthernet1/0/2.

[SwitchA-GigabitEthernetl/0/2] ip source binding ip-address 192.168.0.3 mac-address
0001-0203-0405

[SwitchA-GigabitEthernetl/0/2] quit
# 7E3 I GigabitEthernet1/0/1 L& IPv4 i I45E DifiE, 452 (P HikiFl MAC ik,

[SwitchA] interface gigabitethernet 1/0/1
[SwitchA-GigabitEthernetl/0/1] ip verify source ip-address mac-address

#HLE IPv4A B840 E 2T, W Y MAC Hidik Ay 0001-0203-0406. IP #idik >y 192.168.0.1 (1] Host A
KIE 1P R CiE R 5 1 GigabitEthernet1/0/1.

[SwitchA-GigabitEthernetl/0/1] ip source binding ip-address 192.168.0.1 mac-address
0001-0203-0406

[SwitchA-GigabitEthernetl/0/1] quit
# RAFICE

[SwitchA] save
2. fig B Switch B B E
# fE3 [ GigabitEthernet1/0/2 L E IPv4 3ha845E ThAs, 45 U5 1P Hihk Al MAC Hiuhik.

<SwitchB> system-view
[SwitchB] interface gigabitethernet 1/0/2
[SwitchB-GigabitEthernetl/0/2] ip verify source ip-address mac-address

#ELE IPv4A B840 E 2T, WY MAC Hidik 5y 0001-0203-0406. IP #idik >y 192.168.0.1 (1] Host A
KIEI 1P R CiE R 5 1 GigabitEthernet1/0/2.

[SwitchB-GigabitEthernetl/0/2] ip source binding ip-address 192.168.0.1 mac-address
0001-0203-0406

[SwitchB-GigabitEthernetl/0/2] quit
# £ 1 GigabitEthernet1/0/1 LCE IPv4 i 48 E ThE, P2V IP Huht.

[SwitchB] interface gigabitethernet 1/0/1
[SwitchB-GigabitEthernetl/0/1] ip verify source ip-address

# BLE IPv4 FrAgie RO, RAW IP Hhk A 192.168.0.2 HIENLRIER 1P i SCiE i i
GigabitEthernet1/0/1.

[SwitchB-GigabitEthernetl/0/1] ip source binding ip-address 192.168.0.2
[SwitchB-GigabitEthernetl/0/1] quit

# RIFICE

[SwitchB] save

1.5 Eurfc &

# 7f Switch A _FE 7~ IPvA B A48 RO B 1) .

[SwitchA] display ip source binding static
Total entries found: 2

IP Address MAC Address Interface VLAN Type
192.168.0.1 0001-0203-0406 GE1/0/1 N/A Static
192.168.0.3 0001-0203-0405 GE1/0/2 N/A Static

# 7F Switch B &7~ IPvA A4 58 LB Il .

2



[SwitchB] display ip source binding static
Total entries found: 2

IP Address MAC Address Interface VLAN Type
192.168.0.1 0001-0203-0406 GE1/0/2 N/A Static
192.168.0.2 N/A GE1/0/1 N/A Static
=]
1.6 BLEXH
) SwitchA
#

interface GigabitEthernetl/0/1

port link-mode bridge

ip verify source ip-address mac-address

ip source binding ip-address 192.168.0.1 mac-address 0001-0203-0406
#

interface GigabitEthernetl/0/2

port link-mode bridge

ip verify source ip-address mac-address

ip source binding ip-address 192.168.0.3 mac-address 0001-0203-0405

SwitchB

#
interface GigabitEthernetl/0/1
port link-mode bridge
ip verify source ip-address
ip source binding ip-address 192.168.0.2
#
interface GigabitEthernetl/0/2
port link-mode bridge
ip verify source ip-address mac-address
ip source binding ip-address 192.168.0.1 mac-address 0001-0203-0406
#

1.7 tHHEER

. P E ‘e BRS” T “IP Source Guard”.
. PINEE “2hmd 5% R “IP Source Guard”s
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1 BB &&1EN SSH R %%
1.1 &G
REBIN AR E W &N SSH IRS 2810 7575

1.2 AWK

Wi 1 Fs, Switch /£ SSH AR454%, 5% i Hostl F1 Host2 2 [A] % AT iA . Hostl il Host2

T ELE Y SSH & # Switch X BTG B . HEER:

e Switch @it SSH ) password A ilE 7 =1 publickey AE 77 2043 1% Hostl #1 Host2 #1734
iE, AELFETE Switch Al 78 il

o Hostl &M 4K client001, 25144 hello12345, &4 Ja il LME H TG fr 4

e Host2 fJ&FH 4N client002, I AR N RSA, B & 5 mT UME AT A dr 4.

Bl1 & &1EH SSH AR S ER4AME

SSH client001

‘192.168.1.56/24
SSH server

Hostl Vlan-int2

192.168.1.40/24
SSH client002 XGE1/0/2
Switch
‘192.168.1.55/24

Host2

1.3 ILELE

1. Big & SSH & P Host2

# 4 R RSA BT .
% P imiadT PUTTYGen.exe, fESEEHik#F “SSH-2 RSA”, fii<Generate>, FoAER b
AT



B2 £EFIRER (DB 1D

o PulIY Eey Generator

File Eey Conversionz Help

ke
Mo key,

Actionz

Generate a public/private key pair - Generate |

Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
() 55H-1 (R34 () S5H-2RSA ) 55H-2 DSA

Mumber of bitz in & generated kew 1024

FEP A E Y I RE T T AR B S, ARSI R T T B O BRE% tbR 1L BERE 2 A1 3t
T, BNGERRRR RS, B A, LS,

B3 E£EFInER (P& 2)

& PullIY Eey Generator

File EKey Conwerszionz Help
Fey
Flease generate some randomness by moving the mouse over the blank, area.

Actions
Generate a public/private key pair
Load an exizting private key file

Save the generated key

Farameters

Type of key to generate;

MHurmber of bits in a generated key: I:I




EHX A G, miidi<Save public key>, HAfFfE A4 key.pub, s <CRAF>1%5H
B4 EREFIHZH GF3)

f PulIY Eey Generator

File Key Conwerszionz Help

F.en
Public key for pazting into DpenS5H authorized_keys file:

zzherza

Ab0AR INzall po2EALAR anAlE AT BHMT mEpT Br £ 841 T Ci22ufE 05 n1 26TOU
2OCEL2Y ey M SF 23K 70Xl +zpvl) ndc Pt 3aib w1 gG B uk pBhl =PhrEmaF 1jzad B 4H DI
F+55FIHRGHE 02405 5:ZebFdT kg2 v+ 3i7 0K a9R GO B wiZy M wDI7 Ou/ndhyZF
RFk= rza-key-20060818

K.ey fingerprint: |ssh-rsa 1024 8e:d5:5a:80: 7d:c3:d3:9e:81:56:ed:01:c1:8d:ca:8e

F.ey comment: |rsa-key-2DDEDS1 8

Fey pazsphrase: |

Confirm pazzphraze: |

Actiong

Generate a public/private key pair
Load an exizting private key file

Save the generated key Save public key ] l Save private key ]
Parameters

Type of key to generate;

() S5H-1 (RS54 (3) S5H-2 RS& () 55H-2 D54

Mumber of bits in a generated key: 1024

rifi<Save private key>fF it FAEH, # H B HE, FEBE 2 A ORAF BT SR FE e FAEH, fidhi<Yes>,
HNALE SO 42 private.ppk, A RAE.

&5 £REFinRA (FE4)
i

Are wou sure you wank to save this key
without a passphrase to proktect k7

P A R, TR A SIS key.pub i FTP/TFTP 5 R _EAE R RSS2, BAkid
TR

2. B & SSH IR 28

# e B 15254 RSA 8T

<Switch> system-view

[Switch] public-key local create rsa

The range of public key modulus is (512 ~ 4096).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:



Generating Keys...

Create the key pair successfully.

# e B WS E ) DSA B IR .

[Switch] public-key local create dsa

The range of public key modulus is (5612 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

Create the key pair successfully.

# M0 B WA E i ECDSA %814 .

[Switch] public-key local create ecdsa secp256rl
Generating Keys. ..

Create the key pair successfully.

# JF )5 SSH k%5 #=Zh g .

[Switch] ssh server enable

# 6% VLAN 2, 3£¥ Ten-GigabitEthernet1/0/2 il \ VLAN 2.

[Switch] vlan 2

[Switch-vlan2] port ten-gigabitethernet 1/0/2

[Switch-vlan2] quit

# MCE VLAN #2100 2 /9 1P Mk, 27 il i iz bbb i 4 SSH JIRs5 4%«

[Switch] interface vlan-interface 2

[Switch-VIan-interface2] ip address 192.168.1.40 255.255.255.0
[Switch-VIan-interface2] quit

# BB VTY P RHAE T 20N scheme, SSH & /il VTY F PR B 5% .
[Switch] line vty 0 63

[Switch-line-vty0-63] authentication-mode scheme

[Switch-line-vty0-63] quit

# QIEAMA P cliento0l, JE&EH %54 hellol2345. k%K %4 SSH. H A Ml
network-admin,

[Switch] local-user client001 class manage

New local user added.

[Switch-luser-manage-client001] password simple hellol12345
[Switch-luser-manage-client001] service-type ssh
[Switch-luser-manage-client001] authorization-attribute user-role network-admin
[Switch-luser-manage-client001] quit

# MU key.pub H3 NI I AEH, 448 switchkey.

[Switch] public-key peer switchkey import sshkey key.pub

# & E SSH H 7 client002 BN iETT 2N publickey, JFf4EE AN switchkey.

[Switch] ssh user client002 service-type stelnet authentication-type publickey assign

publickey switchkey
# QRS BEAH A P client002, FFE RSKAN SSH, P #i 4 4 network-admin.



[Switch] local-user client002 class manage
New local user added.
[Switch-luser-manage-client002] service-type ssh

[Switch-luser-manage-client002] authorization-attribute user-role network-admin

[Switch-luser-manage-client002] quit

1.4 $uFfcE

Z

SSH & P st 81k %, KT P VAR P s 44 PUTTYO0.60 4 #1359 SSH & P s 648 B 7 ik,

# ‘%% PUTTY0.60 A

# FTFF PuTTY.exe 27, siidi “Session” ZhaglX, HILWE 6 Armr% - bilic & 5 -

e fE “HostName (or IP address) ” SCAHEH i N SSH k5451 IP Hiki>h 192.168.1.40.
o {E “Port” SUAMEFHN SSH PRl 22,

e {E “Connection type” XiHi%£# SSH thil.

[El6 SSH ZFunfcEARE

#® PuTTY Configuration ? %

Category:

=- Sgssion Basic options for your PuTTY session

| i Logging Specify the destination you want to connect ta
[=J- Temninal

- Keyboard Host Mame (or IP address) Port

Bl 152 .168.1.40 22

- Features Connection type:

= Window () Raw () Telnet ) Rlogin @ S5H () Serial
- Sppearance
- Behaviour
- Translation
- Selection

- Colours -
Default Settings
=~ Connection Logd

. Data

Load, save or delete a stored session
Saved Sessions

- Prowy
- Telnet Delete

- Rlogin
- 55H
- Seral

Close window on exit: )
) Mways () Never @ Only on clean exit

About ] [ Help [ COpen ] [ Cancel

1. Hostl i client001 A password IAIES RiEHE SSH fR5528.
#EE 6 S, Hidi<Open>f&fl. i “PuTTY Security Alert” XFifAE.




El7 SSHZFmERAE (—)

PuTTY Security Alert x

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1024 6b:b3:3f:b7:a0:30:cd:32:Ha:e0:be:d7:ea:03: 1107
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

Yes No Cancel Help

# B “Yes” ¥4, FHHINFF 4 “client001” 244 “hello12345” (i N3RS AL 5D, Bl
Al R E SRR & E T 4
El8 SSH ZFimnERA@ (Z)

2. Host2 i client002 F§ RSA IAIES iE E SSH fR&% &,

# i 7o S M4~ Connection->SSH”, tH I & 9 1) 7t fil - 1 £ Preferred SSH protocol version”
y\j “2”0



[E9 Stelnet & ik E R E

5 PuTTY Configuration

Categony:
Logging A Options controling S5H connections
& Terminal Data to send to the server
Feyboard
BRemote command:
Bell
Features |
(=) Window .
Frotocol options
Appearance
Behavwiaur [] Dan't allocate a pseuda-teminal
Tranzlation [ Dan't start & shell ar command at al
Selection [ Enable compression
Colours Preferred SSH protocal version:
(=) Conmection 1 only O1 ®2z (2 only
Data . .
Prosy Encryption options
Telnet Encryption cipher selection palicy:
Rlogin AES [SSH-2 only)
Blowfizh U
e IDES =
- warn below here -
Auth DES
=11
Tunnels []Enable legacy use of single-DES in S5H-2
Bugs b
|

B AN A “ Connection->SSH” R HI“ Auth” GAE), H 31 & 10 KI5 . Hdi<Browse...
Fedl, SR SO 1. RS O B AR 55 A i 1 A A B T FAEH SO private.ppke

E10 Stelnet & ikl E A H

:_\ PuITY Configuration

Cateqgony:
= Sesgian ~ Optianz contralling $5H authentication
o7 Lloglglng Authentication methods
emg;;'boar 4 [ Attempt TIS or CryptoCard auth (S5H-1)
Bell Afternpt “keyboard-jnteractive’ auth [S5H-2)
Wi ZBatures Authentication parameters
= In.t‘-"«'::earance [] &llow agent forwarding
Behavior [] &llow attempted changes of username in §5H-2
Translation Private key file for authentication:
Selection |C:\key'\private.ppk | [ Browse... |
Colours
(= Conmection
Data
Prawsy
Telnet
Rlogin
=-55H
Fex
Auth B
=11
Tunrelz ht
|

Hifi<Open>1#4l. ##RimA\H 4 cliento02, Einl#EN Switch FIEC & FtiHi



1.5 BeEXH

#
vian 2
#
interface Vlan-interface2
ip address 192.168.1.40 255.255.255.0
#
interface Ten-GigabitEthernetl/0/2
port access vlan 2
#
line vty 0 63
authentication-mode scheme
#
ssh server enable
#
local-user client001 class manage
password hash $h$6$CaMnWdX6L 1W/hz2Z$4+0Pumk+A98V IGVggN3n/mE i 7hJka9fEZpRZIpSNiSb
cBEXhpvIlgaYTvIVBT7ZUNGnovFsqW7nYxjoToRDvYBg==
service-type ssh
authorization-attribute user-role network-admin
authorization-attribute user-role network-operator
#
public-key peer clientkey import sshkey key.pub
ssh user client002 service-type stelnet authentication-type publickey assign publickey ackey
#
local-user client002 class manage
service-type ssh
authorization-attribute user-role network-admin
#

1.6 tHEXZEHR

o UMEE “LZAMEHRT” PH “SSH”.
o JUAMIE “REWLZE” HH) “SSH”.



2 BB BAIEAN SSH & in
2.1 &N

A ZFI AR E AN SSH & I i) 7%
2.2 HMFEK

1 11 s, Switch A fEA SSH % F i, Switch B /E A SSH IRZ52%, Switch A 5% SSH #h i
FEE 3 Switch B F. JFER:

e Switch B RHAHER 7 RUGER P, AIETT A password AiE .

o B4 client001, YA hello12345, & k¥4 Ja ml LME T A i 4.

El11 & &1ER SSH B Fiffit & 45 M E

SSH client SSH server
Vlan-int2 Vian-int2
92.168.1.56/24 192.168.1.40/24
XGE1/0/2 XGE1/0/2
Switch A Switch B

2.3 BLEDSR

1. B2 & Switch A

# 47 VLAN 2, 3 Ten-GigabitEthernet1/0/2 i\ VLAN 2.
<SwitchA> system-view

[SwitchA] vlan 2

[SwitchA-vlan2] port ten-gigabitethernet 1/0/2
[SwitchA-vlIan2] quit

# MU E VLAN #2101 2 ) 1P Hbdik .
[SwitchA] interface vlan-interface 2

[SwitchA-Vlan-interface2] ip address 192.168.1.56 255.255.255.0
[SwitchA-VIan-interface2] quit

2. B2 & Switch B
B2 1 FCE B & E N SSH AR 23 lic & Switch B /N SSH k%5 #5 -

2.4 BBl &

# Switch A 257 5 AR 45 %8 192.168.1.40 1) SSH 4. Hy N IERAR 7 42 G ARTESE R~ Y Hiil,
SRIGHIN N DMRAEAEH, e N0, Ria] ol &5 2 Switch B L, F 7 # 4°4 network-admin.




Z
N Y RGN, S Switch B a4A R LA, & &4 Switch A & 4ALE T #47 delete ssh client
server-public-key 4~4~MIR CAR A 49 240 7 B AR 38 ik 4,

<SwitchA> ssh2 192.168.1.40

Username: client001

Press CTRL+C to abort.

Connecting to 192.168.1.40 port 22.

The server is not authenticated. Continue? [Y/N]:Y
Do you want to save the server public key? [Y/N]:N
Enter password:

*hkhk B s * *

* Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *

*hkhk * kK B * *

<SwitchB>

25 BLENXH

. Switch A

#

vlan 2

#

interface Vlan-interface2

ip address 192.168.1.56 255.255.255.0

#

interface Ten-GigabitEthernetl/0/2
port link-mode bridge

port access vlan 2

#

. Switch B
W20 1.5 B A Switch B FIBLE ST

2.6 HHXAER

o UMEE “LZAMEHRT” PH “SSH”.
o JUAMICE “RAEWLZE” HH) “SSH”.

10



3 BB SSH F i RADIUS A TEFIZA

3.1

3.2

5y
A ZHIA-4E SSH H F 1 RADIUS DA IF FIFEAL I L B 512

4B oK

W& 12 firos, JBIEAEVE N NAS ) Device [t Bt fE RADIUS AIE. F2ALThAE, SEHL SSH A K

GAE . FEMZEEER) R M RADIUS AR 45 28 195 20k s P UGE R Fa e M . ZESRAE Device

T S

e {#i/il RADIUS k55 #s%} % 5% Device i SSH I S AT UGEAIRAL, B M 144 hello@bbb,
200~ aabbcec;

e Device [1] RADIUS R4 28 KL F itk 4, RSS2 AR FH 7 4 485 A3 4 ok X o $2 it 45
FH P IR SS -

o HHEIEE A PAT RGHTE DI REA BRI % display 4.

E|12 SSH A AT is RADIUS TAEFIFS AR 2 28 [ [&]

Primary RADIUS server
10.1.1.1/24

Secondary RADIUS server
10.1.1.11/24

Vlan-int3

Vlan-int2 10.1.1.2/24
192.168.1.70/24@

SSH user
192.168.1.60/24

Device

3.3 BLEFR

1. fit ® RADIUS fR%2E

Z

o AFVLIMC A4 (48 IMC BRAA: iIMC PLAT 7.0(E0102). iMC EIA7.0(E0201)) , #LEAZ )
¥ RADIUS JR 553609 A REL &,

o I RADIUS R ZEZXEARF, AP VAE RADIUS R4 2L E A 4.

# G IMCEHENT G, B A7 WA, Bl SR R[N SRS B RN B R B
B HC BT, N FRNC A BC B DU, 7R 1% DU Hh Sy “ 30 #2240, BEASEINE A% i

1



o  WHEY Device &8 HAR I H FIAIEAHRAIL % 4y “expert”;

o WEINEKITIRANIS 5 “1812” (RADIUS fiRk 4523 (A 1A UDP i 11 1812) Al
“1813” (RADIUS JiiR5% #5111 93 1125 UDP i 1 1813);

o EPRIFAALH “EREBILE

o IEFENEEIAN “H3C(General)”;

o IEFEEIT TGN RA, WP bk 10.1.1.2 N A

o  HEZHCRAGMEME, IFepdi<tfie >t e R e .

E13 #EIMBENEE

T AP - BAETE - BABSEE - BABSEE - Mgl Rs @z
HARE
LAERO * [1812 | iteRmD - [1813 |
(e FFEmESER -] NE=£=10) EEERE -]
BABESE  HIC(Genera) -] BABESE % -]
rEare * | ...... | L, IEEAnE * | ...... |
HlESaE e -]
BEATE
i 5 -3 FIm 2k
EBEERH BEPHME wENS B 2
10112 i}
HA1EIER.
e Wi

#OEFE T TR, Bk SAUR A [N P S AR A R SRR, N TR A% B
PR UM, (i UL TR < >34, g ANIG A5 B L

o EIANHF'4 “hello@bbb” A%,

o IEFFRHBEMA “SSH”.

o HINH M4 “network-operator”

o INIMPTEEEEAH P Mk, 1P MhEYEREIAY “10.1.1.0~10.1.1.255",

o A <HiE SR TERUERAE

Z i

TA P g FIX A0 IP Mk 5T B 2 AR A 69 ENGX S0 P Hudtk,




E14 #EM&EEZERRF

= ORP - BETERP - WIESEERP @ %
Wit SEERP
HEBEEAFPERGR

®SE - [hetio@bbb ®@
HpP=i - [TITTTY
FESERL, T _.oooon
[ EES]] lssH -
EXECHPREBSI [ 1@

'neiwork-operator | — 25

R EASENS I ReSE , BTRRE—18
s 25, AASESATRRSASE TH (HHET

HHFRA e SrENA—TReE) SR TEE 234,

Pitn . BESA0TRE ., WResSAFPRET

3532244
SEESME PIPEAIE
&
Fod 1l B ZRPHE HE:
FIRIIHEFHHIER.
AEEEAIPRERIE
& BEREE
Fod 1§ E-3 1853 HEg
104.1.0 10.1.1.255 i}
wE mH
2. Bt & Device

# 6% VLAN 2, 3£¥ Ten-GigabitEthernet1/0/2 il A\ VLAN 2.
<Device> system-view

[Device] vlan 2

[Device-vlan2] port ten-gigabitethernet 1/0/2

[Device-vlan2] quit

# FCE VLAN $2 11 2 [ IP Hihik

[Device] interface vlan-interface 2

[Device-Vlan-interface2] ip address 192.168.1.70 255.255.255.0
[Device-Vlan-interface2] quit

# @7 VLAN 3, F5¥ Ten-GigabitEthernet1/0/1 i\ VLAN 3.
[Device] vlan 3

[Device-vlan3] port ten-gigabitethernet 1/0/1
[Device-vlan3] quit

# MU E VLAN #2101 3 1) 1P Hidi .
[Device] interface vlan-interface 3

[Device-Vlan-interface3] ip address 10.1.1.2 255.255.255.0
[Device-Vlan-interface3] quit

# 4 RSA BT

[Device] public-key local create rsa



The range of public key modulus is (612 ~ 4096).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

Create the key pair successfully.

# £ % DSA BT .

[Device] public-key local create dsa

The range of public key modulus is (612 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

Create the key pair successfully.
# £ 1l secp256r1 £ [ ECDSA HHHX
[Device] public-key local create ecdsa secp256rl

Generating Keys. ..
Create the key pair successfully.

# Rl secp384rl 2 ALY ECDSA %87 o
[Device] public-key local create ecdsa secp384rl
Generating Keys. ..

Create the key pair successfully.

# T8 SSH k%5 & )HE -

[Device] ssh server enable

# BCE SSH 7 E R AAA MIETT 3o

[Device] line vty 0 63

[Device-line-vty0-63] authentication-mode scheme
[Device-line-vty0-63] quit

# f]# RADIUS 77 % rad.

[Device] radius scheme rad

# BB B ERSS &1 1P #ihik0h 10.1.1.1, WAiiESR 504 1812,
[Device-radius-rad] primary authentication 10.1.1.1 1812

# BB AVER S5 36 1P #ihib )y 10.1.1.11, AiESR 1504 1812,
[Device-radius-rad] secondary authentication 10.1.1.11 1812
# LB BT RS540 1P bl 10.1.1.1, 9% 1504 1813,
[Device-radius-rad] primary accounting 10.1.1.1 1813

# BB TH 2R 55 2510 1P ikt Jy 10.1.1.11, 3% 1504 1813,
[Device-radius-rad] secondary accounting 10.1.1.11 1813

# WO B 5 EAT 2% IR 55 %5 58 HAR SO H 3L 23 91 WIS expert.
[Device-radius-rad] key authentication simple expert
[Device-radius-rad] key accounting simple expert

# L E M) RADIUS JIR%5#% Ak I H - 4 B A I 44



[Device-radius-rad] user-name-format with-domain

[Device-radius-rad] quit

# A% ISP 1 bbb, v login FI /7 FLE AAA AIIE 7% RADIUS G, BEAURTH 7.
[Device] domain bbb

[Device-isp-bbb] authentication login radius-scheme rad

[Device-isp-bbb] authorization login radius-scheme rad

[Device-isp-bbb] accounting login radius-scheme rad

[Device-isp-bbb] quit

3.4 WhFfl &

Fi 717 Device & jtd SSH 4%, 1£ SSH & Pt g i A 4 hello@bbb #1%15 aabbcc i
E, FHIREH P A network-operator (BRI E G AT AT R ST A T REAT IR I AH 5%
display %14 ),

FIRFGE IR, %5 F RADIUS JIR% #4728 B

# R T RS 28 TSI 1Y) RADIUS 75 ML EAE &

<Sysname> display radius scheme

Total 1 RADIUS schemes

RADIUS scheme name: rad

Index: O

Primary authentication server:
Host name: Not Configured
1P :10.1.1.1 Port: 1812
VPN : Not configured
State: Active
Test profile: Not configured
Weight: O

Primary accounting server:
Host name: Not Configured
1P : 10.1.1.1 Port: 1813
VPN : Not configured
State: Active
Weight: O

Second authentication server:
Host name: Not Configured
1P :10.1.1.11 Port: 1812
VPN : Not configured
State: Active
Test profile: Not configured
Weight: O

Second accounting server:
Host name: Not Configured
1P :10.1.1.11 Port: 1813
VPN : Not configured
State: Active



Weight: O
Accounting-On function

extended function

retransmission times

retransmission interval(seconds)
Timeout Interval(seconds)
Retransmission Times

Retransmission Times for Accounting Update :

Server Quiet Period(minutes)

Realtime Accounting Interval (seconds)

Stop-accounting packets buffering
Retransmission times

NAS IP Address

VPN

User Name Format

Data flow unit

Packet unit

Attribute 15 check-mode

Attribute 25

Attribute Remanent-Volume unit

server-load-sharing

Attribute 31 MAC format

Stop-accounting packets send-force

Reauthentication server selection

FIRG AT IERT, HEE RADIUS J7 ZHIBCEA
e, WA RS M RADIUS RS 2814758 H o

3.5 BEENH

#
vlan 2 to 3
#
interface Vlan-interface2
ip address 192.168.1.70 255.255.255.0
#
interface Vlan-interface3
ip address 10.1.1.2 255.255.255.0
#
interface Ten-GigabitEthernetl/0/2
port link-mode bridge
port access vlan 2
#
interface Ten-GigabitEthernetl/0/1
port link-mode bridge
port access vlan 3
#
line vty 0 63
authentication-mode scheme

: Disabled
: Disabled
- 50

ga 00 wWw w w

: 720

: Enabled

: 500

- Not configured
- Not configured
: with-domain

> Byte

: One

: Strict

: Standard

: Kilo

: Disabled

: HH-HH-HH-HH-HH-HH
: Disabled

Inherit

AU, 2 RIS S HIRAS M Active 4275 Block.



user-role network-operator
#
ssh server enable
#
radius scheme rad
primary authentication 10.1.1.1
primary accounting 10.1.1.1
secondary authentication 10.1.1.11
secondary accounting 10.1.1.11
key authentication cipher $c$3$GBZ1jhslcGwSOpSejsESMNOr8Gh8SIT5ew==
key accounting cipher $c$3$nGbh/DWK8pxbHaLXQVc+xsmbUrletlZVd7Q==
#
domain bbb
authentication login radius-scheme rad
authorization login radius-scheme rad
accounting login radius-scheme rad
#

3.6 HXZHEH

o UMEE “LZAMERT TH “SSH” Al “AAA”.
o JUAMICE “RAEMLZE” HH) “SSH” Al “AAA7,



4 SSH P HWTACACS AIE. B4 iR EEE (ACS

server)
4.1 B

K EGI SSH F 7 HWTACACS AIE. 280, i 270 E 1.
4.2 AMFEK

N T AR E IR YT ] )2 4, FREEAE Device AVE R EALZ R @ ST SSH %%, BAAESRIN T
. Device 1§ ff] Cisco ACS server /£ 5 HWTACACS JiR%5 28 %+ Stelnet 2 7 didE AT IAUE AR AL

o HH UM FIZAT Stelnet & i, JFRHH P 4 manager@bbb 1% i 1234ab## e 5%
Device, H¥ 5= &M ERR.

)15 SSH A aY HWTACACS A IEFIFF AN ED & 24451

HWTACACS server

10.1.1.1/24
Vlan-int3
Vlan-int2 10.1.1.2/24
192.168.1.65/24@
SSH user Device

192.168.1.60/24

4.3 B E B

. N T FHIE Device T LL#E ] ACS server \iEF /7, 75 2 4E ACS server |58 7N AAA client
PLEFH P PR B &

o CNTERMFIEILH P Device I P AN, FFEAE Device L E & H P
ZHAIE T N scheme 7730

. KT RIE Device BEE B 5% FH P HETIMEAIZAL, 524 Device F5Epi AAABLE, G5
B ISP 1, PLAkE HWTACACS A4S 2332 H.1¥) TACACS /7 &.

. RN T ARIEEH Gl LB TR T AEAHE LK Stelnet % F' i 5 Device @37 SSH %4, 7
FLALE Device A RSA. DSA. ECDSA 4%}

. N T f# Stelnet FH J B R i & Gt E A i ic B, 8264 H 7 M 4 network-admin.



4.4 BRE S

1. fit® HWTACACS fR%2

o KX VL ACSV4.2 A4, %8 TACACS server #9  AfL % .
o EMATTEMREZN, HRIEXEETHER G ING ACSIRE B MBKE T,

(1) & ACS server

# W 16 Ao Web B U, i\ Web BsgH P2 RS, i “Login” 42411, BIA &5
ACS server,

[E]16 %3 ACS server

»nm

) CiscoSecure ACS Login x L |

Cisco Secure ACSva4.2

Administration login required to access the svstem.

When the page loads vou should see a Username and Password field. If vou cannot
see these fields then vou will have to enable Java support in vour browser.

Enter a username and password then click the "Login® button

Username adnin

Password i

Login |

(2) WA H

# 752 AR kP [Network Configuration], FTHFMZSHECE i, Hidi<Add Entry>, #A AAA
Client /148 U1 TH] »



E17 RIIENEE

I
Ccisco

E
ol

Shared Profile
% ICo:ponents‘

Net
i Configuration

71| Sustem
[-5) | Configurstion

Interface
D Configuration

A
=
g
-

Network Configuration

eq AAA Clients il
AAA Client Hostname AAA Client IP Address Authenticate Using

None Defined

Add Entry || Search

# 7E AAA Client (145 0T H AT a0 e & -

o HIANBANRBLIR. AU IP bt A2 H TACACS UL =34,
o EFWIEWINEAL N “TACACS+ (Cisco 10S)” ;

o Hi{; “Submit + Apply” F4H 58 BARAE .



E18 BLEENRE

Network Configuration

oy
n
"
N
o.

B | Seevs

Add AAA Client

B | Srponents

AAA Client Hostname  Device

= | Metwork
b | Configuration
al p Add ni1.1.2
5y Syst AAA Client IP Address
Jﬁ.} &m"f:‘;ntm
Shared Secret expert
Em Adrinistration
et RADIUS Key Wrap
% | Emz’w Key Encryption Key
== Message Authenticator Code
| Validation Key
x Netork Access Key Input Format ASCII @ Hexadecimal
Frofiles

3 | ackvag -

| Online
Documentation

e

-~
w

Bt

Authenticate Using TACACS+ (Cisco 105) -

| Single Connect TACACS+ AAA Client (Record stop in accounting on failure)
| Log Update/watchdog Packets from this AAA Client

| Log RADIUS Tunneling Packets from this AAA Client

| Replace RADIUS Port info with Username from this AAA Client

Match Framed-IP-Address with user IP address for accounting packets from this
-~ AAA Client

Submit + Apply

Submit | |

| [ cancel |

) IINESEA
# LE A SRS ik [User Setup], FTFA P ECE A, EXXAEFMAR 4 “manager”, H
“Add/Edit” J5, #ENZH YR DU .



E19 RMERAR

aleli User Setup

cisco

im-‘

TE Broup

1Y | Setup User: manager

% ICo:ponenis‘ Sdd Edi:
Network

2| Contiguration

List users beginning with letter/number:
2 5

System
I Configuration

8

Interface
Configuration

y

List all users

Remove Dynamic Users l

i

Administration
| Contral

| Excternal User [
Databases

=

#IHEHPAHEER, BERH SRS, AR RG] v 4D .
E20 GEEEFAPER

ileals.  User Setup
cisco i
Edit
IHEA
- User: manager (New User)
- r
Shared Profile [T Account Disabled
% IDomponents
| Metwork
1 ICorvfiu\ration Supplementary User Info ﬂ
S I%rsvftie?\ration Real Name admin
| Interf. Description network administator
[l Sontrguration P
Control
§ 40| External User
3 | D User Setup 2
]| P
\tglsl‘t;ar?ion Password Authentication:
;ﬂ Network fccesd ACS Internal Database -
! (ARG CiscoSecure PAP (Also used for CHAP/MS-CHAP/ARAP, if the Separate field is not
Activity Password [TITTTTT]
@i Online
e | Documentation Confirm Password sssssses
[[] separate (CHAP/MS-CHAP/ARAP)
Password
Confirm Password
When a token server is used for authentication, supplying a separate CHAP
password for a token card user allows CHAP authentication. This is especially
useful when token caching is enabled.
Group to which the user is assigned:
Submit Cancel

2. it & Device
# B VLAN 2, FfF Ten-GigabitEthernet1/0/2 i\ VLAN 2.

<Device> system-view



[Device] vlan 2
[Device-vlan2] port ten-gigabitethernet 1/0/2
[Device-vlan2] quit

# MCE VLAN 0 2 1) 1P Hbdik.

[Device] interface vlan-interface 2

[Device-Vlan-interface2] ip address 192.168.1.65 255.255.255.0
[Device-Vlan-interface2] quit

# 7% VLAN 3, ¥ Ten-GigabitEthernet1/0/1 il X VLAN 3.

[Device] vlan 3

[Device-vlan3] port ten-gigabitethernet 1/0/1
[Device-vlan3] quit

# FCE VLAN £2 1 3 1 IP Hidik

[Device] interface vlan-interface 3
[Device-Vlan-interface3] ip address 10.1.1.2 255.255.255.0
[Device-Vlan-interface3] quit

# £l RSA BT

[Device] public-key local create rsa

The range of public key modulus is (512 ~ 4096).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

Create the key pair successfully.

# £ % DSA BT .

[Device] public-key local create dsa

The range of public key modulus is (612 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys...

Create the key pair successfully.

# £ 1l secp256rl £ ) ECDSA HHHX

[Device] public-key local create ecdsa secp256rl
Generating Keys. ..

Create the key pair successfully.

# HE Rl secp384rl 2 ALY ECDSA % 8% o
[Device] public-key local create ecdsa secp384rl
Generating Keys. ..

Create the key pair successfully.

# e SSH k55 # IRt

[Device] ssh server enable

# W E Stelnet 2/ 3 6 5% H - Ft i HOIAIE T X schemes

[Device] line vty 0 63



[Device-line-vty0-63] authentication-mode scheme
[Device-line-vty0-63] quit

# AEREEAE P A R T RE, ARSI S5 i B 5kas 1 F P A € network-admin.
[Device] role default-role enable network-admin

# fil] & TACACS J5 % rad.

[Device] hwtacacs scheme tac

# M B EERSS & 00 1P ikt Jy 10.1.1.1, AR H5 05 49.
[Device-hwtacacs-tac] primary authentication 10.1.1.1 49
# LB 5 UIE RS 8328 B OO L 52 258 S B S expert.
[Device-hwtacacs-tac] key authentication simple expert

# OB ERAURSS & IP itk 10.1.1.1, #A8UR 5 49,
[Device-hwtacacs-tac] primary authorization 10.1.1.1 49
# e B 5 PR 4558 BARSC B 3L =23 81 W] SC expert.
[Device-hwtacacs-tac] key authorization simple expert

# [C B 71 TACACS JIR 5583 A& B 7 44 A a4
[Device-hwtacacs-tac] user-name-format without-domain
[Device-hwtacacs-tac] quit

# B4 ISP 1 bbb, A login F F HCE AAA WL 17758 TACACS AIEAZRL. ANt 2.
[Device] domain bbb

[Device-isp-bbb] authentication login hwtacacs-scheme tac
[Device-isp-bbb] authorization login hwtacacs-scheme tac
[Device-isp-bbb] accounting login none

[Device-isp-bbb] quit

4.5 WiFfc &

Stelnet & F s& A &%, #loPuTTY. OpenSSHE. AL FAAR P 5% 44 PuTTY0.60 4 471,
#LBA Stelnet & P 3% 49 B & 7 ik .

# 2% PUTTY 0.60 %A

# FTJF PuTTY.exe #2/7, s “Session” ThaglX, 7EE 21 FrosBEcE S AT an FECE -

e {E “HostName (orIP address) ” SCAHEH i\ Stelnet k55251 1P Hihil >y 192.168.1.65.
o {E “Port” SCAKEH N SSH Pl 15 22,

. 7£ “Connection type” X%+ SSH 1.

# H.di<Open>1%4l .




[E|21 Stelnet ZEPiRECE R

Category:

= Sgassiun Basic options for your PUTTY session

) Specify your connection by host name or |P address
- T?Tﬂé:iua d Host Mame (or IP addregs) Port
- Bell 192.168.1.65] 22
- Features Protocol:
=~ Window () Raw () Telnet () Rlogin @ SSH
- Appearance

- Behaviour
- Translation Saved Sessions

- Selection

- Colours Default Settings
=~ Connection

Load, save or delete a stored session

Close window on et
() Mways () Newer (@ Only on clean exit

=) e

# et B 22 Fior “PuTTY Security Alert” XHGHE, 15 HR4E SLhr ol 86, Af Pk FE
Bz w5, WEE “Yes” 444l



E22 Stelnet BEFimEFA@E (—)

PUTTY Security Ale

Lk The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1024 3d:aa:a8:df:78:18:cb:87:67:¢8:65:87:30:b2:27:29

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the

connection.

o ) [ ) [ ][

# et B 23 Fiar “PuTTY Security Alert” XHGHE, 15 HR4E SLhr ol k86, Af Pk EFE
{EZENE, NRd “Yes” 124,

E23 Stelnet EFimEFAE (Z)

LE WARNING - POTENTIAL SECURITY BREACH!
The server’'s host key does not match the one PuTTY has
cached in the registry. This means that either the
server administrator has changed the host key, or you
have actually connected to another computer pretending
to be the server.
The new rsa2 key fingerprint is:
ssh-rsa 1024 3d:aa:a8:df:78:18:cb:87:67:cB:65:87:30:b2:27:29
If you were expecting this change and trust the new key,
hit Yes to update PuTTY's cache and continue connecting.
If you want to carry on connecting but without updating
the cache, hit No.
If you want to abandon the connection completely, hit
Cancel. Hitting Cancel is the ONLY guaranteed safe
choice.

Mo [iuComont] (catio®




# EUN RS N 42 manager@bbb SRS 1234ab##,  BIA] T B S B 44k T T A i

£

login as: manager@bbb
manager@bbb@192.168.1.65"s password:

*hkhk B S *

* Copyright (c) 2004-2018 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *

<Device>

4.6 FBLEXXH

#
vlan 2 to 3
#
interface Vlan-interface2
ip address 192.168.1.65 255.255.255.0
#
interface Vlan-interface3
ip address 10.1.1.2 255.255.255.0
#
interface Ten-GigabitEthernetl/0/2
port link-mode bridge
port access vlan 2
#
interface Ten-GigabitEthernetl/0/1
port link-mode bridge
port access vlan 3
#
line vty 0 63
authentication-mode scheme
user-role network-operator
#
ssh server enable
#
hwtacacs scheme tac
primary authentication 10.1.1.1
primary authorization 10.1.1.1
key authentication cipher $c$3$/9bCuPjMxjOtUvBx8N jtN+ANASULT2SrNA==
key authorization cipher $c$3$QF/fFINvIIyKyFIsNOpeBYNDXArNhOvOdQ==
user-name-format without-domain
#
domain bbb
authentication login hwtacacs-scheme tac

10



authorization login hwtacacs-scheme tac
accounting login none

#

role default-role enable network-admin

#

4.7 HHXHER
o ERIE “ZARERT” T “SSH
. M E “weEmb S B “SSH

o UAME “ZAEREIHRT HH “AAA
o URELE “REMLSHE” T “AAA

t

»

o
»

o
”»

o

”»
)

11



5 SSH A AAA local IAEECE
5.1 f&4r

AZEBI48 SSH H /1) AAA local IAIIERC & 77 7% .
5.2 tAMFEXR

BT E Switch S8 AAA local tAIF. SSH I P 424 client001, 2554 hello12345, &3¢
BeA&JE n] LM T B 2
El24 SSH A local IANIERE E 2B M [E]

SSH client SSH server
Vlan-int2
192.168.1.56/24 192.168.1.40/24
XGE1/0/2
Host Switch

5.3 ELEX R

# f# VLAN 2, FfF Ten-GigabitEthernet1/0/2 i\ VLAN 2.
[Switch] vlan 2

[Switch-vlan2] port ten-gigabitethernet 1/0/2

[Switch-vlan2] quit

# FCE VLAN #1002 1 1P ik, 7 il nd i bl 4 SSH Ik ds as .
[Switch] interface vlan-interface 2

[Switch-VlIan-interface2] ip address 192.168.1.40 255.255.255.0
[Switch-VIan-interface2] quit

# QA HL RSA J DSA %X

<Switch> system-view

[Switch] public-key local create rsa

[Switch] public-key local create dsa

# fliRE SSH k55 2= ThAE .

[Switch] ssh server enable

# BB SSH H 7 Gk FI T e BAIETT 500 AAA WAIIE.

[Switch] line vty 0 63

[Switch-line-vty0-63] authentication-mode scheme
[Switch-line-vty0-63] quit

# QI@EAMHA P cliento0l, JE&EH %A hellol2345. k452885 SSH. H Ml
network-admin.

[Switch] local-user client00l1 class manage

New local user added.

[Switch-luser-manage-client001] password simple hellol12345
[Switch-luser-manage-client001] service-type ssh



[Switch-luser-manage-client001] authorization-attribute user-role network-admin
[Switch-luser-manage-client001] quit

# 0% ISP 3% bbb, A4 login F B E AAA DAIF 712 AR L E .
[Switch] domain bbb

[Switch-isp-bbb] authentication login local
[Switch-isp-bbb] quit

5.4 ¥FAcE

SSH & P sp b1k %, AIF VAR P sk PUTTYO0.60 A #5480 SSH & P 54t Bt B 7 ik,

# 2% PUTTYO0.60 #f4:.
# F1HF PuTTY.exe 12/, i “Session” TJREX, HIL &l 25 Frosf% - v & 5 o
e {E “HostName (or IP address) ” SCAHEH i\ SSH JIk 55 %51 IP Mkl 7y 192.168.1.40,

e {E “Port” XAMEHHIA SSH Prillin 15 22,
. 7£ “Connection type” X% SSH 1.
[E25 SSH & Fimfc & & E

2 PUTTY Configuration P =

Category:

=- Session Basic options for your PuTTY session

| i Logging Specify the destination you want to connect to
[=J- Temninal

- Keyboard Host Name {or IP address) Port
- Eell 152.168.1.40 22

- Features Connection type:
=~ Window ) Raw () Telnet ) Rlogin @ S5H () Seral
- Appearance
- Behaviour
- Translation
- Selection
- Colours -

Default Settings
[=- Connection Logd
- Praxy
- Rlogin
- 55H
- Seral

Load, save or delete a stored session
Saved Sessions

Close window on exit:
) Mways () Mever @ Only on clean exit

[ About ] [ Help ] [ Cpen ] [ Cancel ]

# 7EE 25 A, Fdi<Open>f#4l. I “PuTTY Security Alert” SHEHE.



126 SSH ZFimERAE (—)

PuTTY Security Alert x

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1024 6b:b3:3f:b7:a0:30:cd:32:Ha:e0:be:d7:ea:03: 1107
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

i Yes No Cancel Help

# B “Yes” ¥5H, JFHIANF 4 “client001” A5 “hello12345” (i NG IR EoR), B
A] R B S A AT 2o
[E27 SSHEFPImERAE (2)

PuTTY 2L




5.5 BEENH

#
vlan 2
#
interface Vlan-interface2
ip address 192.168.1.40 255.255.255.0
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 2
#
line vty 0 63
authentication-mode scheme
user-role network-operator
#
ssh server enable
#
domain bbb
authentication login local
#
local-user client001 class manage

password hash
$h$6$rLDCxBtUHIyovI115%$k8yc//6173h6CRK89jqTVF8HUEVICbEISEjUPqzyKY j33YSQXPAHrSr+BIMeZUZDTs
RATYy28ME9Vhb7VcVXpZw==

service-type ssh

authorization-attribute user-role network-admin

authorization-attribute user-role network-operator
#

5.6 HHXZHEH
o PRI CRATERS P “SSH.
RLE “% A4 BH” iy “SSH”.

mitE “ZAEREHRT” TH “AAA”,
IIII:E]EB “ﬁéﬁé\%—%%” EF'B/‘] “AAA”O

RO



Copyright © 2024 $i4E= AR BIRAR AR, RE—IAH.

EZANRBEFT, EMLLMMATEEERED, SHANATHBA R, HREUEMHRIEE.
BEFE= HABRATOEN, AFMHEHMNETARNRER, FoFRERER, b aRFARE.
AR B ATRLER), R BITEM.
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\

1 BEEiR[0% 4 autoLearn 235
1.1 &G0
A2 MG/ 4B 1424 autoLearn B BCE 712 .

1.2 AWK

Wi 1 Frr, H i@ Device FEHZEIMS . il L E i 11224 autolearn #5530, ST H 1)

i, BARTE SRR

o HZFIN AV 64 N HEEI AN Internet, TETHEFEATINE;

o  YHFHEMIEREME, BiH P kB Device # A Internet;

o MLE L4 MAC HiliH ¥ e %4 MAC b2 AL 8], KB (kA8 L5 FH P AR 2 b 115 =) 21 (1)
MAC Hiht I E %, Je 4 MAC sl AN E A0 7 R (1) — 2 ) @it

o FENRKIMEE TR N disableport-temporarily, 4FAHH MAC HilibBE AR, 52
L5 H AR v R W RE, 30 #6JE A Bk & LI SR IR .

&1 i% 0% £ autoLearn #2240 ¥ [&]

I I XGE1/0/1 XGE1/0/2
w, Internet
TQH
‘ ‘ Device

Hosts

1.3 BEEEEEIN

i 1 TAE T autoLearn #EU,  Joi% 3 oo I %2 4 o v 1 5k MAC HUIESC

1.4 ILELE

# fd RE Y 122 4
<Device> system-view
[Device] port-security enable

# BLE %4 MAC HUIERIZ AL 18]y 30 738

[Device] port-security timer autolearn aging 30

# B I % A SO VR K %4 MAC HLiE$0N 64.

[Device] interface ten-gigabitethernet 1/0/1
[Device-Ten-GigabitEthernetl/0/1] port-security max-mac-count 64

# B 122 2R autoLearn.
[Device-Ten-GigabitEthernetl/0/1] port-security port-mode autolearn
1



# W Bl NS 5 B0 DRI S E BN < Pl 11, S PN [ 04 30 A0

[Device-Ten-GigabitEthernetl
[Device-Ten-GigabitEthernetl
[Device] port-security timer

1.5 urfc &

/0/1] port-security intrusion-mode disableport-temporarily
/0/1] quit
disableport 30

# PR E eSS, ATLMEA display port-security interface 4 &5 i % 2 HHLE

[Device] display port-securi

Global port security paramet
Port security :
AutolLearn aging time :
Disableport timeout :
Blockmac timeout
MAC move
Authorization fail
NAS-ID profile
Dotlx-failure trap
Dotlx-logon trap :
Dotlx-logoff trap :
Intrusion trap :
Address-learned trap :
Mac-auth-failure trap :
Mac-auth-logon trap :
Mac-auth-logoff trap :
Open authentication :
Oul value list :

Ten-GigabitEthernetl/0/1 is
Port mode
NeedToKnow mode
Intrusion protection mode
Security MAC address attr
Learning mode
Aging type
Max secure MAC addresses
Current secure MAC addres
Authorization
NAS-1D profile
Free VLANs
Open authentication
MAC-move VLAN check bypas

ty interface ten-gigabitethernet 1/0/1
ers:

Enabled

30 min

30 s

180 s

: Denied

: Online

: Not configured
: Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

link-up
: autolLearn
: Disabled
: DisablePortTemporarily
ibute
- Sticky
: Periodical
: 64
ses : 5
: Permitted
: Not configured
: Not configured
: Disabled
s : Disabled

A LUE i 122 2 Su VF I oK % 48 MAC ik 80y 64, I LN autoLearn, A RARHIERIEh

{4 DisablePortTemporarily,

NG A e i R AE I 18] 04 30 A0



it B AR UG, 0 Al 2 >, 22 S 3 H MAC Hihik$0T 78 Bk B oR1{E B “ Current secure MAC
addresses” FEEE .

# HARE) MAC ik A5 B AT AZE — R LUK ALK T H display this @i d &% .
[Device] interface ten-gigabitethernet 1/0/1
[Device-Ten-GigabitEthernetl/0/1] display this
#
interface Ten-GigabitEthernetl/0/1
port link-mode bridge
port-security intrusion-mode disableport-temporarily
port-security max-mac-count 64
port-security port-mode autolearn
port-security mac-address security sticky 00e0-fc00-5920 vlan
port-security mac-address security sticky 00e0-fc00-592a vlan
port-security mac-address security sticky 00e0-fc00-592b vlan
port-security mac-address security sticky 00e0-fc00-592c vlan

[ N S

port-security mac-address security sticky 00e0-fc00-592d vlan
#

222 3] 3 MAC Hihik %k 3] 64 5, M4 display port-security interface mLLE %
i AR E0AE N secure, PR BT MAC Hbhik 25K 08 ik N R, T LLEL 4 display
interface &2t M. 30 #)5, b FURESKE . SR, WRFINMIER L% %4 MAC Hilik:
J&, i 2 A FPIRAS K 2 autoLearn, A] DL4k4E2: 2] MAC Hihl.

1.6 BEEXH

#
port-security enable
port-security timer disableport 30
port-security timer autolearn aging 30
#
interface Ten-GigabitEthernetl/0/1
port link-mode bridge
port-security intrusion-mode disableport-temporarily
port-security max-mac-count 64
port-security port-mode autolearn
#

1.7 tHXEHR

o JUAME “ZAERERT hH M ZEe.
o JUAMIE “RAEWLTET T “hHEE.
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1 EEE IPVA VRRP B E -+ e eeeeeeeeettttttit ittt 1
TR 7 OSSR 1
1.2 ZELIHTE SR wevrerereseeemeereneeseiet ettt h bbb bbb bbbttt 1
IR Tl = =1 USSP 1
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1 BEE IPv4 VRRP BAL&4M4H
1.1 &Y

A ZEGIN4E \Pv4 VRRP B85 41 L B 7 .
1.2 ZAMEEK

W 1 fias, Host A 71 Internet ) Host B, Host A FIFZERI £ [ AL ER 8 T W & 34 .
BERAEH VRRP & H 68, HX W G R &4 R — & B has, 1E5 Host A HIHEAE M 6.
HARN TR 40T

e TEIEWTENLT, fH Device A KAHMCTNRE, 5Kk Host A K%k 2 AN &L

e ¥ Device AZ# Device A [1)_F 478 1 H B RS , B Device B $% Device A #&H M SC I fE s
e 4 Device A Ei# Device A ] PATEIEIK R J5, H Device A 4k 2R 0 SC ) BE

El1 VRRP B &{34AEC & 46 W [E

Virtual IP address:
10.1.1.111/24

GE1/0/1
Vlan-int2

10.1.1.1/24
3§

GE1/0/2
Vlan-int3

Device A

' 10.1.1.3/24 Internet

Host A GE1/0/1
Vlan-int2

10.1.1.2/24
3§

10.1.2.1/24

GE1/0/2
Vlan-int3

Device B

1.3 BLEFEEFEIN

o HBAYUHIEEL IP HIhEARE N4 T HbE (0.0.0.0). kLN (255.255.255.255), PR (AL
4 A/B/C ZEHbbEFI H B R 1P Hidik (4 0.0.0.1).

e IPv4VRRP BERT UM A VRRPV2 Wit A, 0] DUE A VRRPV3 Wit AL A 1B LA H VRRPV3) .
TR IPv4 VRRP %40 HH FIFT A %% ERCE R IPv4 VRRP A —3, &N HE ik E
W AR

o VUKL IP HhE R £ 2 R A AT R 1P M C B D A — B, BT RE S
BRI P EALTCIE ) 0] S 2%

o XFFFR—A VRRP &AL R4, ZURIE R U B35 10 1P Mok fic & 578 4 —FF.

o HPIERL BRI HIREER, 7B IR FEACE AR e 2 L & 0 20 A HA B 45 AR e AR,
Tl DR 2% 0 40 P9 A FAth e %% 4 8 Master .



1.4 BLE T

1. fic & Device A
# GJ% VLAN 2, J£#$8210 GigabitEthernet1/0/1 i A %] VLAN 2

<DeviceA> system-view

[DeviceA] vlan 2

[DeviceA-vlan2] port gigabitethernet 1/0/1

[DeviceA-vlan2] quit

# 6% VLAN 5201 2, JPRE O 1P il e E Oy 10.1.1.1/24.

[DeviceA] interface vlan-interface 2

[DeviceA-Vlan-interface2] ip address 10.1.1.1 255.255.255.0

# G VRRP 04l 1, FFECE &4l 1 # RN IP ity 10.1.1.111.

[DeviceA-Vlan-interface2] vrrp vrid 1 virtual-ip 10.1.1.111

# W E Device A fE# 4 1 WML 110, =T Device B fIf4:4% 100, LAfRIE Device A Ji%
N Master 11 5t 5% R it & -

[DeviceA-Vlan-interface2] vrrp vrid 1 priority 110

# % E Device A TAEEH 5, DUMAIE Device A #FEKE J5, BEFF VIR 5N Master, B H 2
Device A IE% T./E, #tHi Device A i it . 7R EHBEHTIRE Y, BB L IEER
i 1]y 5000 JEFD .

[DeviceA-Vlan-interface2] vrrp vrid 1 preempt-mode delay 5000

[DeviceA-VIan-interface2] quit

# B 4T3 1 GigabitEthernet1/0/2 <1 Track i 1.

[DeviceA] track 1 interface gigabitethernet 1/0/2

[DeviceA-track-1] quit

#BCE WA Track T 1, Track WiHIRAS A Negative i, Device A 7 VRRP #5473 45 71 AR 5 2 A
I%E 7y 50.

[DeviceA] interface vlan-interface 2

[DeviceA-Vlan-interface2] vrrp vrid 1 track 1 priority reduced 50
[DeviceA-VIan-interface2] quit

2. Bt & Device B
# M & VLAN2.

<DeviceB> system-view

[DeviceB] vlan 2

[DeviceB-VIan2] port gigabitethernet 1/0/1

[DeviceB-vlan2] quit

[DeviceB] interface vlan-interface 2
[DeviceB-VIan-interface2] ip address 10.1.1.2 255.255.255.0

# OIESNHE 1, HFECE &A1 RSP Hhly 10.1.1.111.

[DeviceB-Vlan-interface2] vrrp vrid 1 virtual-ip 10.1.1.111

# & Device B fE& 4 1 RS2y 100,

[DeviceB-Vlan-interface2] vrrp vrid 1 priority 100



1.5 WitACE

# BB 525, 7E Host A _EATLA ping i Host B.
# 183t display vrrp verbose i &BENE /GRS R, LR Device A I VRRP &40 1 ¥
415 B

[DeviceA-Vlan-interface2] display vrrp verbose

IPv4 Virtual Router Information:

Running mode : Standard

Total number of virtual routers : 1

Interface Vlan-interface2

VRID o1 Adver Timer : 100

Admin Status > Up State > Master

Config Pri - 110 Running Pri : 110

Preempt Mode : Yes Delay Time = 5000

Auth Type : Not supported

Version : 3

Virtual 1P : 10.1.1.111

Virtual MAC : 0000-5e00-0101

Master IP :10.1.1.1

VRRP Track Information:

Track Object -1 State : Positive Pri Reduced : 50
# it display vrrp verbose & AENE G4 R, R Device B I VRRP &4 1 (1
EITERS

[DeviceB-Vlan-interface2] display vrrp verbose
IPv4 Virtual Router Information:
Running mode : Standard
Total number of virtual routers : 1
Interface Vlan-interface2

VRID o1 Adver Timer : 100
Admin Status > Up State : Backup
Config Pri - 100 Running Pri : 100
Preempt Mode : Yes Delay Time -0
Become Master : 401ms left

Auth Type : Not supported

Version : 3

Virtual 1P :10.1.1.111

Master IP : 10.1.1.1

PLE B R BEIRAE VRRP %4341 1 7 Device A 4 Master, Device B & Backup, HostA Ki%%
Host B {14 SCilid Device A ¥4 .

# Device A L )5, 7F Host A L4/3%R ] LA ping i Host B.

# @it display vrrp verbose 4 &% Device B I VRRP #3411 £41{5 2., Device A
Hil)5, s Device B I VRRP #1441 1 FIVELN(E B

[DeviceB-Vlan-interface2] display vrrp verbose

IPv4 Virtual Router Information:

Running Mode : Standard
Total number of virtual routers : 1



Interface Vlan-interface2

VRID o1 Adver Timer : 100
Admin Status > Up State : Master
Config Pri - 100 Running Pri : 100
Preempt Mode : Yes Delay Time -0

Auth Type : Not supported

Version : 3

Virtual 1P :10.1.1.111

Master IP : 10.1.1.2

PLE B3R5 B3R Device A HUBILF% 5, Device B B Master, Host A & i%%5 Host B {4} CiE
it Device B # % .
# Device A W[ %5 J5, 7 Device A L VRRP #4341 1 V£ B .
[DeviceA-Vlan-interface2] display vrrp verbose

IPv4 Virtual Router Information:

Running Mode : Standard

Total number of virtual routers : 1

Interface Vlan-interface2

VRID o1 Adver Timer : 100

Admin Status > Up State : Master

Config Pri - 110 Running Pri : 110

Preempt Mode : Yes Delay Time = 5000

Auth Type : Not supported

Version : 3

Virtual 1P :10.1.1.111

Virtual MAC : 0000-5e00-0101

Master IP :10.1.1.1

VRRP Track Information:

Track Object -1 State : Positive Pri Reduced : 50
PL b SR {5 B3R Device A #EKE J5, Device A 24815 /N Master, Host A K i%%; Host B )
S8R iE S Device A 5 K o

1.6 BCEXH

. Device A:
#
vian 2
#
interface Vlan-interface2
ip address 10.1.1.1 255.255.255.0
vrrp vrid 1 virtual-ip 10.1.1.111
vrrp vrid 1 priority 110
vrrp vrid 1 preempt-mode delay 5000
vrrp vrid 1 track 1 priority reduced 50
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 2
#



track 1 interface Ten-GigabitEthernetl/0/2

#

° Device B & A
#

vian 2

#

interface Vlan-interface2
ip address 10.1.1.2 255.255.255.0
vrrp vrid 1 virtual-ip 10.1.1.111
vrrp vrid 1 priority 100

#

interface Ten-GigabitEthernetl/0/1
port link-mode bridge

port access vlan 2

#

1.7 tHHEER

. PR E “TIEEMRRERS” P “VRRP,
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1 PoE EARBEMHECE
1.1 &

AREBIN @S PoE #2184 PD &t AL E ik .
1.2 BEEFEEmM

WREA TG PoE # LR L IIRE, REA Y PoE #: T+ PD fiti, A <4 PD Tl
WRZ PoE BN MIMAAN S T8 PSE MRS, WAVFZ PoE BN TN PD i, wfi%
POE £ N 253 PSE Thid#, Mk 1% PoE #1152 518 POE £ MR 5 0 SR IE YL o
ANgeid It = E 4T apply poe-profile 5 apply poe-profile interface 45 PoE
Profile. N7 1&i% PoE Profile, i 5GHUH PoE profile £ PoE 4% LN ], & PoE Profile &,
¥ PoE profile 5 F %] PoE #%11.

1.3 BEELR

1. FFB B PoE B OInt2 B ThAE

#HEANRGUE

<Device> system-view

# FF/8 GigabitEthernet 1/0/1 #1111 PoE 4 i fA2 I fE

[Device] interface GigabitEthernet 1/0/1
[Device-GigabitEthernetl/0/1] poe enable
[Device-GigabitEthernetl/0/1] quit

HORAFIL B
[Device] save force

2. #tBFF B GigabitEthernet1/0/1 | GigabitEthernet1/0/6 3 [ I EFE L EE IhAE.
# g4 Fr )y abe () PoE profile, #§EZ51 M 1.

<Device> system-view
[Device] poe-profile abc 1

# JF )5 PoE $2 Lz A2 fit e D g

[Device-poe-profile-abc-1] poe enable

[Device-poe-profile-abc-1] return

# #4254 1 () PoE profile i [T 3] PoE 4% 1 GigabitEthernet1/0/1 % GigabitEthernet1/0/6.
<Device> system-view

[Device] apply poe-profile abc index 1 interface gigabitethernet 1/0/1 to gigabitethernet
1/0/6

#IRAFICE

[Device] save force



1.4 WERCE
OB 5, FHEM PD B B, AR IE TAE.
1.5 BEEXH

o JFHEA PoE #HmfEt i IfE

#

interface GigabitEthernet 1/0/1
poe enable

#

o HLETFS POE £ iRt ThAE
#

poe-profile abc 1

poe enable

apply poe-profile index 1
save force

#

1.6 X &R
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1 ZAHhm D84

1.1 &9y
AN A by BRI BC E TV

1.2 AMFEK
HRFNEBEETTEHARME R 1P thidk, HAaRHAMAH 10.1.1.024 W, THizHdEH
12.1.1.0/24 W B . IEE RIS C B A s VB8 ThRe, 58 B e D5 45 XA i 0 F0 T 37 38 7 [l

Internet UYL ER LA K PS8 1] 2 18] L U5 PR IR0 f AT 2
Bl Atbim O RIGECELH M E

Internet

GE1/0/1
10.1.1.1/2

GE1/0/2
2.1.1.1/24 A W %

10.1.1.0/24
Gw:10.1.1.1

12.1.1.0/24
Gw:12.1.1.1

AR DiEZEl

1.3 BLEFEEFEIN

. IR b A5 4H 7 G B YR T B s DA Re AR R Herp B s AN BE 2 B B AR 2H K % 5 e
. H 1 ity 1 USRI P 4 SO 36 A2 ) 1 s 1 O SOOI SR ) oA 10 AR B 3 5 R S A T RIE B
W58 2% R Stk AR S T 0T, B H B 1 R T DS, AMEHAR IS
1.4 BLE T

# fic & GigabitEthernet1/0/1 #2111 IP Hihl- oA 10.1.1.1/24, R A R34 .

<DeviceA> system-view



[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] port link-mode route
[DeviceA-GigabitEthernetl/0/1] ip address 10.1.1.1 24
[DeviceA-GigabitEthernetl/0/1] quit

# fic & GigabitEthernet1/0/2 #2111 1P Hihl- Ay 12.1.1.1/24, ERTIAEEEE% .
<DeviceA> system-view

[DeviceA] interface gigabitethernet 1/0/2
[DeviceA-GigabitEthernetl/0/2] port link-mode route
[DeviceA-GigabitEthernetl/0/2] ip address 12.1.1.1 24
[DeviceA-GigabitEthernetl/0/2] quit

# i & GigabitEthernet1/0/4 #2117 IP il 25 56.56.56.5/24
<DeviceA> system-view

[DeviceA] interface gigabitethernet 1/0/4
[DeviceA-GigabitEthernetl/0/4] port link-mode route
[DeviceA-GigabitEthernetl/0/4] ip address 56.56.56.5 24
[DeviceA-GigabitEthernetl/0/4] quit

# A B AR 4

[DeviceA] mirroring-group 1 local

# ¥ GigabitEthernet1/0/1 1 GigabitEthernet1/0/2 Fit & A AR I 11, KX P4 i S 4R Sk
TR

[DeviceA] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 gigabitethernet 1/0/2
inbound

# ¥ GigabitEthernet1/0/3 it & N84 H 13

[DeviceA] mirroring-group 1 monitor-port gigabitethernet 1/0/3
# S H f5% 11 GigabitEthernet1/0/3 _E 4z i B .

[DeviceA] interface gigabitethernet 1/0/3

[DeviceA-GigabitEthernetl/0/3] undo stp enable
[DeviceA-GigabitEthernetl/0/3] quit

1.5 urfc &

# SRR PR E S, 7F Device A F iR A 1 R EE R,

[DeviceA] display mirroring-group 1
Mirroring group 1:
Type: Local
Status: Active
Mirroring port:
GigabitEthernetl/0/1 Inbound
GigabitEthernetl/0/2 Inbound
Monitor port: GigabitEthernetl1/0/3

# DA RERH & EML 10.1.1.2 8T ping 772\ 1j Ml 56.56.56.6 A, HEATEAZINR, HdE g%
FIPM BRI B 2 Bz . A1 LL Wireshark /¥ 2% 35060, 70 b 82 6 2 el




[®]2 Wireshark BN B #1E

- —
i Intel(R) Gigabit CT Desktop Adapter: \Device\NPF_{808C8880-075D-4B9B-A00E-523EFE1C2079} [Wireshark 1.8.1 (SVN Rev 43946 from /trunk-1.8)] E@g

Fle Edit Miew Go Capture Analyze Statistics Telephony Tools Intemnals Help

Beeee BCEIXEL LT L Qaam @®m

Filter: Expression.. Clear Apply Save
Nossssss lime sessss Source e Destinstion i Brotocoliitenathilufs s
9 6.3804660010.1.1.2 56.56.56.6 ICMP 98 echo (ping) reguest
5828890010.1.1.2 [
11 6.7851550010.1.1.2 56.56.56.6 ICMP 98 Echo (ping) reguest
12 6.9874960010.1.1.2 56.56.56.6 ICMP 98 Echo (ping) reguest
13 7.1900520010.1.1.2 56.56.56.6 IcMp 98 echo (ping) reguest
14 7.3924880010.1.1.2 56.56.56.6 ICMP 98 Echo (ping) reguest
15 7.5949790010.1.1.2 56.56.56.6 ICMP 98 Echo (ping) reguest

% H

id=0x0199,
id=0x0199,
id=0x0199,
id=0x0199,
1d=0x0199,
id=0x0199,
id=0x0199,

tt1=255
tt1=255
tt1=255
tt1=255

seq=4,1024,
seq=5/1280,
seq=6,/1530,
seq=7,/1792,
seq=8,/2048, ttl=255
seq=9,/2304, ttl=255
5eq=10/2560, ttl=255

< n

Frame 10: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
Ethernet II, src: Meiko_00:25:01 (00:00:fc:00:25:01), Dst: Hangzhou_bl:dl:c4 (Oc:da:41
il @ Internet Protocol version 4, Src: 10.1.1.2 (10.1.1.2), Dst: 56.56.56.6 (56.56.56.6)

|| =@ Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: 0

checksum: 0x303f [correct]

Identifier (BE):
Identifier (LE):
Sequence number
sequence number

——

409 (0x0199)
39169 (0x9901)
(BE): 5 (0x0005)
(LE): 1280 (OX0500)

Data (56 bytes)

0000 Oc da 41 bl dl c4 00 00 fc 00 25 01 OB 00 45 00
0010 00 54 07 cf 00 00 £f 01 38 99 0a 01 01 02 38 38
0020 38 06 08 00 30 3f 01 99 00 05 44 c0 93 eb 00 03
0030 02 71 08 09 Oa Ob Oc Od Oe Of 10 11 12 13 14 15
0040 16 17 18 19 la 1b 1c 1d 1le 1f 20 21 22 23 24 25
0050 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35

:bl:d1:c4)

['Profile: Default

@

|

L RIS BRI, BCE M A BB D BE R A, e B 46 T DLRI 5 22 M (i AT e

1.6 BeENH

#
mirroring-group 1 local
#
interface GigabitEthernetl/0/1
port link-mode route
ip address 10.1.1.1 255.255.255.0
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl/0/2
port link-mode route
ip address 12.1.1.1 255.255.255.0
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl/0/3
port link-mode bridge
undo stp enable
mirroring-group 1 monitor-port
#
interface GigabitEthernetl/0/4
port link-mode route
ip address 56.56.56.5 255.255.255.0
#



1.7 tHHEER
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2 AMhinsO8E (1. 1) PuEEc B
2.1 &N

RGN 11 At BRI E L. 11 BB 4RR 5B 5 s 1 R S 1 2 A I i
Ho

2.2 AMEK

W& 5B 4% ] GigabitEthernet1/0/1 % 14 X\ Device, I RIE R II6E, HEIEKN %% Server
RERE XTI 3 R 3 AU P iR S A T4 15
E3 1:1 AHhism OB IR E LA/ E

_ 3 GE1/0/2
Device

GE1/0/1 Server

R H

Q Ui

O Hagsm A

2.3 BiEFEEIN

o ARMUVBHRA T ENCE I 1 L A R AR Herh H AR AN BE A DA B AR L AR e 1
o HAS LR AR SCRLE R 1 B Y RSO R B At 1 IR R AR S O T RIS
M8 o SR Y R SCEAT 0, R E e A e D SR, AMERAR S

2.4 BLE T

# O A ARG 1.

<Device> system-view

[Device] mirroring-group 1 local

# e B AR 1 1Y 1~ GigabitEthernet1/0/1, s M Y& IR SCEAT 8%, H RSN
GigabitEthernet1/0/2.

[Device] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 both

[Device] mirroring-group 1 monitor-port gigabitethernet 1/0/2

# 7t H 193 0 GigabitEthernet1/0/2 |3 4= Bk L .

[Device] interface gigabitethernet 1/0/2

[Device-GigabitEthernetl/0/2] undo stp enable

[Device-GigabitEthernetl/0/2] quit



2.5 Wil &

# R TABEBANEEERER.
<Device> display mirroring-group all
Mirroring group 1:
Type: Local
Status: Active
Mirroring port:
GigabitEthernetl/0/1 Both
Monitor port: GigabitEthernetl/0/2

EskE, P alLuiEd Server WG 3t B AT .
2.6 BREH

#
mirroring-group 1 local

#

interface GigabitEthernetl/0/1
port link-mode bridge
mirroring-group 1 mirroring-port both

#

interface GigabitEthernetl/0/2
port link-mode bridge

undo stp enable
mirroring-group 1 monitor-port

#

2.7 FEXER

o UAMIE “WKEBMRERERS TH BB
o UMEE “MEEHMEZEMLSSE” T “HBE7.



3 AHUFOEE (1. N) PuEEEIER

3.1 @&
AR 1N At R IRCE 7% LN BRGOE Tab S48 m 1 B4R SC I 2 N AN 1)
S [ 6

3.2 AMEX

W & 514 FH GigabitEthernet1/0/1 ¥ 142\ Device, BLERBITEG RS, (A [H HIEHAG I % %
ServerA. ServerB. ServerC BEE Xt 43 BT kB R 1% F I i SCt AT M 4% 70 A o
El4 1:N 7 Hbis 058 1% EC 5 48 Y [E]

ServerA
[©)
. GE1/0/3
Device
Se;
Z
GE1/0/1 < ServerB

BRI

Q BN
ServerC
O H i

3.3 BiEFEEN

o ARMUVBHRA T ENCE I 1 L F A R AR Herh H AR AN BEAZ DA B AR L AR e 1
o HAS LR AR SCRLIE R 1 B Y AR SCANR B At 1 IR R AR N T R IER U
M 8 2 SR Y R SCEAT 0 e, R E e R e D SR, AR S

3.4 BEELE

# O A ARG 1.

<Device> system-view

[Device] mirroring-group 1 local

# iC B AR 1 YRS 14 GigabitEthernet1/0/1, s Y& IR SCEAT 8%, H RSN
GigabitEthernet1/0/2. GigabitEthernet1/0/3. GigabitEthernet1/0/4.

[Device] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 both

[Device] mirroring-group 1 monitor-port gigabitethernet 1/0/2 to gigabitethernet 1/0/4

# £ H i35 0 GigabitEthernet1/0/2. GigabitEthernet1/0/3. GigabitEthernet1/0/4 5% P14 B
o

[Device] interface gigabitethernet 1/0/2



[Device-GigabitEthernetl/0/2] undo stp enable
[Device-GigabitEthernetl/0/2] quit

[Device] interface gigabitethernet 1/0/3
[Device-GigabitEthernetl/0/3] undo stp enable
[Device-GigabitEthernetl/0/3] quit

[Device] interface gigabitethernet 1/0/4
[Device-GigabitEthernetl/0/4] undo stp enable
[Device-GigabitEthernetl/0/4] quit

3.5 WuFACE

# R TABEBANBEERER.
<Device> display mirroring-group all
Mirroring group 1:
Type: Local
Status: Active
Mirroring port:
GigabitEthernetl/0/1 Both
Monitor port: GigabitEthernetl/0/2
GigabitEthernetl/0/3
GigabitEthernetl/0/4

B se s, BT LLEE ServerA. ServerB. ServerC #r Bl prg it . &I HIHOC.

3.6 BEENH

#
mirroring-group 1 local
#
interface GigabitEthernetl/0/1
port link-mode bridge
mirroring-group 1 mirroring-port both
#
interface GigabitEthernetl/0/2
port link-mode bridge
undo stp enable
mirroring-group 1 monitor-port
#
interface GigabitEthernetl/0/3
port link-mode bridge
undo stp enable
mirroring-group 1 monitor-port
#
interface GigabitEthernetl/0/4
port link-mode bridge
undo stp enable
mirroring-group 1 monitor-port
#



3.7
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4 AHEOEHZ (M: N) JuEEcEIErE
4.1 &Y

ARZEBIA 28 MN At VB R AOBCE 7. MiN BHEORF8H M AN 1R SCE 13 N AN
IR 1o

4.2 AR

i 3 #FNHIF A% 3573 548 F] GigabitEthernet1/0/1. GigabitEthernet1/0/2 i 1% X\ Device, FlEKiE
G ThRE, AR E BRI ServerA. ServerB. ServerC REWSXT /3 Iz Eh. WK & K i%
FNEWCIARSHAT W 0 #T

[E5 M:N Zthim (55 150 B E R &

D7k
: ServerA
GE1/0/1 S
Device GE1/0/4
Gg,
7
GE1/0/2 % ServerB
HF

‘ ‘ O s ServerC
[ H i

43 BEEFEEIN

o ARMUVBHRAH T ENCE I 1 L A R AR Herh H AR AN BEAR DA B AR L AR o 1
o HAsm LR AR SCRLIE R 1 B Y RSO R B H At 1 IR R AR 8 T RIER U
M3 2 SR Y R SCEAT 0 A, R E e A e D SR, AR S

4.4 BPE LT

# O A ARG 1.

<Device> system-view

[Device] mirroring-group 1 local

# B AMGRAH 1 (Y55 1~ GigabitEthernet1/0/1. GigabitEthernet1/0/2, X Y& IR
A TE%, H R oA GigabitEthernet1/0/3. GigabitEthernet1/0/4. GigabitEthernet1/0/5.

[Device] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 gigabitethernet 1/0/2 both
[Device] mirroring-group 1 monitor-port gigabitethernet 1/0/3 to gigabitethernet 1/0/5

10



# 7t H i3 1 GigabitEthernet1/0/3. GigabitEthernet1/0/4. GigabitEthernet1/0/5 b 3¢ 4 st i
W

[Device] interface gigabitethernet 1/0/3
[Device-GigabitEthernetl/0/3] undo stp enable
[Device-GigabitEthernetl/0/3] quit

[Device] interface gigabitethernet 1/0/4
[Device-GigabitEthernetl/0/4] undo stp enable
[Device-GigabitEthernetl/0/4] quit

[Device] interface gigabitethernet 1/0/5
[Device-GigabitEthernetl/0/5] undo stp enable
[Device-GigabitEthernetl/0/5] quit

4.5 WiFfc &

# R TABERANBERER.
<Device> display mirroring-group all
Mirroring group 1:
Type: Local
Status: Active
Mirroring port:
GigabitEthernetl/0/1 Both
GigabitEthernetl/0/2 Both
Monitor port: GigabitEthernetl/0/3

GigabitEthernetl/0/4
GigabitEthernetl/0/5
B & 5e i n, Al LUlEIT ServerA. ServerB. ServerC 43 JI Wi ArE HE. H T3 58I A 5 O 4R
o
4.6 FEXH
#
mirroring-group 1 local
#

interface GigabitEthernetl/0/1
port link-mode bridge
mirroring-group 1 mirroring-port both
#
interface GigabitEthernetl/0/2
port link-mode bridge
mirroring-group 1 mirroring-port both
#
interface GigabitEthernetl1/0/3
port link-mode bridge
undo stp enable
mirroring-group 1 monitor-port
#
interface GigabitEthernetl/0/4
port link-mode bridge

11



undo stp enable
mirroring-group 1 monitor-port
#
interface GigabitEthernetl/0/5
port link-mode bridge
undo stp enable
mirroring-group 1 monitor-port
#

4.7 HHxER

o UAELE “MWEEHMBEEERS” T B4R,
o JUAMEE “WBEBMRIZEGSSET T “HiR
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5 FHZESEE VLAN LB AME S 72 B m O E
5.1 f&4Y
R EHIN B 545 VLAN SEIUA 545 2 17 %2 B o H G E 2.

5.2 HMEEk

W& &5 45 ] GigabitEthernet1/0/1 % 4% A\ Device, Il # 3K il i3 845 Th g, [ 5 IEA % %% ServerA
1 ServerB #SHE % X i 5B A& AN IR SCI T8 S

[El6 FIFATIZIRE VLAN SEIAM 15 X 5% B #9i% O A M [E

Server A
VLAN 2

‘ ’ GE1/0/1

iy e
10.1.1.2/24
GW:10.1.1.1

Server B

5.3 BEEFEEM

24— VLAN O 48 8 NI fE8its VLAN 5, 15 A% VLAN FAEHAR .
R8s CAEEIERAS VLAN BB NI fE551% VLAN, H—4 VLAN RAElC B N —AME R A B i fE s
% VLAN.,

25 VLAN #2855 VLAN J5, AU B 28515 VLAN HIEC & A4 BE MR 1% VLAN.

5.4 BLE LR

# QL 55 VLAN2.

<Device> system-view

[Device] vlan 2

[Device-vlan2] quit

# QI VLAN 2 3% FFRCE 1P Hihit.

[Device] interface vlan-interface 2
[Device-Vlan-interface2] ip address 10.1.1.1 24
[Device-Vlan-interface2] quit

# 6% VLAN 10 1E 844 VLAN.

[Device] vlan 10

13



[Device-vlanl0] quit

# e E i [ GigabitEthernet1/0/1 {3 1288408 Trunk 3w I, fo¥Flk35 VLAN 2 [k SCiE i .
[Device] interface gigabitethernet 1/0/1

[Device-GigabitEthernetl/0/1] port link-type trunk

[Device-GigabitEthernetl/0/1] port trunk permit vlan 2
[Device-GigabitEthernetl/0/1] quit

# QI AR R A 1.

<Device> system-view

[Device] mirroring-group 1 remote-source

# P N R BB 1 GigabitEthernet1/0/1 Bt B A FEIR AR 2 1 (V5

[Device] mirroring-group 1 mirroring-port gigabitethernetl/0/1 both

# KB AT R AR R A T (AL GigabitEthernet1/0/4 Jyfil) Fe B N84 1 M.
[Device] mirroring-group 1 reflector-port gigabitethernetl/0/4

This operation may delete all settings made on the interface. Continue? [Y/N]:y

# R NS 5 & 1) AN VLANZO.

[Device] vlan 10

[Device-vlanl0] port gigabitethernetl/0/2 to gigabitethernetl/0/3

[Device-vlanl10] quit

# FLE VLAN1O 1E AR A 1 12815 VLAN.

[Device] mirroring-group 1 remote-probe vlan 10

5.5 WGUFf &

# 1E5e i FIAALE )5, 7F Device i nBEAH 1 HRCEFE.
[DeviceA] display mirroring-group all
Mirroring group 1:

Type: Remote source

Status: Active

Mirroring port:

GigabitEthernetl/0/1 Both
Reflector port: GigabitEthernetl/0/4
Remote probe VLAN: 10

5.6 BCENH

#
mirroring-group 1 remote-source
mirroring-group 1 remote-probe vlan 10
#
vian 2
#
vlan 10
#
interface Vlan-interface2
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1

14



port link-mode bridge
port link-type trunk
port trunk permit vlan 2
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 10
#
interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 10
#
interface GigabitEthernetl/0/4
port link-mode bridge
port access vlan 10
mirroring-group 1 reflector-port
#

5.7 HXER

o UEELE “MWEERMBEELERS” T B4R,
o JUAMIE “WKEBMRIEGSSE B BB
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6 H¥mOHR - EmiEm 058

6.1 &Y
A AR i 1 75 2 R R AR AR B TS

6.2 AMFEXK
F N F RS @ R WSR2 0 1% Device A, &R HANEIM B 1P kb, FHr
WA A 10.1.1.0/24 ML, Tz 12.1.1.0/24 W B, BLELRIE AL E Hi 107 R 2w

i AR THRE, 8 FH I8 B 0 B 28 X B A A8 A3 PR A S AT M
E7 HimOAR_RIEER O RIGEMNE

Internet

Device C Device B
T

GE1/0/1
GE1/0/2

R At
VLAN 2 VLAN 3
10.1.1.2124 12.1.1.2/24

GW:10.1.1.1 GW12.1.1.1 K v %

6.3 BiEFEEN

o NEIRIEI RS B 1R Z BB EIRSCRT DL B R Ak, IR 4% B B IR B £ R B %4
I g 1B 7 VI R B VLAN Ji i
o HWHPERHEM RS, HEPRRS, REREEE, DUIRESERRENEEEK.
e B e A s VBRI P 18 48 AR B 45 ) 15 7 B R
o  [FEITFEEIZ VLAN B :
o ERiZ VLAN #EZs VLAN JEHse Bl .
o ERiZ VLAN ARMHARAE, (U T84 Thae .
o HRiZ VLAN Kkt — M PR A .
o RWAAHMBE EREFRGAR A S AR R I R 8 1R VLAN.
Wi B BRI H 125 I 75 B R
o Hsin HASRE R DA GRS 51 3
o Huum IARMBIALAE, (UH T U 084

16



e B 270 R iy 1 B AR RO T 6 N 5 B A

o IHEAELRIENG I BLZAESIE VLAN i, IS 52 B 1R Th R 0 15 1F .

o IHAEAMNEO LACE FAITIEE: AR, 802.1X. IGMP Snooping. #4s ARP il MAC
Hhk2E ], 75 2 R AR Th R I A

o AR A BRI O o

o —EBAN KRB E — M.

P O =2, R AR A E i 0 07 S R R AR

6.4 BELEXR

1. Device ARIELE (BHRNIE®E)
# 673 %% VLAN 2 Fi1 VLAN 3.

<DeviceA> system-view
[DeviceA] vlan 2 to 3
# G VLAN 5 {E 9z fE 515 VLAN.

[DeviceA] vlan 5

[DeviceA-vlan5] quit

# G VLAN 2 3 1 VLAN 3 £ LUFRCE 1P HuhbAE AR, VLAN IR E

[DeviceA] interface vlan-interface 2

[DeviceA-Vlan-interface2] ip address 10.1.1.1 24

[DeviceA-Vlan-interface2] quit

[DeviceA] interface vlan-interface 3

[DeviceA-VIan-interface3] ip address 12.1.1.1 24

[DeviceA-VIan-interface3] quit

# iL B i 11 GigabitEthernet1/0/1 [ 1288 Trunk 3ty I, f ¥k % VLAN 2. VLAN 3 fil5i 14 VLAN
5 FRCHE .

[DeviceA] interface gigabitethernet 1/0/1

[DeviceA-GigabitEthernetl/0/1] port link-type trunk

[DeviceA-GigabitEthernetl/0/1] port trunk permit vlan 2 3 5
[DeviceA-GigabitEthernetl/0/1] quit

# Gt H E A4 1.

[DeviceA] mirroring-group 1 remote-destination

# NI HBRA 1 REEm RSB VLAN 5 VLAN 5, it B 3% H2 20 e i v 46 11 o 11
GigabitEthernet1/0/2 24 H % I

[DeviceA] mirroring-group 1 remote-probe vlan 5

[DeviceA] mirroring-group 1 monitor-port gigabitethernet 1/0/2

# 5% H I LU ZERE BB VLAN. R EAR B Aos 4e I B & I, TR T e 2818 VLAN
fJ VLAN Tag, [l i%m G E Y Access i H .

[DeviceA] interface gigabitethernet 1/0/2

[DeviceA-GigabitEthernetl/0/2] port access vlan 5

# <M H it 11 GigabitEthernet1/0/2 _E 4 sl Bl .

[DeviceA-GigabitEthernetl/0/2] undo stp enable

[DeviceA-GigabitEthernetl/0/2] quit

17



2. Device B WL E (HE1IZE)
# 612 %% VLAN 2 Fi1 VLAN 3.

<DeviceB> system-view

[DeviceB] vlan 2 to 3

# G2 VLAN 5 1 HIZ 518 VLAN.

[DeviceB] vlan 5

[DeviceB-vlan5] quit

# iL B i 11 GigabitEthernet1/0/1 [ 1288 Trunk 3ty I, fe ¥k % VLAN 2. VLAN 3 fil5i 14 VLAN
5 Wk SCiE .

[DeviceB] interface gigabitethernet 1/0/1

[DeviceB-GigabitEthernetl/0/1] port link-type trunk

[DeviceB-GigabitEthernetl/0/1] port trunk permit vlan 2 3 5
[DeviceB-GigabitEthernetl/0/1] quit

# IiL & it [ GigabitEthernet1/0/2 (1) 13582 4 Trunk 3t 1, 1)k % VLAN 2. VLAN 3 fil5:14 VLAN
5 ko .

[DeviceB] interface gigabitethernet 1/0/2

[DeviceB-GigabitEthernetl/0/2] port link-type trunk

[DeviceB-GigabitEthernetl/0/2] port trunk permit vlan 2 3 5
[DeviceB-GigabitEthernetl/0/2] quit

3. Device CHELE CEIE®E)
# 673 %% VLAN 2 F1 VLAN 3.

<DeviceC> system-view

[DeviceC] vlan 2 to 3

# K I GigabitEthernet1/0/1 i\ VLAN 2.
[DeviceC] interface gigabitethernet 1/0/1
[DeviceC-GigabitEthernetl/0/1] port access vlan 2
[DeviceC-GigabitEthernetl/0/1] quit

# K45 1 GigabitEthernet1/0/2 Jii A\ VLAN 3.
[DeviceC] interface gigabitethernet 1/0/2
[DeviceC-GigabitEthernetl/0/2] port access vlan 3
[DeviceC-GigabitEthernetl/0/2] quit

# QI AR R A 1.

[DeviceC] mirroring-group 1 remote-source

# B VLAN 5 {9z 25 & VLAN.

[DeviceC] vlan 5

[DeviceC-vlan5] quit

# BB 1 e iR VLAN 4 VLAN 5, i 14 GigabitEthernet1/0/1, Hidi 1
GigabitEthernet1/0/3.

[DeviceC] mirroring-group 1 remote-probe vlan 5

[DeviceC] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 inbound
[DeviceC] mirroring-group 1 monitor-egress gigabitethernet 1/0/3

# It & 31 1 GigabitEthernet1/0/3 f)3ii H1 2884 Trunk 3% 11, 0¥ k45 VLAN 2.VLAN 3 F1451% VLAN
5 FRCHE .
[DeviceC] interface gigabitethernet 1/0/3

18



[DeviceC-GigabitEthernetl/0/3] port link-type trunk
[DeviceC-GigabitEthernetl/0/3] port trunk permit vlan 2 3 5
[DeviceC-GigabitEthernetl/0/3] quit

# ¢ M) 1 O GigabitEthernet1/0/3 b ()4 BB 03 o
[DeviceC-GigabitEthernetl/0/3] undo stp enable
[DeviceC-GigabitEthernetl/0/3] quit

6.5 WAL E

# e FiAAC B )5, 7 DeviceC R RBIE4 1 AL EAS .
[DeviceC] display mirroring-group 1
Mirroring group 1:
Type: Remote source
Status: Active
Mirroring port:
GigabitEthernetl/0/1 Inbound
Monitor egress port: GigabitEthernetl/0/3
Remote probe VLAN: 5
# 1t DeviceA LB nBiBH 1 MCEE R
[DeviceA] display mirroring-group 1
Mirroring group 1:
Type: Remote destination
Status: Active
Monitor port: GigabitEthernetl/0/2
Remote probe VLAN: 5

# DI R & 41 10.1.1.2 @i ping 77 05 M izl & B4 12.1.1.2 ], FEATEAZNR, 5
P W5 £ M AL B 1 ] 8 Fia o A LA Wireshark WX 2% 3560, 23 b 42 1 27 ool
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&8 Wireshark BT B4R

File Edit View Go Capture Analze Statistics Telephony Tools Internals Help

2elAe»aTLEE QAR #D%%| @

Filter: Expression.. Clear Apply Save

No. Time Source Destination Protocol Length Info -
1 0.0000000010.1.1.2 2 request 1d=0x0167, I
2 0.2016960010.1.1.2 Azl al. & ICMP 98 Echo (ping) request id=0x0167, seq=1/256,%
3 0.4031450010.1.1.2 12.1.1.2 ICMP 98 echo (ping) request 1d=0x0167, seq=2/512, |
4 0.6045950010.1.1.2 12.1.1.2 ICMP 98 Echo (ping) request 1d=0x0167, seq=3/768,
5 0.8059630010.1.1.2 12.1.1.2 ICMP 98 Echo (ping) request id=0x0167, seq=4,/102: - ||

'¢| m | +

(|® Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
Ethernet II, Src: Hewlett-_30:33:00 (bB:af:67:30:33:00), Dst: Hangzhou_bl:dl:c2 (Oc:da:41:bl:dl:c2)
Internet Protocol version 4, Src: 10.1.1.2 (10.1.1.2), bst: 12.1.1.2 (12.1.1.2)
= Internet Control Message Protocol
Type: 8 (Echo (ping) reguest)
Code: 0
Checksum: 0xfff9 [correct]
Identifier (BE): 359 (0x0167)
Identifier (LE): 26369 (0x6701)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Timestamp from icmp data: Jun 29, 2014 18:48:54.641228000 -

0000 Oc da 41 bl d1 c2 b8 af 67 30 33 00 08 00 45 00
0010 00 54 05 bd 00 00 ff 01 9d e6 Oa 01 01 02 Oc 01
0020 01 02 08 00 ff f9 01 67 00 00 53 af ef 16 00 09
|0030 c8 cc 08 09 Oa Ob Oc Od COe Of 10 11 12 13 14 15

| »

m

0010 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 ........ .. 1"#%%

IOOSO 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 & ()*+,- ./012345

_0060 36 37 a7

(D) [Intel(R) Gigabit CT Desktop Adapter: \Dev... | Packets: 7 Displayed: 7 Marked: 0 Profile: Default

PLEIMEE R AR, BB M — R mien DR IhREA R, Hodhs M il 1 2 7T LLRS Tl 6o 7 A i A )
OCHEAT %

6.6 BCEMH

o % 4% Device A:

#

mirroring-group 1 remote-destination
mirroring-group 1 remote-probe vlan 5
#
vlan 2 to 3
#
vlan 5
#

interface Vlan-interface2

ip address 10.1.1.1 255.255.255.0
#

interface Vlan-interface3

ip address 12.1.1.1 255.255.255.0
#

interface GigabitEthernetl/0/1

port link-mode bridge

port link-type trunk

port trunk permit vlan 1 to 3 5

20



#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 5
undo stp enable
mirroring-group 1 monitor-port
#
%t 7% Device B:

#
vlan 2 to 3
#
vlan 5
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 to 3 5
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 to 3 5
#
%t %% Device C:
#
mirroring-group 1 remote-source
mirroring-group 1 remote-probe vlan 5
#
vlan 2 to 3
#
vlan 5
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 2
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl1/0/2
port link-mode bridge
port access vlan 3
#
interface GigabitEthernetl1/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 to 3 5
mirroring-group 1 monitor-egress
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6.7 FHXER

o UELE “MIEEMHMBIERERT” B “HIR7.
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o JUAMIE “WEBMRIEGSSET hH) BB
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7 RSO R R DS
7.1 &Y

ARG 48 it 1 77 X R R AR G B T 7
7.2 HMFEK

FEAF TSI )R WL R o0 & Device A, A 10.1.1.0/24 WBr. ILESKIEIE A E K
S 15 QR L BEAR T RE (8 P e 0 46 T 37 A A PR A S AT M
B9 KR&timOAR-ERizmOREEME

Internet

Device C Device B
)’ = GEL/0i3 = Device A 3’5
GE1/0/2
GE1/0/1 GE1/0/2 GE1/0/1
Trunk
GE1/0/1 GE1/0/2
DiEZEY

10.1.1.2/24
GW:10.1.1.1 ﬁﬁ%?ﬂﬂﬁ%

7.3 BEEFEEIN

o NEIRIFI RS H BB Z BB EIRSCRT DL B 5 A, AT 4% B B IR B £ R H %4
I g 1 _E 7 VI R B VLAN Jd i
o HWHPERHEM RS, HEPRRS, REREEE, DUIRESERRENEEEK.
e B e A s VBRI P 18 48 AR B0 45 ) 15 7 B R
o  [FEITFEEIZ VLAN B :
o ERiZ VLAN EEZs VLAN JEHsE .
o ERiZ VLAN ARMHARAE, (U T84 ke .
o HRiZ VLAN KAkt — M R R A
o RWAAHMBE EREFRGAR A S AR R I R 8 1R VLAN.
Wi B R B AR H 125 I 7R R R
o Hsin HASRE R DA GRS 51 3

23



o Hfm AR E, AU T DR .

Pic B F i 1 B YR B A I 7 2

o IHEAEDRUENG FUIMAZIZEELR VLAN 1, B 25emi SR The M IE .

o EUGEFFE LORBIE A B LR SN b 1, A BRI 1 BRI, I B
THREMIIEH .

o fENfIE BCE Y S LU, % b EAFER A B B AR B B AERC BN R s
e AN RE FE G B AR 55

o HIRF GO RYE 1M ESG O, 32042 O E O SR 1, Bl IRF 734

7.4 BEELE

1. Device ARVELE (BHRNIE®E)
# BEM %% VLAN 2,

<DeviceA> system-view

[DeviceA] vlan 2

# G VLAN 5 1 9z FE 515 VLAN.

[DeviceA] vlan 5

[DeviceA-vlan5] quit

# Q2 VLAN 2 3211 JFECE 1P Hhhb /AR, VLAN [

[DeviceA] interface vlan-interface 2

[DeviceA-Vlan-interface2] ip address 10.1.1.1 24

[DeviceA-Vlan-interface2] quit

# fic B ot 1 GigabitEthernet1/0/1 3 12874 Trunk i 11, 2k 45 VLAN 2 Fl8i4% VLAN 5 F4f
i

[DeviceA] interface gigabitethernet 1/0/1

[DeviceA-GigabitEthernetl/0/1] port link-type trunk

[DeviceA-GigabitEthernetl/0/1] port trunk permit vlan 2 5

[DeviceA-GigabitEthernetl/0/1] quit

# Qe fE H A4 1.

[DeviceA] mirroring-group 1 remote-destination

# NI H B A 1 RE RSB VLAN 5 VLAN 5, it B 3% Hz 20 e i v 46 11 o 11
GigabitEthernet1/0/2 >4 H i I

[DeviceA] mirroring-group 1 remote-probe vlan 5
[DeviceA] mirroring-group 1 monitor-port gigabitethernet 1/0/2

# 55 H I LU ZE AR BB VLAN. R SR B Aok 4a I M & I, TR T e 24548 VLAN
fJ VLAN Tag, [ R E Y Access i

[DeviceA] interface gigabitethernet 1/0/2

[DeviceA-GigabitEthernetl/0/2] port access vlan 5

# ¢ H i3 1 GigabitEthernet1/0/2 b #9 4= Bk AL .
[DeviceA-GigabitEthernetl/0/2] undo stp enable
[DeviceA-GigabitEthernetl/0/2] quit

2. Device BB E (HEI&®E)
# BEM %% VLAN 2,
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<DeviceB> system-view

[DeviceB] vlan 2

# G2 VLAN 5 1 HIZ 518 VLAN.

[DeviceB] vlan 5

[DeviceB-vlan5] quit

# Iic & i 1 GigabitEthernet1/0/1 f% 12554 Trunk 55 1, F0¥RL 45 VLAN 2 F1451% VLAN 5 KR
p@libuRs

[DeviceB] interface gigabitethernet 1/0/1

[DeviceB-GigabitEthernetl/0/1] port link-type trunk

[DeviceB-GigabitEthernetl/0/1] port trunk permit vlan 2 5

[DeviceB-GigabitEthernetl/0/1] quit

# L B it 11 GigabitEthernet1/0/2 (3 1282854 Trunk 3 11, fe k4 VLAN 2 F14i15% VLAN 5 [l
i .

[DeviceB] interface gigabitethernet 1/0/2

[DeviceB-GigabitEthernetl/0/2] port link-type trunk

[DeviceB-GigabitEthernetl/0/2] port trunk permit vlan 2 5

[DeviceB-GigabitEthernetl/0/2] quit

3. Device CHIELE CEIE®E)
# BEM %5 VLAN 2,

<DeviceC> system-view

[DeviceC] vlan 2

# K5 1 GigabitEthernet1/0/1 Jil A\ VLAN 2.
[DeviceC] interface gigabitethernet 1/0/1
[DeviceC-GigabitEthernetl/0/1] port access vlan 2
[DeviceC-GigabitEthernetl/0/1] quit

# QI PR R A 1.

[DeviceC] mirroring-group 1 remote-source

# B VLAN 5 {9z 25 & VLAN.

[DeviceC] vlan 5

[DeviceC-vlan5] quit

# ML BT PR B R 4 1 I FE8E1% VLAN J VLAN 5, 55 1A GigabitEthernet1/0/1, 53 14
GigabitEthernet1/0/2.

[DeviceC] mirroring-group 1 remote-probe vlan 5

[DeviceC] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 inbound

[DeviceC] mirroring-group 1 reflector-port gigabitethernet 1/0/2

# L B0 1 GigabitEthernet1/0/3 Jy Trunk [, Jffu¥Flk5 VLAN 2 FI5& VLAN 5 [0 .
[DeviceC] interface gigabitethernet 1/0/3

[DeviceC-GigabitEthernetl/0/3] port link-type trunk

[DeviceC-GigabitEthernetl/0/3] port trunk permit vlan 2

[DeviceC-GigabitEthernetl/0/3] quit

7.5 WA E

# o~ Device A LT EHRBGANEERE L.

[DeviceA] display mirroring-group all

25



Mirroring group 1:
Type: Remote destination
Status: Active
Monitor port: GigabitEthernetl/0/2
Remote probe VLAN: 5

# o~ Device C LT EHGHARTLER B

[DeviceC] display mirroring-group all
Mirroring group 1:
Type: Remote source
Status: Active
Mirroring port:
GigabitEthernetl/0/1 inbound
Reflector port: GigabitEthernetl/0/2
Remote probe VLAN: 5

7.6 BEENXH

o % 4% Device A:

#
mirroring-group 1 remote-destination
mirroring-group 1 remote-probe vlan 5
#
vian 2
#
vlan 5
#
interface Vlan-interface2
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 to 2 5
#
interface GigabitEthernetl1/0/2
port link-mode bridge
port access vlan 5
undo stp enable
mirroring-group 1 monitor-port
#
. %t %% Device B:

#

vian 2

#

vlan 5

#

interface GigabitEthernetl/0/1
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port link-mode bridge
port link-type trunk
port trunk permit vlan 1 to 2 5
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 to 2 5
#
. %t %% Device C:
#
mirroring-group 1 remote-source
mirroring-group 1 remote-probe vlan 5
#
vian 2
#
vlan 5
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 2
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl1/0/2
port link-mode bridge
mirroring-group 1 reflector-port
#
interface GigabitEthernetl1/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlan 2 5
#

7.7 FHXER

o UAELE “MWEEHMBEELERS” T B4R,
o JUAME “WKEBEMRIEGSSE B BRI
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8 BLEHNERSH T A=EaEm DHEAR
8.1 f&4v

AR AL B B S 507 X = 2w DB e B 7.
8.2 AMFE K

AT R SRS 10.1.1.1/24 W . BRI A E = 2 fivm D 8B ThRe, 3 Bds W 2%
SHRF R 3517 1) Internet fRIFR ST A d28 .
E10 = RixiBinO5E G EME

P GE1/0/3
Device A 100.1.1.1/24

2 N
GE1/0/2 GE1/0/1

Device B

GE1/0/1 20.1.1.1/24 20.1.1.2/24 GE1/0/2
10.1.1.1/24 40.1.1.1/24
40.1.1.2/24

TR
3 R i 15
O Wl QU O RIS i &

8.3 MLEFEEM

AR RN H IR BL A L (B A7 AE TP () e, U5 B2 7E o 8] e e L JEC B PP B e P, AR PR ISRE 46
5 H s Z A =2 P25 1558 -

8.4 BLE LT

1. Device A IEC &
# fic B 4% 1 GigabitEthernet1/0/1 /Y IP #ihi- 4 10.1.1.1.

<DeviceA> system-view

[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] port link-mode route
[DeviceA-GigabitEthernetl/0/1] ip address 10.1.1.1 24
[DeviceA-GigabitEthernetl/0/1] quit

# fic B 4% 1 GigabitEthernet1/0/2 i IP #ihi- 4 20.1.1.1.
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[DeviceA] interface gigabitethernet 1/0/2
[DeviceA-GigabitEthernetl/0/2] port link-mode route
[DeviceA-GigabitEthernetl/0/2] ip address 20.1.1.1 24
[DeviceA-GigabitEthernetl/0/2] quit

# fic B 4% 1 GigabitEthernet1/0/3 f IP #ii: 4 100.1.1.1.
[DeviceA] interface gigabitethernet 1/0/3
[DeviceA-GigabitEthernetl/0/3] port link-mode route
[DeviceA-GigabitEthernetl/0/3] ip address 100.1.1.1 24
[DeviceA-GigabitEthernetl/0/3] quit

# fic & OSPF Phils

<DeviceB> system-view

[DeviceB] ospf 1

[DeviceB-ospf-1] area O

[DeviceB-ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0.255
[DeviceB-ospf-1l-area-0.0.0.0] network 20.1.1.0 0.0.0.255
[DeviceB-ospf-1l-area-0.0.0.0] quit

[DeviceB-ospf-1] quit

# QAR A 1.

[DeviceA] mirroring-group 1 local

# AR AH 1 BB R .

[DeviceA] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 inbound
# AR 1BCE B #3m H BRI E RS
[DeviceA] mirroring-group 1 monitor-port gigabitethernet 1/0/2 destination-ip 40.1.1.2
source-ip 20.1.1.1

2. Device B WWEC &
# fic B 42 1 GigabitEthernet1/0/1 f IP #ihi: A 20.1.1.2.

<DeviceA> system-view

[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] port link-mode route
[DeviceA-GigabitEthernetl/0/1] ip address 20.1.1.2 24
[DeviceA-GigabitEthernetl/0/1] quit

# fic B 32 1 GigabitEthernet1/0/2 1] IP #ihi: 4y 40.1.1.1.
[DeviceA] interface gigabitethernet 1/0/2
[DeviceA-GigabitEthernetl/0/2] port link-mode route
[DeviceA-GigabitEthernetl/0/2] ip address 40.1.1.1 24
[DeviceA-GigabitEthernetl/0/2] quit

# fic & OSPF PhiX.

<DeviceB> system-view

[DeviceB] ospf 1

[DeviceB-ospf-1] area O

[DeviceB-ospf-1l-area-0.0.0.0] network 20.1.1.0 0.0.0.255
[DeviceB-ospf-1-area-0.0.0.0] network 40.1.1.0 0.0.0.255
[DeviceB-ospf-1l-area-0.0.0.0] quit

[DeviceB-ospf-1] quit
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8.5 WiFfLE

# E5E R FIARCE )5, 7F DeviceA LR REE4 1 AL E(E R
[DeviceA] display mirroring-group 1
Mirroring group 1:
Type: Local
Status: Active
Mirroring port:
GigabitEthernetl/0/1 Inbound
Monitor port: GigabitEthernetl/0/2
Encapsulation: Destination IP address 40.1.1.2
Source IP address 20.1.1.1
Destination MAC address 1025-4125-412b

8.6 ELEXfF

. %t #% Device A:
#
ospf 1
area 0.0.0.0
network 10.1.1.0 0.0.0.255
network 20.1.1.0 0.0.0.255
#
interface GigabitEthernetl/0/1
port link-mode route
ip address 10.1.1.1 255.255.255.0
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl/0/2
port link-mode route
ip address 20.1.1.1 255.255.255.0
mirroring-group 1 monitor-port destination-ip 40.1.1.2 source-ip 20.1.1.1
#
interface GigabitEthernetl1/0/3
port link-mode route
ip address 100.1.1.1 255.255.255.0
#
. %t #% Device B:
#
ospf 1
area 0.0.0.0
network 20.1.1.0 0.0.0.255
network 40.1.1.0 0.0.0.255
#
interface GigabitEthernetl/0/1
port link-mode route
ip address 20.1.1.2 255.255.255.0
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#

interface GigabitEthernetl/0/2
port link-mode route

ip address 40.1.1.1 255.255.255.0
#

8.7 HHxZE#l

o UEELE “MEEMHMBERIERT” B “HIR7.
o JUAMEE “WBEBMEIZEGSZE T “HIR
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9 AMRMERINEEL EIEEE
9.1 v

AREH I BAR KRG L E 7.
9.2 AMFEK

SO FVBFRABAE 10.1.1.0/24 1By USRI B A ML GG RE 6P KOl I 0 V46 X 5 0
EHLH I WWW 3T
F11 ARG A R TR

GEL1/0/2 @ GE1/0/1 ’
Device Tk 230
10.1.1.0/24
H5HE W 5 GW:10.1.1.1

0.3 BLELE

# fil & GigabitEthernetl/0/1 211 IP Hihl->Ay 10.1.1.0/24, B L% -

<Device> system-view

[Device] interface gigabitethernet 1/0/1

[Device-GigabitEthernetl/0/1] port link-mode route

[Device-GigabitEthernetl/0/1] ip address 10.1.1.0 24
[Device-GigabitEthernetl/0/1] quit

#E SOMBIEAR B _E R S REAT 518 1) QoS #img, @4 ACL 3000, DLACHEA R M E .
[Device] acl number 3000

[Device-acl-adv-3000] rule permit tcp destination-port eq www source 10.1.1.0 0.0.0.255
[Device-acl-adv-3000] quit

# G 702 classifier_research, JLAZ ACL 3000.

[Device] traffic classifier classifier_research
[Device-classifier-classifier_research] if-match acl 3000
[Device-classifier-classifier_research] quit

# & MfiAT 9 behavior_research, #4514 2% GigabitEthernet1/0/2.

[Device] traffic behavior behavior_research
[Device-behavior-behavior_research] mirror-to interface gigabitethernet 1/0/2
[Device-behavior-behavior_research] quit

# 7€ XM policy research, A2 classifier_research 15 %€ 747N behavior_research.

[Device] qos policy policy_research
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[Device-qospolicy-policy_research] classifier classifier_research behavior
behavior_research

[Device-gospolicy-policy_research] quit

# % policy_research %% N F 2 GigabitEthernet1/0/1 ity I N5 7]

[Device] interface gigabitethernet 1/0/1

[Device-GigabitEthernetl/0/1] qos apply policy policy_research inbound
[Device-GigabitEthernetl/0/1] quit

9.4 ¥nFAE

# E5e i FiAAC B )G, 7 Device LIS G IR E S E.
[Device] display qos policy interface
Interface: GigabitEthernetl/0/1
Direction: Inbound
Policy: policy_research
Classifier: classifier_research
Operator: AND
Rule(s) :
If-match acl 3000
Behavior: behavior_research
Mirroring:
Mirror to the interface: GigabitEthernetl/0/2

9.5 BEENXH

#
acl number 3000
rule O permit tcp source 10.1.1.0 0.0.0.255 destination-port eq www
#
traffic classifier classifier_research operator and
if-match acl 3000
#
traffic behavior behavior_research
mirror-to interface GigabitEthernetl1/0/2
#
qos policy policy _research
classifier classifier_research behavior behavior_research
#
interface GigabitEthernetl/0/1
port link-mode route
ip address 10.1.1.0 0.0.0.255
qos apply policy policy_research inbound
#

9.6 HHXEX

o FERMALE “MEEHMBREIERS” BN B8,
o UMEE “WMEEHMEEGLSSE” T “HBE7.
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1 BeEwEAiEHERRSE

1.1 &9y

I

KRB B KI5 H G T AR S 2% e B 75
1.2 AWK

o CRARGMHEMEEAERHEEN;
o HHETERELYON 0~7HHERFERKIERH EENAI MG L.
Bl HEEELXZE HEEHNAEEHEME

1> = 1.1.0.1/16 1.2.0.1/16

Device Host

1.3 BEEHEHR
. BB BTGNS P k%, #a{R Device il PC Z (R Al ik . (EARED B BRI
e {EPC %% 3CDaemon i -E N H LIRS 52,

1.4 GBS E

1. Device EHIECE
# T RS BdoThig.

<Device> system-view
[Device] info-center enable

# BB AGE HEE R A 1P bk )y 1.2.0.1/16 9 HE N, HEENILFK THN local7, F7RdE4% 0~
7 HfE Ry .

[Device] info-center loghost 1.2.0.1 facility local7

2. HEEN EWECE

A%l 3CDaemon 1E0 H Gk 55 8 RABCHAUAGE RV HEE R, AR R RCE T RE
A, IR BBRME NS %

(1) $T7F 3Cdaemon, FEHE X NAFE..
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# ITIT A7 H SR H R R HEE B

user.info
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Listening for Syslog messages
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Stopped Syslog server
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1.6 BEEXH

#

info-center enable

info-center loghost 1.2.0.1 facility local7
#

1.7 AxZHER
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2 BCER&IRTFHEER Flash #5E3HR

2.1

M)

AR B AR B H S5 B RAF 2] FLASH $558 SCHF R I BC E T i

2.2 BLEFK

o CREIZHHLRIH EZUN N 0-7 T H ERAF S| FLASH, Jf HECE — > HE &N IM.

o  WEHEZHFXAEERZICKS500%HERE R, i Bl RAF HE S #I8E  60000 75
o M ENER I ENG IR R

o ME HEAE S AR Hiks 0 boot R 3K.

2.3 BLEFEEM

HSAEORAF B H S SCIERT, Se A e H B Gemt X . RET A IRIRRE RIMIAOR H S0 X 1)
WEREANHEE, P AT LT Tl SR RAF . RN RAF 5, DRAF AT H S SOt X L Y

A i NE
HoWigs.

2.4 BEELE

# N R G

<Device> system-view

# BCE 0~7 Zonl it H A5 B AR B H 7522 DX A tE R o
[Device] info-center source default logbuffer level debugging
# FUVFHEE B R B H S X

[Device] info-center logbuffer

# LB H Bt X ATAEA# 15 S 5 % 4 500 %%

[Device] info-center logbuffer size 500

# ML B 0~7 ol H EME B 2 H B0k

[Device] info-center source default logfile level debugging
# P8 HE XA DigE

[Device] info-center logfile enable

# o E SRS H S SO BROKRE A 2518 IMB.

[Device] info-center logfile size-quota 1

# C B A DR AT H A2 FLASH ) test U

[Device] info-center logfile directory flash:/test

# e B W% H s ERAr H E o0 RI 3y 60000 75 .

[Device] info-center logfile frequency 60000

# T B H A5 S 1Ak % 308 boot #5 2.

[Device] info-center timestamp boot



2.5 Wil &

# BERRRGHEHIBEGEE, TUESHE R CI e B HESX sk f T
FAEEIA Y AIMBL W& DRAF H ESCAFE] FLASH 1 test XU A7 H ESCAFRIH9% 9 60000 15
[Device] display logfile summary

Log file: Enabled

Log file size quota: 1 MB

Log file directory: flash:/test

Writing frequency: 16 hour 40 min O sec

#BE HEZMXFPRESAH EZ X idxk ) HEE R, TUES RV HEE B R HEZMX.
BN H B oK e b I EOAEA# S 7] D9 AMBL AIA7AE MR BB 2 0 500 7% .

[Device] display logbuffer

Log buffer: Enabled

Max buffer size: 1024

Actual buffer size: 500

Dropped messages: O

Overwritten messages: 402788

Current messages: 500

---- More ----

# BEE B SRIZR] FLASH # test XHERHERF .

[Device] more test/logfile.log

%@3049495%0.2409505789 H3C ARP/6/ARP_TARGET_IP_INVALID: Target IP 192.168.1.60 w
as not the IP of the receiving interface M-GigabitEthernet0/0/0.
%@3049496%0 . 2409506971 H3C ARP/6/ARP_TARGET_IP_INVALID: Target IP 10.1.1.2 was n
ot the IP of the receiving interface M-GigabitEthernet0/0/0.
%@3049497%0.2409510823 H3C ARP/6/ARP_TARGET_IP_INVALID: Target IP 10.1.1.2 was n
ot the IP of the receiving interface M-GigabitEthernet0/0/0. This message repeat
ed 2 times in last 3 seconds.

%@3049498%0.2409510789 H3C ARP/6/ARP_TARGET_IP_INVALID: Target IP 192.168.1.60 w
as not the IP of the receiving interface M-GigabitEthernet0/0/0.
%@3049499%0.2409520259 H3C ARP/6/ARP_TARGET IP_INVALID: Target IP 192.168.1.60 w
as not the IP of the receiving interface M-GigabitEthernet0/0/0. This message re
peated 1 times in last 10 seconds.

--—- More ----

2.6 BEENH

#
info-center timestamp boot
info-center logfile frequency 6000
info-center logfile size-quota 1
info-center source default monitor deny
info-center source default logbuffer level debugging
info-center source default logfile level debugging
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1 SNMPvl/v2c BcE
1.1 &9

AR ZHIAH SNMPVLV2C (L E 715
1.2 HMFEK

WK 1 s, iIMC RS 244F 5 NMS i#iid SNMPV1/SNMPv2c Pl 3Tk % (Agent) BHAT W&,
RiEAA4 N readtest, #E5 H1k4 Ky writetest, I H 241545 H BLH SR GEA5 F50 10 NMS K%

f

B0 o

&1 SNMPv1/iv2c IhEEHD & 28 M E

Vian-int2

@192.168.100.68/24 .

NMS
192.168.100.4/24

Agent

1.3 BLEEEEWM

e SNMPv2c 5 SNMPVL it 8 /755648, ARz DAIBCE SNMPv2c AT /4 .

o HPERZANMS ERCER SNMP hA S HIEA T LA—2, BN, NMS JoiER 3 & AT
EHRNLEY

o R FEM NMS AR E VEAR, T NMS AR E, BIkiES% NMS 1T .
ARBLE 2, LLIMC PLAT 7.0 (E0202) NI HEAT /41

1.4 B E T

1. Agent B &
# Be B 32 11 Vlan-interface2 [ IP #iik .

<Agent> system-view

[Agent] interface Vlan-interface 2
[Agent-VIan-interface 2] ip address 192.168.100.68 24
[Agent-VIlan-interface 2] quit

# W E Agent ff Y] SNMP Ay v2e. RiEB11E4 K readtest, 55 A4 N writetest.
[Agent] snmp-agent sys-info version v2c

[Agent] snmp-agent community read readtest

[Agent] snmp-agent community write writetest

# WERRMERAMOGEE R, U7 EgEd.

[Agent] snmp-agent sys-info contact Mr.Wang-Tel:3306

[Agent] snmp-agent sys-info location telephone-closet,3rd-floor

# WE AV NMS RI% 5 (5 5, SR 4 ) readtest.

[Agent] snmp-agent trap enable



[Agent] snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname
readtest v2c

2. NMS Bt &

(1) BEFHENIMCERTS, HH R 0L, Bl TN A G & e B0, 3t A
W0 B VU o AR % T P A N A I ML R 1P Huhl, O i<l B SNMP S50 B >8E % .

E2 #EmnigEicERmE

0, 2 = HITneE @y

— waiEXiEga

ERLEHIPHE [re2.168.100.68 ||
BETE | |
s | @
wEs | -l@

BRI ITE\nel - |®

[ EMTraps SRR T R iR
[EEHFPInEE®

[ PingTiE A (2

[ WsLoopBackii fE A EEIP

— - mEsuesm |
Dot E
HHAE SHMPvZe
RizdET o
EEHEF i
AT R 1] () 4
HidinEy 3

( + REE TelnetHH ‘

+RESSHES
L |

(2) #HA SNMP i & I H L & SNMP Z44.

o  WEZHKMH “SNMPv2c”;

o WE HEBMARTEN “readtest” ;

o  WEEBHIET N “writetest” ;

o  HESHCRAGEME, Hpd<ifie >t 56 e
[E3 SNMP ¥ E T EH

(O TammonmPas () )2 HRSNMPSEIEE SikE

SRR IBNMPv2C -]
RiEEET — |
EEFARTE e

=

HERT A A (1-B 08k =
Emw-on - 3 |




(3)  FEMGINVE AT B T A A <H B >HAEH, IMC IR RIS & s B . Wik & s E, B
Brr @i iMC X & & i THC B . B EE Y,
E4 &I

O} 3iE - BHEE @
RSN, » AT I TR |

BEEES O i T

Fhivm FETEERSNNE, Telnel, SSHEBFROMEE.

RS S defau MBS BIBIIE S .

1.5 WitACE

# e L P B 2 5, R & LREAN MO #4T shutdown 8¢ undo shutdown #1E, W&%
5] NMS 342 FUIRAS B0 1) Trap.
# 1E IMC [ “5 2> EZpl >4 27 U2 Bon Ll RSSO Trap 5 5.

1.6 BeEN

#
snmp-agent
snmp-agent community write writetest
snmp-agent community read readtest
snmp-agent sys-info contact Mr.Wang-Tel :3306
snmp-agent sys-info location telephone-closet,3rd-floor
snmp-agent sys-info version v2c
snmp-agent trap enable arp
snmp-agent trap enable syslog

snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname readtest
v2c

#
1.7 HHE&ER

. PR E “MSE MBI ETRS” FH “SNMP 7,
o  ERERE “WKETMEEMASSE” T “SNMP”,



2 SNMPv3 B

2.1 &4

KZHA 28 SNMPV3 HIFLE 715

2.2 AMEK

NMS i@ it SNMPv3 R Xt Agent '] SNMP # ST S B AT I =& 21, Agent £E H LK
BT eSS 323l NMS Kk 5245 5, NMS _EH: SNMP #5245 B EIA UDP % 1154 162,
NMS 5 Agent #37. SNMP 80, T ZMIE, FHMNVEREEA SHA-L, AMEZA
123456TESTauth&!. NMS 5 Agent 2 [E]f&%i ) SNMP i TR 2%, A8 H B sl
AES, IN##44 4 123456 TESTencr&!

&2 SNMPv3 Ihgg# BIfD & 40 W 5]

Vlan-int2

@192.168.100.68/24 .

Agent

NMS
192.168.100.4/24

2.3 BEEFEEIN

SNMPV3 37 ##3%:T RBAC (Role Based Access Control, 3T (4 17 [l 3% #1)) 13T VACM
(View-based Access Control Model, J&T-H & #7462 Bfh s i) 7 2. AR

B2 F, EEREI R RAG TRR T R E R, TR E RS R,

P AE® %A NMS L E Y SNMP JiA S FIZ A FZ L —8, B, NMS Jeikxd 3 & 3847

EELRSEY

ANET R NMS B E 7 EAE, 56T NMS FITEECE , BAKEZ% NMS [AH 5 Tt .

ARFCE G, LLIMC PLAT 7.0 (E0202) Afil#H4T A4 -

SNMPV3 #4% Trap #SCH H I FHN Z &S HEMF AR & CRER v3 I, He g

— .

SNMPV3 [V IE 25050 FUN0 2550 DL SO AORAFAERC B SO, 26 303600 H B SRS AR 1

5D THAEE AR R WS EDE N & 1A BVIE B R A s A A B AR RME, A

B IAE N B ¥ il F LRCE, A2 B DU B SO R AR & . AW & W& 1

12D AR, £ FEE SCEMSAFE, R SRS AN .

2.4 BLE L

1. ZF RBAC #J SNMPV3 it &

# I & 2 1 Vlan-interface2 1 IP Hbdik.
<Agent> system-view

[Agent] interface Vlan-interface2



[Agent-VIan-interface2] ip address 192.168.100.68 24

[Agent-VIan-interface2] quit

# W E Agent £ FH 1) SNMP fRAH v3.

[Agent] snmp-agent sys-info version v3

# QI A test, VMRS internet 7 (OID y “1.3.6.1” ) FHIFTA X 4.

[Agent] role name test

[Agent-role-test] rule 1 permit read write oid 1.3.6.1

[Agent-role-test] quit

# 4% SNMPv3 F /' managev3user, JyHZ6e A7 test, IAMIER N SHA-L, B SCAIEZ Y
N 123456 TESTauth&!, NN#HEN AES, BISCINE %52 123456 TESTencr&! .

[Agent] snmp-agent usm-user v3 managev3user user-role test simple authentication-mode sha
123456 TESTauth&! privacy-mode aesl28 123456TESTencré&!

#MERZMBERAMGERE L, DU EgED
[Agent] snmp-agent sys-info contact Mr.Wang-Tel:3306
[Agent] snmp-agent sys-info location telephone-closet,3rd-floor

# JF 5 SNMP 2 )58

[Agent] snmp-agent trap enable

# WHEZW SNMP HEEEMHEMENL 1P Hhlk, BI NMS [ IP Hutk, B8 <4 INESE0N
managev3user.

[Agent] snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname
managev3user v3 privacy

2. &£F VACM B9 SNMPV3 it &
# Be B P21 Vlan-interface2 [ 1P Hudik .

<Agent> system-view

[Agent] interface Vlan-interface2

[Agent-VIan-interface2] ip address 192.168.100.68 24

[Agent-VIan-interface2] quit

# 1 E Agent ff FH 1) SNMP fiRAH v3.

<Agent> system-view

[Agent] snmp-agent sys-info version v3

# 6% MIB LR, 494 mibtest, 1% internet TH (OID Xy “1.3.6.1” ) TFHIFTA 4% .
[Agent] snmp-agent mib-view included mibtest 1.3.6.1

# 0% SNMPv3 41 managev3group, JFHELE 514405 K SNMPv3 H ' 5 NMS 2, 1
HEATIGIE RIS, NMS BT DIXE B4 04T 15 O PL LS mibtest.

[Agent] snmp-agent group v3 managev3group privacy read-view mibtest write-view mibtest
notify-view mibtest

# €14 SNMPv3 H F* managev3user, WAiEEEA SHA-1, HISOAIEE S 123456 TESTauth&!,
IS8 AES, BISOIN® %t j2 123456 TESTencr&! .

[Agent] snmp-agent usm-user v3 managev3user managev3group simple authentication-mode sha
123456 TESTauth&! privacy-mode aesl128 123456TESTencré&!

# B WL MR ES L, DU EgEd

[Agent] snmp-agent sys-info contact Mr.Wang-Tel:3306

[Agent] snmp-agent sys-info location telephone-closet,3rd-floor

# JF )3 SNMP &2 I RE .

[Agent] snmp-agent trap enable



# WAL SNMP & 8 HMENL IP Hillk, B NMS ) IP Hhhil, FEZ&NESHN
managev3user.

[Agent] snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname
managev3user v3 privacy

3. NMS L&

# it B SNMP &4

o HRIMC, EF“ RGEEH” AL, Ml FHUR A [FTEE E/SNMP BRI, i SNMP
BEOARC B U, R U <G >4, BN SNMP BR G & T .

e MLE SNMP BRI 4 FR N SNMPV3.

o HEFEBHKMN SNMPV3 Priv-Aes128 Auth-Sha.

e IE SNMP H F 44 managev3user.

o HISONIEZES N 123456 TESTauth&! .

o WISUINEERY N 123456 TESTencr&!

o  HEBHCRAGEME, i <iie >4k 58 iR iE.

[E3 0 SNMP &R TTE

FLRETE - SNMPIER = BINSNMPIER @3
EEET * [EHMPy3 (@]
SRR - |SNMF'\-'3 Priv-Aes128 Auth-Sha - |
APE - Imanagevauser @]
MR+ |. ............... |
EEEEEg * |. ............... |
FERCRCE] (1- B0 4 |
Fikgn-20) B |
WE Wit

#OIEFE TR AR, Bl UR T R[S B N A S R, BE KGN v B U, R 1%
TUH A A BRI B P b, Jf <A B SNMP Z3U3 B >4k



[El4 &g &TE

L1, 58 = HI0EE

(QF:
— SHEEEA
Pt - 19216810063 |
WEITE woent
13 | @
BEsE | 6]
BRAE ITElI"IEt - |®
e EMTeapEEREAE £ 5%
[EEHHPINGRER)
[JPingTFiBtmA @
[ sLoopBacklttEAEEIP
— |- AR ESNMP S8
[ as
e Eriv] SHMPY2E
RiEEET e
EERGT e
FERTE i8] (fb) 4
Eidie 3
’— + B ETenet S5 ‘
’7 + EESSHER ‘
e ]
# i\ SNMP Z 4% & iU Bl & SNMP 244,
o EF “INCEHH SNMP SHUENR AR L,
o IEBELFRA “SNMPV3” (1] SNMP Hiti .
o Huhi<WfiE > SERARAE, IREIE] AN T .
E5 SNMP 2¥ZE T H
Oz ramsurss| () joamsmrsransan || BH#
i 5 BRI HFP&E #ERT B E () Elic®
() default SMMPy2e 4 3
(e SHMPy3 SHMPY3 Priv-Aes] 28 Auth-Sha manageviuser 4 3 |
HF2EIEF , HRiE1-2, 11 . E
#®x Wi

o FE “HHINIAE” DU <AIESTE, IMC R BN R A RE S W mE & T E,
B Aridad iIMC X e TR E . B EALED



El6 & AINTIE

03 BB » &8 (O]
MRS TR - (TGS TR ¢

EEHNEE HEAIRIEIEEE RS R

Sl FREETRESNMP. Telnet, SEHEBFEMEE.

HEE R defaU HEE S BUIIEE .

2.5 WFACE

# e A FCE 2 5, RS EEAN TN OHAT shutdown B undo shutdown #:1E, 32
5] NMS K342 FUIRAS BB 1) Trap.
# 1E IMC [ “5 2> EZplie> i 27 U2 s Lk RS SR Trap 5 5.

2.6 BEENH

o  X:T RBAC ML E 1F
#
snmp-agent
snmp-agent sys-info contact Mr.Wang-Tel :3306
snmp-agent sys-info location telephone-closet,3rd-floor
snmp-agent sys-info version v3
snmp-agent trap enable arp
snmp-agent trap enable syslog

snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname
managev3user v3 privacy

snmp-agent usm-user v3 managev3user user-role test cipher authentication-mode sha
$c$3$5J1aJZ6gNX 1yNRg2FR2ELDT3QQH1exwJRWAYYq7eLfcBewuM5SncM= privacy-mode aes128
$c$3$+bbXZS4+PnsLDyr1600gzBckal zR6 XMDwWZQuULBUSRM+dpw==

#

role name test

rule 1 permit read write oid 1.3.6.1
#

o T VACM MR E 1
#
snmp-agent
snmp-agent sys-info contact Mr.Wang-Tel :3306
snmp-agent sys-info location telephone-closet,3rd-floor
snmp-agent sys-info version v3

snmp-agent group v3 managev3group privacy read-view mibtest write-view mibtest notify-view
mibtest

snmp-agent mib-view included mibtest internet
snmp-agent trap enable arp
snmp-agent trap enable syslog

snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname
managev3user v3 privacy



snmp-agent usm-user v3 managev3user managev3group cipher authentication-mode sha
$c$3$5JaIZ26gNX 1yNRQ2FR2ELDT3QQH1exwJRWAYYq7eLfcBewuM5ncM= privacy-mode aesl128
$c$3$+bbXZS4+PnsLDyr160ogzBckal zR6EXMDWZQULBUSRM+dpw==

2.7 HHXER

o UAMIE “WEEHAMRIERCERS” TH “SNMP”,
o IMEE “MEHMEEMLSZSE” T “SNMP”.



3 SNMP M ACL PRSP E V5 1H
3.1 &N

AREGN S FE A ACL SN AR 1€ I M R U 0] 28 BT B 07 V2
3.2 AMFEK

WK 3 fir, iIMC RS 231E 9 NMS it SNMPv2c Hhin %% (Agent) BEAT Wi s, HikHfk
%N readtest, 1325 FK4 A writetest,  F H 24 & H UM BE0S £ 5 R NMS Ri%5 245 .
&3 SNMP N F ACL BR#IFERME 1751828 M &

Vian-int2

@192.1&8.100.68/24 .

NMS
192.168.100.4/24

Agent

3.3 BiEFEEN

o HPYEBER NMS ERCE ) SNMP WA S MBI 7 01—, 0], NMS JCiEx & &7
RN

o R T NMS AR E TVEAR, T NMS VEARCE, BikiES% NMS [T
AR B 2440, LLIMC PLAT 7.0 (E0202) il #4748

3.4 BEELE

1. Agent B &
# fic B 4% 1 Vlan-interface2 (1) IP #idik, Agent {1 SNMP fi A=A v2c.

<Agent> system-view

[Agent] interface Vlan-interface 2

[Agent-VIan-interface 2] ip address 192.168.100.68 24

[Agent-Vlan-interface 2] quit

[Agent] snmp-agent sys-info version v2c

[Agent] quit

# BCEVIHBRE), HAavr P by 1.1.1.1 (5 NMS f % B 1k 42 0 15 2% B SL IR A ) MIB X 5
BETELS B, 251 HE NMS i % A 4 AT S 81k .

[Sysname] acl basic 2001

[Sysname-acl-ipv4-basic-2001] rule permit source 192.168.100.4 0.0.0.0
[Sysname-acl-ipv4-basic-2001] rule deny source any

[Sysname-acl-ipv4-basic-2001] quit

# Q7 MIB LIS S, LB LFCN mibtest, i MIB #LIE R 1l EAX fE Vi Ml F6 22 1 MIB (OID N
“1.3.6.1.2.17),

[Sysname] snmp-agent mib-view included mibtest 1.3.6.1.2.1

# o B Rk 4N readtest, 25 Fl1A 4 R writetest.

10



[Agent] snmp-agent community read readtest
[Agent] snmp-agent community write writetest

# WERRMERAMOGEE R, U7 EgeEd.
[Agent] snmp-agent sys-info contact Mr.Wang-Tel:3306
[Agent] snmp-agent sys-info location telephone-closet,3rd-floor

# WE VR NMS RIEEEER, [ HMEEY N readtest.

[Agent] snmp-agent trap enable

[Agent] snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname
readtest v2c

2. NMS WECE

(1) BFHNIMCEFHT&, i “RIE” 1, i SHM AR5 8o, g n#
AT B U« AR % LT PR B B B 1P HdE, I AT <EC B SNMP S304% B >8R .

E4 O E

[ (O]

— BEELZR

EHLERIPHAL * [i8z.168.100.66 ||
wERE | I
& | @)
BEE | ~@

ot [Teinet - @

[ ERTrap R IER+ SR A
(S TP D)

[ PingTiE i » ()

[ HELoopBackiit fE A EIRIP

— |= AEESNMPEE |

s i) SRMPYZe
REBEF =
ESHET e
BR8] (Rl 4
EiFfi 3

T + EETeinetHH ‘

+ RESSHER
L |

(2) A SNMP 2%k B I & SNMP 244,

o  WEZSHKAA “SNMPv2C”;

o WE HEBMARTEN “readtest” ;

o  WEEEHIAT N “writetest” ;

o  HEBHCRAGEME, e <ifie >4 58 iR iE.

11



&5 SNMP &¥ZETTE

(@)= TmmenmPzar () ) EATRISNMPES S it

SR+ ENMPY2C -]

FERT AE] (1-60%L) *

EiFua-2m - 3 |
W Wi

(3) Ti‘ﬂﬂu%ﬁﬂﬁjxﬁﬁﬂkﬁﬁ%>&%ﬂ, IMC 3R A1 N % BRI E B . SN as e fs, H

RITT@ IS iIMC X & AT RO E . & EEAZEd
E6 &% & A IIE

C% #iE = REER

WSS (EATE R T AR -

HEHEER EERIREE LSRR B
Sitilkghn FRETREMSNMP. Telnet, SSHEEEIRINGSE.
s SR defaulER S EE IR E .

3.5 WiFfcE

#5E UL ERCE 2 5, & EIEA T HE O #UT shutdown 8¢ undo shutdown #:4F, #&%

] NMS K%z FRRAS B2 (1 Trap.
#1E IMC [ “ &8s 58> 4352 jiim & R il FPIRASSCE R Trap 15 B
HARYrdeE IP Hidk 192.168.100.4 1M1 5 Z HHLIKTE E MIB.

3.6 BEENH

#
snmp-agent
acl basic 2001
rule permit source 192.168.100.68 0.0.0.0
rule deny source any
snmp-agent mib-view included mibtest 1.3.6.1.2.1
snmp-agent community write writetest
snmp-agent community read readtest
snmp-agent sys-info contact Mr.Wang-Tel :3306
snmp-agent sys-info location telephone-closet,3rd-floor
snmp-agent sys-info version v2c
snmp-agent trap enable

snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname readtest

v2c
#

12



3.7 lAx&EX

. PRI E “MKE MG E RS K “SNMP”,

8]
o FREE “MBEHMBEGTASZSE” 1) “SNMP”,
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1 EEEFFABHSEI AT B i
1.1 fajfy

ARG G B A I S A A % R LIS Y TG B TV
1.2 AMFEK

WK 1 FiR, PEL AAMARI%RE, R4 Server 5 PE1 Bi%. PE2 %3 VR1, VPN1 @it PE2
BAAN. FRIF:
SEILAFAM R B HE, VR fEf51)7 i 2] Server.
E1 FeE RS RS ESCEN A FA DY 2% FR BB LA W TR = &
GE1/0/3 GE1/0/2

Vlan-int30 Vlan-int30
72.16.30.1/24 172.16.30.2/24

PE2 PE1

T

GE1/0/10 GE1/0/1
Vlan-int10 Vlan-int40
10.214.10.3/24 10.1.1.1/24

Server
10.1.1.2/24

VPNA1

1.3 B ERR

HeHl VR AL 19 2 Server, 75 B4 58 U R AL E -

(1) f£ PE1AIVR1 filf# VLAN S AHRIT VLAN 421

(2) £ PE2 LFE VPN SLfIH:4 VR #: N\ PE2;

(3) £ Server. PEL fil VR1 [-Fir & 45 % B AR UE 2> W9 % ph B8 5
(4) 1E PE2 L0 & HH A8 Hy S AL B8 HH FL3E

1.4 BB SE

1. B2E VR1
# 1E VR1 %45 L6 VLAN1O, ¥ GigabitEthernet1/0/1 i I VLAN10.

<VR1> system-view

[VR1] vlan 10

[VR1-vlanl10] quit

[VR1] interface GigabitEthernet 1/0/1
[VR1-GigabitEthernetl/0/1] port link-type trunk
[VR1-GigabitEthernetl/0/1] port trunk permit vlan 10

1



[VR1-GigabitEthernetl/0/1] undo port trunk permit vlan 1
[VR1-GigabitEthernetl/0/1] quit

# lic & Vlan-interface10 #2 11 IP H#ili- 7y 10.214.10.2/24.
[VR1] interface Vlan-interface 10

[VR1-Vlan-interfacelO] ip address 10.214.10.2 24
[VR1-Vlan-interfacelO] quit

2. it E PE1

# {£ PE1 %% A% VLAN30 F1 VLAN4O, ¥ GigabitEthernet1/0/1 % 1IN VLAN4O, ¥
GigabitEthernet1/0/2 & I il N VLAN3O0.

<PE1> system-view

[PE1] vlan 30

[PE1-vlan30] quit

[PE1] vlan 40

[PE1-vIan40] quit

[PE1] interface GigabitEthernet 1/0/1
[PE1-GigabitEthernetl1/0/1] port link-type trunk
[PE1-GigabitEthernetl/0/1] port trunk permit vlian 40
[PE1-GigabitEthernetl/0/1] undo port trunk permit vlan 1
[PE1-GigabitEthernetl/0/1] quit

[PE1] interface GigabitEthernet 1/0/2
[PE1-GigabitEthernetl/0/2] port link-type trunk
[PE1-GigabitEthernetl/0/2] port trunk permit vlan 30
[PE1-GigabitEthernetl/0/2] undo port trunk permit vlan 1
[PE1-GigabitEthernetl/0/2] quit

# Il E PEL1 1Y Vlan-interface30 1 Vian-interface40 #1173/ IP Hihik4» 54 172.16.30.2/24 Al
10.1.1.1/24.

[PE1] interface Vlan-interface 30

[PE1-Vlan-interface30] ip address 172.16.30.2 24
[PE1-Vlan-interface30] quit

[PE1] interface Vlan-interface 40

[PE1-Vlan-interface40] ip address 10.1.1.1 24
[PE1-VIan-interface40] quit

3. BLE PE2

# 1E PE2 ¥4 1o VPN @3 VPN 5241, 474y “vpnl”, FFECEZS6H RD E 10:1, Hlof!
K%K VPN Target J&PEHA 111:1.,

<PE2> system-view

[PE2] ip vpn-instance vpnl

[PE2-vpn-instance-vpnl] route-distinguisher 10:1

[PE2-vpn-instance-vpnl] vpn-target 111:1

[PE2-vpn-instance-vpnl] quit

# /& PE2 %4 A% VLAN1O #l VLAN30, Jf¥ GigabitEthernet1/0/10 ¥ 1A VLAN1O, ¥
GigabitEthernet1/0/3 i I il N VLAN30.

[PE2] vlan 10

[PE2-vlan10] quit

[PE2] vlan 30



[PE2-v1an30] quit

[PE2] interface GigabitEthernet 1/0/10
[PE2-GigabitEthernetl/0/10] port link-type trunk
[PE2-GigabitEthernetl1/0/10] port trunk permit vlian 10
[PE2-GigabitEthernetl1/0/10] undo port trunk permit vlan 1
[PE2-GigabitEthernetl/0/10] quit

[PE2] interface GigabitEthernet 1/0/3
[PE2-GigabitEthernetl/0/3] port link-type trunk
[PE2-GigabitEthernetl/0/3] port trunk permit vlian 30
[PE2-GigabitEthernetl/0/3] undo port trunk permit vian 1
[PE2-GigabitEthernetl/0/3] quit

# ML Vlan-interface10 #2115 VPN1 sEI#EAT48E, JFECE IP HihlJy 10.214.10.3/24.
[PE2] interface Vlan-interface 10

[PE2-Vlan-interfacelO] ip binding vpn-instance vpnl
[PE2-Vlan-interfacelO] ip address 10.214.10.3 24
[PE2-VIan-interfacelO] quit

# ML Vlan-interface30 41111 IP #i4ik >4y 172.16.30.1/24.
[PE2] interface Vlan-interface 30

[PE2-Vlan-interface30] ip address 172.16.30.1 24
[PE2-Vlan-interface30] quit

4. 7£ Server, PE1 1 VR1 R BEa7SERH
# 7F Server 38 E#AKE, 2:4E 10.214.10.0 MBI, F—BkHbhlik 10.1.1.1.

<Server> system-view
[Server] ip route-static 10.214.10.0 255.255.255.0 10.1.1.1

# 7F PE1 LB daigt, 24 10.214.10.0 MBI SC, F—Bkhl R 172.16.30.1.

<PE1> system-view
[PE1] ip route-static 10.214.10.0 24 172.16.30.1

# 76 VRL HI8ERSEH, %4 10.1.1.0 MBIk, F—BkHhilk Ay 10.214.10.3.

<VR1> system-view
[VR1] ip route-static 10.1.1.0 24 10.214.10.3

5.1 PE2 FRLESHSKBSMATAMEHB IR
# 1F PE2 g feSid, 248 10.214.10.0 ME IR, F—Bkihk A 10.214.10.2, FHE b
15 VPN1 2414 &

<PE2> system-view
[PE2] ip route-static 10.214.10.0 24 vpn-instance vpnl 10.214.10.2

# 15 PE2 LA SR, 24F 10.1.1.0 MBI, N —Bkiihly 172.16.30.2, JfiGitikH S
VPN1 SEHI4E5E .
[PE2] ip route-static vpn-instance vpnl 10.1.1.0 24 172.16.30.2 public

1.5 Eurfc &

# 7R PE2 A VPNL SEGI4ES 1% {5
[PE2] display ip routing-table vpn-instance vpnl

Destinations : 7 Routes : 7



Destination/Mask Proto Pre Cost NextHop Interface

10.214.10.0/24 Direct O 0 10.214.10.3 Vlanl0
10.214.10.3/32 Direct O 0 127.0.0.1 InLoop0
127.0.0.0/8 Direct O 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO
172.16.30.0/24 Direct O 0 172.16.30.1 VIan30
172.16.30.1/32 Direct O 0 127.0.0.1 InLoop0
10.1.1.0/24 Static 60 0 172.16.30.2 Vl1an30

ATLLEF], VPN [k R AR TR R 2 W RS I
# 7R PE2 LRIEEH{E .
[PE1] display ip routing-table

Destinations : 14 Routes : 14

Destination/Mask Proto Pre Cost NextHop Interface
0.0.0.0/32 Direct O 127.0.0.1 InLoopO
100.100.11.1/32 Direct O 0 127.0.0.1 InLoopO
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
172.16.30.0/24 Direct 0 O 172.16.30.2 VIan30
172.16.30.0/32 Direct 0 O 172.16.30.2 VIan30
172.16.30.2/32 Direct 0 O 127.0.0.1 InLoop0
172.16.30.255/32 Direct 0 O 172.16.30.2 VIan30
10.214.10.0/24 Static 60 1 10.214.10.2 Vlan10
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct O 0 127.0.0.1 InLoopO

ATCAE B, 8 AL R Y B ) B A i H 2 5l N B A PR iR .

# ffH ping M4 51FE VR1 2| Server [ 4% @M.

<VR1>ping 10.1.1.2

Ping 10.1.1.2 (10.1.1.2): 56 data bytes, press CTRL+C to break
56 bytes from 10.1.1.2: icmp_seq=0 ttl=255 time=3.880 ms

56 bytes from 10.1.1.2: icmp_seq=1 ttl=255 time=0.819 ms

56 bytes from 10.1.1.2: icmp_seq=2 ttl=255 time=0.658 ms

56 bytes from 10.1.1.2: icmp_seq=3 ttl=255 time=1.421 ms

56 bytes from 10.1.1.2: icmp_seq=4 ttl=255 time=0.722 ms

--- Ping statistics for 10.1.1.2 -—-

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.658/1.500/3.880/1.221 ms

1.6 BCEXH

o VR1:



#
vlan 10
#
interface Vlan-interfacelO
ip address 10.214.10.2 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vlan 10

#
ip route-static 10.1.1.0 24 10.214.10.3

#

° PE1:

#

vlan 30

#

vlan 40

#

interface Vlan-interface30
ip address 172.16.30.2 255.255.255.0
#
interface Vlan-interface40
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
undo port trunk permit vlian 1
port trunk permit vlan 40
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vlan 30

#
ip route-static 10.214.10.0 24 172.16.30.1
#
[ ] PEZ:
#

ip vpn-instance vpnl
route-distinguisher 10:1

vpn-target 111:1 import-extcommunity
vpn-target 111:1 export-extcommunity

#

vlan 10



#
vlan 30
#
interface Vlan-interfacelO
ip binding vpn-instance vpnl
ip address 10.214.10.3 255.255.255.0
#
interface Vlan-interface30
ip binding vpn-instance vpnl
ip address 172.16.30.1 255.255.255.0
#
interface GigabitEthernetl/0/3
port link-mode bridge
port link-type trunk
undo port trunk permit vlian 1
port trunk permit vlan 30
#
interface GigabitEthernetl/0/10
port link-mode bridge
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vlan 10
#
ip route-static 10.214.10.0 24 vpn-instance vl 10.214.10.2
ip route-static vpn-instance vl 10.1.1.0 24 172.16.30.2 public
#

1.7 tHXEHR

o UMEE “ZESAR-IPHBEERS” TR CHAHE.
o UMEE “ZESAR-IPHEIGSSE PR CHAHE.
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1.4 BEELTE
1.4.1 BEEIENIHRAL
X inm

BN AL Access Switch 1 #2 Access Switch 2 #98 E E AAF) . AP vARL B 3 X P Access
Switch 1 A #5{A B E 7 i%.

(1) JEiT Console I KB FH %
# K PC WAL
K2R PC 1) Ef ASCRRAR, AN EAE PCATHIINTENL T, 8 D Zdd ABE 4k PC.
# 3 F = S B AL B A O L ARSI PC ML 4% . TE B BCE N g5 DB-9 (FL) #fisk
A PCHL 938 (1) H O, PR RI-45 #ikuifi A ¥ #5111 Console 1+,
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o  EBEMFHIAEED EWARR, R REEALME T,
o LI TRETHYAN, FHAKE RI4A55%, BT DB-9#.




(2)

B2 #ig&5 PCBIRE O BATHITIER

RS-232 Console [l @:
it B L2

Host Device

# 45 PC FH,
# 1F PC LATH&mfi By, #%HRE 2 BOREE Zim S 5.
T2 RinBHERE

S &
UiEHES 9600
VeI 8
(EAIRD2 1
B LA 7
i e il 7
# ek LR

B BRA WG, AT R A2t N S A

Z nm

BB FEOLTE, iid Console B kiX&49IEH X4 None, BP RE 2/ P 4. BAEP ] A KK
&. BRABFE, EUSEGET Console B A FX & 09IAEF XA Rk &0y oM, A X

i@ iT Console B &KX &49INEF XaGiFmAN2B, 5 A AT R 6B B 5 M < ahiie B 4557

Fhy BFIEE .

BB 1P Hulik Al Telnet

# A7 VLAN 5, J¥4% 10 Ten-GigabitEthernet1/0/10 T AF] VLAN 5 1. B %42 W5 (122
/& Ten-GigabitEthernet1/0/10.

<Sysname> system-view

System View: return to User View with Ctri+Z.

[Sysname] sysname ACCSW1

[ACCSW1] vlan 5

[ACCSW1-vlan5] port ten-gigabitethernet 1/0/10

[ACCSW1-vlan5] quit

# 0 VLAN #2101 5, JRK$:0 1P HbkfC & >y 10.10.1.1/24.
[ACCSW1] interface vlan-interface 5

[ACCSW1-VIan-interface5] ip address 10.10.1.1 24
[ACCSW1-VIan-interface5] quit

# JF i3 Telnet k%% -

[ACCSW1] telnet server enable



# IC & Telnet &k H] scheme WIET; 3.

[ACCSW1] line vty 0 63

[ACCSW1-line-vty0-63] authentication-mode scheme

[ACCSW1-line-vty0-63] quit

#OVEAMM P, JFREAH T RE . P A ORGSR ARG 2 sy
admin, HR45IALA telnet, A P f1 54 network-admin.

[ACCSW1] local-user admin

New local user added.

[ACCSW1-luser-manage-admin] password simple hellol12345

[ACCSW1-luser-manage-admin] authorization-attribute user-role network-admin
[ACCSW1-luser-manage-admin] service-type telnet

[ACCSW1-luser-manage-admin] quit

# 15 %0 FIEIT Telnet Bog 2%, WAL P 2L, HIUH PR R ar 1718
IR NI o

C:\Users\Administrator> telnet 10.10.1.1

*hkhk B s Kk kkk

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *

*hkk R T * * *x * *

login: admin
Password:

Z i
bR &k 4 42 82 2L S5560X-30C-PWR-El %% (Release 1118P07 i) A1), EAkdy
B AT ARG F IR ILA A,

() MEHEBNS5 VLAN

# {EFE NS HeL A% VLAN 10,

[ACCsSw1] vlan 10

[ACCSW1-vlan10] quit

# fic B %4 PCL (32 1 GigabitEthernet1/0/1, Jfic & Nil %k .
[ACCSW1] interface gigabitethernet 1/0/1
[ACCSW1-GigabitEthernetl/0/1] port link-type access
[ACCSW1-GigabitEthernetl/0/1] port acess vlan 10
[ACCSW1-GigabitEthernetl/0/1] stp edged-port
[ACCSW1-GigabitEthernetl/0/1] quit

# Wi B % PC2 (32 1 GigabitEthernet1/0/2, JHic & NilZki .
[ACCSW1] interface gigabitethernet 1/0/2
[ACCSW1-GigabitEthernetl/0/2] port link-type access
[ACCSW1-GigabitEthernetl/0/2] port acess vlan 10
[ACCSW1-GigabitEthernetl/0/2] stp edged-port

5



(4)

[ACCSW1-GigabitEthernetl/0/2] quit

# I EE BT ELIN B 1 GigabitEthernet1/0/3, L B Ak .
[ACCSW1] interface gigabitethernet 1/0/3
[ACCSW1-GigabitEthernetl/0/3] port link-type access
[ACCSW1-GigabitEthernetl/0/3] port acess vlan 10
[ACCSW1-GigabitEthernetl/0/3] stp edged-port
[ACCSW1-GigabitEthernetl/0/3] quit

ME ETRE
# AR RREEREO 1, JFREZE OSSR,

[ACCSW1] interface bridge-aggregation 1

[ACCSW1-Bridge-Aggregationl] link-aggregation mode dynamic
[ACCSW1-Bridge-Aggregationl] quit

# 437K 1 Ten-GigabitEthernet1/0/7 % Ten-GigabitEthernet1/0/8 IR &4 1 .
[ACCSW1] interface ten-gigabitethernet 1/0/7

[ACCSW1-Ten-GigabitEthernetl/0/7] port
[ACCSW1-Ten-GigabitEthernetl/0/7] quit
[ACCSW1] interface ten-gigabitethernet
[ACCSW1-Ten-GigabitEthernetl/0/8] port

link-aggregation group 1

1/0/8
link-aggregation group 1

[ACCSW1-Ten-GigabitEthernetl/0/8] quit

# B EREGHED 18 Trunk i, IF R0 VF VLAN 10 R0

[ACCSW1] interface bridge-aggregation 1

[ACCSW1-Bridge-Aggregationl] port link-type trunk

[ACCSW1-Bridge-Aggregationl] port trunk permit vlan 10

[ACCSW1-Bridge-Aggregationl] quit

# i@l display link-aggregation verbose i &ERKEHEL 1B EL R,

[ACCSW1] display link-aggregation verbose Bridge-Aggregation 1

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing

Port Status: S -- Selected, U -- Unselected,

Port: A -- Auto port, M -- Management port, R -- Reference port

Flags: A -- LACP_Activity, B -- LACP_Timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

I —- Individual

Aggregate Interface: Bridge-Aggregationl
Creation Mode: Manual

Aggregation Mode: Dynamic

Loadsharing Type: Shar

Management VLANs: None

System ID: 0x8000, 000f-e267-6c6a
Local:
Port Status Priority Index Oper-Key Flag
XGE1/0/7 S 32768 61 2 {ACDEF}
XGE1/0/8 S 32768 62 2 {ACDEF}
Remote:
Actor Priority Index Oper-Key SystemlD Flag
XGE1/0/7(R) 32768 111 2 0x8000, 000f-e267-57ad {ACDEF}



XGE1/0/8 32768 112 2 0x8000, 000f-e267-57ad {ACDEF}
# #i%& ACCSW1 | VLAN 10 R E(EE, ik R E 2 SR
[ACCSW1] display vlan 10

VLAN ID: 10

VLAN type: Static

Route interface: Not configured

Description: VLAN 0010

Name: VLAN 0010

Tagged ports: None

Untagged ports:
Bridge-Aggregationl
GigabitEthernetl/0/1 GigabitEthernetl/0/2
GigabitEthernetl/0/3 Ten-GigabitEthernetl/0/7
Ten-GigabitEthernetl/0/8

(5) [ E BPDU & 1hf
[ACCSW1] stp bpdu-protection

(6) HcE DHCP snooping

# JTJ5 DHCP Snooping ZhfE.
[ACCSW1] dhcp snooping enable

# 5 2 E A0 1 DHCP Snooping ZhEE H{5 T .
[ACCSW1] interface bridge-aggregation 1
[ACCSW1-Bridge-Aggregationl] dhcp snooping trust

[ACCSW1-Bridge-Aggregationl] quit
(7) HCE IP Source Guard

# JFJ3 #2101 GigabitEthernet1/0/1. GigabitEthernet1/0/2 [f) IPvA $2 482 ThE, 48R IP Hb
BEFI MAC Hitik, JF )5 F4 1 f¥) DHCP Snooping KL & TRk

[ACCSW1] interface gigabitethernet 1/0/1

[ACCSW1-GigabitEthernetl/0/1] ip verify source ip-address mac-address
[ACCSW1-GigabitEthernetl/0/1] dhcp snooping binding record
[ACCSW1-GigabitEthernetl/0/1] quit

[ACCSW1] interface gigabitethernet 1/0/2

[ACCSW1-GigabitEthernetl/0/2] ip verify source ip-address mac-address
[ACCSW1-GigabitEthernetl/0/2] dhcp snooping binding record
[ACCSW1-GigabitEthernetl/0/2] quit

(8) PRAFACE
# AR AN LA E (BLACCSWL AHBD .

[ACCSW1] save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.



1.4.2 BEERZDIZHEA

Z i

A% REikE” . EE IPRIA Tenet WEEF %, HAL ‘LAl REBEAZHI b4
“1@ it Console # A AAFZEZE” « “BE IP #uitdfe Telnet” .

(1) A E VLAN 5 VLAN #11
# G2 VLAN 10. VLAN 20 #1 VLAN 100.

<Sysname> system-view

[Sysname] sysname CORESW1

[CORESW1] vlan 10 20

[CORESW1] vlan 100

[CORESW1-vIan100] port gigabitethernet 1/0/1
[CORESW1-vlan100] quit

# €% VLAN #1110, FK42 0/ 1P Hulikd & 4 10.10.10.1/24.
[CORESW1] interface vlan-interface 10

[CORESW1-VIan-interfacelO] ip address 10.10.10.1 24
[CORESW1-Vlan-interfacelO] quit

# G VLAN $: 101 20, FEK42 000 1P #hhkR B A 10.10.20.1/24.
[CORESW1] interface vlan-interface 20

[CORESW1-VIan-interface20] ip address 10.10.20.1 24
[CORESW1-VIlan-interface20] quit

# G2 VLAN $211 100, FR¥E:01 1P HubkFC # %4 10.10.100.1/24.
[CORESW1] interface vlan-interface 100
[CORESW1-VIan-interfacelO0] ip address 10.10.100.1 24
[CORESW1-Vlan-interfacelO0] quit

(2) WE MRS, IHAEERE

# AR T EREED 1, JFRCE 2 D B SR AR

[CORESW1] interface bridge-aggregation 1
[CORESW1-Bridge-Aggregationl] link-aggregation mode dynamic
[CORESW1-Bridge-Aggregationl] quit

# 437K 1 Ten-GigabitEthernet1/0/7 % Ten-GigabitEthernet1/0/8 IIA RIS &4 1 .
[CORESW1] interface ten-gigabitethernet 1/0/7
[CORESW1-Ten-GigabitEthernetl/0/7] port link-aggregation group 1
[CORESW1-Ten-GigabitEthernetl/0/7] quit

[CORESW1] interface ten-gigabitethernet 1/0/8
[CORESW1-Ten-GigabitEthernetl/0/8] port link-aggregation group 1
[CORESW1-Ten-GigabitEthernetl/0/8] quit

#ME )RR EAHN 18 Trunk 35 1, I A2 1F VLAN 10 [k Sl .
[CORESW1] interface bridge-aggregation 1
[CORESW1-Bridge-Aggregationl] port link-type trunk
[CORESW1-Bridge-Aggregationl] port trunk permit vlan 10
[CORESW1-Bridge-Aggregationl] quit



3)

# i@t display link-aggregation verbose &G RKGHEL 1R ES R,

[CORESW1] display link-aggregation verbose Bridge-Aggregation 1

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing
Port Status: S -- Selected, U -- Unselected, 1 -- Individual
Port: A -- Auto port, M -- Management port, R -- Reference port

Flags: A -- LACP_Activity, B -- LACP_Timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

Aggregate Interface: Bridge-Aggregationl
Creation Mode: Manual

Aggregation Mode: Dynamic

Loadsharing Type: Shar

Management VLANs: None

System ID: 0x8000, 000f-e267-6c6a

Local:
Port Status Priority Index Oper-Key Flag
XGE1/0/7(R) S 32768 61 2 {ACDEF}
XGE1/0/8 S 32768 62 2 {ACDEF}
Remote:
Actor Priority Index Oper-Key SystemlD Flag
XGE1/0/7 32768 111 2 0x8000, 000f-e267-57ad {ACDEF}
XGE1/0/8 32768 112 2 0x8000, 000f-e267-57ad {ACDEF}

# #1F CORESW1 | VLAN 10. VLAN 100 fIECE SR, Bl FRCE 2SR,

[CORESW1] display vlan 10

VLAN ID: 10

VLAN type: Static

Route interface: Configured
IPv4 address: 10.10.10.1

IPv4 subnet mask: 255.255.255.0
Description: VLAN 0010

Name: VLAN 0010

Tagged ports: None

Untagged ports:

Bridge-Aggregationl
Ten-GigabitEthernetl/0/7 Ten-GigabitEthernetl/0/8

[CORESW1] display vlan 100

VLAN ID: 100

VLAN type: Static

Route interface: Configured
IPv4 address: 10.10.100.1

IPv4 subnet mask: 255.255.255.0
Description: VLAN 0100

Name: VLAN 0100

Tagged ports: None

Untagged ports: None

BCE DHCP iR%5#s, HAEFIE



(4)

# JT 5 DHCP k%5 .
[CORESW1] dhcp enable
# 0l DHCP Hihilith 1, IR 10.10.10.0/24 B A 1f1% 1 i 4y B 2h 4 1P Mk, FFHCE DNS
MR5destbdit, W ORISE, FLE, 9T EDHLAC B E K 1P ikt 10.10.10.254.
[CORESW1] dhcp server ip-pool 1
[CORESW1-dhcp-pool-1] network 10.10.10.0 mask 255.255.255.0
[CORESW1-dhcp-pool-1] gateway-list 10.10.10.1
[CORESW1-dhcp-pool-1] dns-list 202.101.100.199
[CORESW1-dhcp-pool-1] expired day 30
[CORESW1-dhcp-pool-1] static-bind ip-address 10.10.10.254 24 client-identifier
aabb-cccc-dd
[CORESW1-dhcp-pool-1] quit
# 0l DHCP Hihikith 2, R4 10.10.20.0/24 B P 11155 P i 43 B 2h 4 1P ik, JFHCE DNS
Mg atitl . HIEOE, AT
[CORESW1] dhcp server ip-pool 2
[CORESW1-dhcp-pool-2] network 10.10.20.0 mask 255.255.255.0
[CORESW1-dhcp-pool-2] gateway-list 10.10.20.1
[CORESW1-dhcp-pool-2] dns-list 202.101.100.199
[CORESW1-dhcp-pool-2] expired day 30
[CORESW1-dhcp-pool-2] quit
# BCE VLAN #2110 1 VLAN #1120 TAETE DHCP JIR 55 #8452, 4 e 45 151 FH p kit
[CORESW1] interface vlan-interface 10
[CORESW1-Vlan-interfacel0] dhcp select server
[CORESW1-VIan-interfacelO] dhcp server apply ip-pool 1
[CORESW1-VIan-interfacelO] quit
[CORESW1 interface vlan-interface 20
[CORESW1-VIan-interface20] dhcp select server
[CORESW1-VIan-interface20] dhcp server apply ip-pool 2
[CORESW1-VIan-interface20] quit
# [ display dhcp server pool fii4 %A DHCP il (s 2
[CORESW1] display dhcp server pool
Pool name: 1

Network: 10.10.10.0 mask 255.255.255.0

dns-list 202.101.100.199

expired 30 00 0

gateway-list 10.10.10.1

static bindings:

ip-address 10.10.10.254 mask 255.255.255.0
client-identifier aabb-cccc-dd

Pool name: 2

Network: 10.10.20.0 mask 255.255.255.0

dns-list 202.101.100.199

expired 30 0 0 0

gateway-list 10.10.20.1

FeE M, HFERHER
# BCE R FASER T, T —BeE A B ER S, A P O T DUAC R H R
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[CORESW1] ip route-static 0.0.0.0 0 10.10.100.2
# /] display ip routing-table A &aEKMERER.
[CORESW1] display ip routing-table

Destinations : 21 Routes : 21

Destination/Mask Proto Pre Cost NextHop Interface
0.0.0.0/0 Static 60 O 10.10.100.2 VIan100
0.0.0.0/32 Direct O 0 127.0.0.1 InLoopO
10.10.10.0/24 Direct 0 O 10.10.10.1 Vlan10
10.10.10.0/32 Direct 0 O 10.10.10.1 Vlan10
10.10.10.1/32 Direct O 0 127.0.0.1 InLoopO
10.10.10.255/32 Direct 0 O 10.10.10.1 Vlan10
10.10.20.0/24 Direct 0 O 10.10.20.1 Vlan20
10.10.20.0/32 Direct 0 O 10.10.20.1 Vlan20
10.10.20.1/32 Direct 0 O 127.0.0.1 InLoop0
10.10.20.255/32 Direct 0 O 10.10.20.1 VlIan20
10.10.100.0/24 Direct 0 O 10.10.100.1 VIan100
10.10.100.0/32 Direct 0 O 10.10.100.1 VIan100
10.10.100.1/32 Direct 0 O 127.0.0.1 InLoop0
10.10.100.255/32 Direct 0 O 10.10.100.1 V1an100
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO

(5) MRHFHE

# LRAFAZ 0 2C 4L CORESWL L E .

[CORESW1] save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

1.4.3 BB O

Z i
A% HEEE . BE IPRIA Telnet” Wi E ik, HAL “L4.1 R EHZN TN T4
“i@if Console @ H XA FKXE” « “HE IP #itfe Telnet” .

(1) FEAMEZEORNAMEDIP
# B AMET 1P Hifik .
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[Router] interface GigabitEthernet 0/2
[Router-GigabitEthernet0/2] ip address 202.101.100.2 30
[Router-GigabitEthernet0/2] quit
# ECE N 1P M.
[Router] interface GigabitEthernet 0/1
[Router-GigabitEthernet0/1] ip address 10.10.100.2 24
[Router-GigabitEthernet0/1] quit
(2) HECE Y LM ACL

# & ACL.
[Router] acl basic 2000
[Router-acl-ipv4-basic-2000] rule permiet source 10.10.10.0 0.0.0.255
[Router-acl-ipv4-basic-2000] rule permiet source 10.10.20.0 0.0.0.255
[Router-acl-ipv4-basic-2000] rule permiet source 10.10.100.0 0.0.0.255
[Router-acl-ipv4-basic-2000] quit
# M E AR E
[Router] interface gigabitethernet 0/1
[Router-GigabitEthernet0/1] packet-filter 2000 inbound
[Router-GigabitEthernet0/1] quit
[Router] packet-filter default deny
# ffiffl display acl 4 #F ACL & (E ..
[Router] display acl 2000
Basic IPv4 ACL 2000, 3 rules,
ACL"s step is 5, start ID is O

rule 0 permit source 10.10.10.0 0.0.0.255

rule 5 permit source 10.10.20.0 0.0.0.255

rule 10 permit source 10.10.100.0 0.0.0.255
# {fif] display packet-filter 74 & ACL TER ST IEH (1 R 1L -
[Router] display packet-filter interface gigabitethernet 0/1 inbound
Interface: GigabitEthernet 0/1

Inbound policy:

1Pv4 ACL 2000
(3)  THCEE 2 P AT 2 P £ % E

[Router] ip route-static 10.10.10.0 255.255.255.0 10.10.100.1
[Router] ip route-static 10.10.20.0 255.255.255.0 10.10.100.1
[Router] ip route-static 0.0.0.0 0.0.0.0 202.101.100.1

(4) HCE DNS fif#T
[Router] dns server 202.101.100.199

[Router] dns proxy enable

(5) RABE
# LRA7H % B 28 Router EIOACE .

[Router] save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y

12



Validating file. Please wait...
Saved the current configuration to mainboard device successfully.

1.5 Eurfc &

(1) FE—DETINEP G PC AT LA ping i .
# L VLAN 10 FrfErkg-#0 1 v, PCL Fl PC2 J&idik ACCSWL SEI — Z HIdEM . ik
PC2 ik DHCP H 33K IP 79 10.10.10.20, 415k PC1 #1 PC2 Z [Alf¢ ping i, {5 ] —
&= BB IR .
<PC1> ping 10.10.10.20
Ping 10.10.10.20 (10.10.10.20): 56 data bytes, press CTRL+C to break
56 bytes from 10.10.10.20: icmp_seq=0 ttl=255 time=1.015 ms
56 bytes from 10.10.10.20: icmp_seg=1 ttl=255 time=2.338 ms
56 bytes from 10.10.10.20: icmp_seq=2 ttl=255 time=1.951 ms
56 bytes from 10.10.10.20: icmp_seqg=3 ttl=255 time=1.719 ms
56 bytes from 10.10.10.20: icmp_seqg=4 ttl=255 time=1.629 ms

--- Ping statistics for 10.10.10.20 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.015/1.730/2.338/0.434 ms
(2) WMAFFBITAR PC AL ping i,
# S0 1R I8 (5 & BT CORESWL L] VLAN £ 1 SE8 Y. & PC3 il DHCP H 33k
(7 1P 4 10.10.20.10, @i PC1 F1 PC3 8] H. ping MR E# , W W6 I A~361 12 [a]i@id VLAN
O =)= BB
<PC1> ping 10.10.20.10
Ping 10.10.20.10 (10.10.20.10): 56 data bytes, press CTRL+C to break
56 bytes from 10.10.20.10: icmp_seq=0 ttl=254 time=2.709 ms
56 bytes from 10.10.20.10: icmp_seqg=1 ttl=254 time=0.877 ms
56 bytes from 10.10.20.10: icmp_seqg=2 ttl=254 time=0.850 ms
56 bytes from 10.10.20.10: icmp_seq=3 ttl=254 time=0.805 ms
56 bytes from 10.10.20.10: icmp_seqg=4 ttl=254 time=0.814 ms

--- Ping statistics for 10.10.20.10 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.805/1.211/2.709/0.749 ms

(3) FAERIIKik—& PC AL ping JBANM .
# DL VLAN 10 FT7E 381 1A, J@REAE PCL I ping A R S&HE RIS H 112 B a5
BRSSP Hhhk) SRIGUE R A rT LAVS R A, a5 ping WRIE R, U138 BH P9 I P
VAR IR o AT V25 00 1 2L

1.6 BeEXH

o AL ACCSW1:
#
syshame ACCSW1

13



#
telnet server enable
#
dhcp snooping enable
#
vlan 5
#
vlan 10
#
stp bpdu-protection
#
interface Bridge-Aggregationl
port link-type trunk
port trunk permit vlan 10
link-aggregation mode dynamic
dhcp snooping trust
#
interface Vlan-interface5
ip address 10.10.1.1 255.255.255.0
#
interface GigabitEthernetl1/0/1
port link-mode bridge
port access vlan 10
stp edged-port
ip verify source ip-address mac-address
dhcp snooping binding record
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 10
stp edged-port
ip verify source ip-address mac-address
dhcp snooping binding record
#
interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 10
stp edged-port
#
interface Ten-GigabitEthernetl/0/7
port link-mode bridge
port link-type trunk
port trunk permit vlan 10
port link-aggregation group 1
#
interface Ten-GigabitEthernetl/0/8
port link-mode bridge
port link-type trunk

14



port trunk permit vlan 10
port link-aggregation group 1

#

interface Ten-GigabitEthernetl/0/10
port link-mode bridge
port access vlan 5

#

line vty 0 63
authentication-mode scheme

#

local-user admin class manage

password hash
$h$6$/up8i jTTul pXAAKLSsIFFDXwWYzNdOJ 2F8Rg/ZQE1MbA2s8uW31kkcaDoGHoNyvE/zZLVOHoL p+i0+VcV6J
pm48ufEAXbuKvi6qtWmg==

service-type telnet
authorization-attribute user-role network-admin
#
o IRAZHHL ACCSW2:
ACCSW2 Il & CfFER VLAN ID. B VLAN #2111 1P $udik. &G4 14%45 5 ACCSW1 AN[FSh,
H A E 5 ACCSWL A, o & SCAFus .
o LNl CORESW1:
#
syshame CORESW1
#
vlan 10
#
vlan 20
#
vlan 100
#
dhcp server ip-pool 1
gateway-list 10.10.10.1
network 10.10.10.0 mask 255.255.255.0
dns-list 202.101.100.199
expired day 30
static-bind ip-address 10.10.10.254 mask 255.255.255.0 client-identifier aaaa-cccc-dd
#
dhcp server ip-pool 2
gateway-list 10.10.20.1
network 10.10.20.0 mask 255.255.255.0
dns-list 202.101.100.199
expired day 30
#
interface Bridge-Aggregationl
port link-type trunk
port trunk permit vlan 10
link-aggregation mode dynamic

15



#
interface Vlan-interfacelO
ip address 10.10.10.1 255.255.255.0
dhcp server apply ip-pool 1
#
interface Vlan-interface20
ip address 10.10.20.1 255.255.255.0
dhcp server apply ip-pool 2
#
interface Vlan-interfacelO0
ip address 10.10.100.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100
#
interface Ten-GigabitEthernetl/0/7
port link-mode bridge
port link-type trunk
port trunk permit vlan 10
port link-aggregation group 1
#
interface Ten-GigabitEthernetl/0/8
port link-mode bridge
port link-type trunk
port trunk permit vlan 10
port link-aggregation group 1
#
ip route-static 0.0.0.0 0 10.10.100.2
#

e I HAS Router:
#
sysname Router
#
packet-filter default deny
#
dns proxy enable
dns server 202.101.100.199
#
interface GigabitEthernet0/1
port link-mode route
ip address 10.10.100.2 255.255.255.0
packet-filter 2000 inbound
#
interface GigabitEthernet0/2
port link-mode route
ip address 202.101.100.2 255.255.255.252
#
16



ip route-static 0.0.0.0 0 202.101.100.1
ip route-static 10.10.10.0 24 10.10.100.1
ip route-static 10.10.20.0 24 10.10.100.1
#
acl basic 2000
rule 0 permit source 10.10.10.0 0.0.0.255
rule 5 permit source 10.10.20.0 0.0.0.255
rule 10 permit source 10.10.100.0 0.0.0.255
#

1.7 tHHEER

o URLE “EME BT P CBFRRE.

mitE IS SE” R COERIE.

FEMIRE “ ZEEAR-LUUKM AL E TR S i “VLAN”.

o JUAIE “TREHEAR-LUKMA TS S E” ) “VLAN”.

o URMEE “ZEHEHAR-LUKMZHE BT P CLLKMNEERES
FEMILE “ ZEEAR-LUKM AT 425 i) “ LUKNEERR R A 7.
PR E “C ZREEOR-IP LS E T P “DHCP”.

PEILE C ZREEARP W E @A S %7 i) “DHCP”,

it E “ACL A QoS FLE 53” H1i) “ACL”.

PEEBLE “ACL f QoS w4 2% ” Hilf] “ACL”.

e  EANLE “ZAMEIRS” 1 “IP Source Guard” .

o  FRMIEE “LAwm4AZE” Hif) “IP Source Guard”,

" H

T I
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2 /R X R 2

2.1 &4

ARG G v /N el X SR 2 X

2.2 AMEK

WK 3 fios, EF/NEX S, S5130 £2518% S5130S £ 41 LA AT Bl Ll i 3226 MR HENZ,
S5560X 418, S6520X 741 LLK A #ATL I &5 308 7 25 A% 0, H DB A8 —AEH MSR &
B EH 2% o

B OAZ N B VRRP A1 P 28 7] FE 1

el X ] AR ] FR oLl 25 388 111 43 BUAS [F) ) VLAN o, 381708 B9k 45 R A% 022 Bl L ilid VLAN
BEO=ZEHIE,

WO AZWHIAE Sy DHCP IR552%, Sl X W = 401 1P ik

BENAZ L L E DHCP Snooping DhRE, B kP R P AL e /N e 28 0 Be 1P ki, RIS
H IP Source Guard Ihfg, Bk FA E 52 1P k.

FEH % 5 X A A B2 T 1P RBRE .

&3 /AU [X B R 2E o [E]

Internet

5 Router
GEO/1 ROUTER GEO0/2

GE1/0/7 GE1/0/7
Vlan-int 100 Vlan-int 200
§) Im‘

Access
Switch 4

Access
Switch 3

Access
Switch 2
GE1/02

Access
Switch 1
GE1/0/1

PC1 PC2 PC3 PC4

Webfl45#% FTPAR %5 %%
VLAN10  VLAN20 VLAN 30 VLAN 40 VLAN 50
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2.3 FILER S HIEMX
B A A, AITFEREWT, BEASIEMLNES I 2.3 (7)% 3.

(1) BERiEA
(2) FECEEH P ML Telnet DR
(3) M 4% i i
(4) FEZOA N DHCP IhfE
(5) MEZOZHNL OSPF DifE
(6) HCEAZ O W] FEPET)RE
(7) MR
=3 BEEBUER
fic & IR it &I i & H4E il
Bk i3 Console 1 5 B et S 5 B Z%ﬁﬁﬁ%wﬁﬁﬁ#%i
THHLELEVLANIVLAN 1.
Ny N o tts
TIVLAN VLAN 5 WA K B NS FEVLAN
A& % VLANS it B g &
VLAN
AL LLACCSW 1 94
e 5 BT DA 3L,
telnetIfg oy E MM RO
B LK M ek B | 10.10.1.1/24 M-GigabitEthernet0/0/0 fii &

VLAN$Z [Pk

1Pk - B3 28 AL

WA PUR M 32
ML, TS FVLANS: O E 1P
Hhuhik

HERRAZ AL Iy 1 LB E N

trunk 28 R oy 11— L FiE
AL
accessZR A 11— TR

AR E Y| trunk, FEEPCHIumIOEEN | PC
aceess. hybrid S8 s 11 38 5 11
fid B & O A BE AT DA SR IE AT e L, ]
VLAN HRiERPC
AP TAFIE 1B 2 I
ACCSW1: VLAN 10. 20 =, KBE AR 4 2IVLANLO
VLAN ID CORESW1: VLAN 10. 20. | ‘F» #8IIBXI%Z FIVLAN20
30. 40. 50. 100. 300 #% 0 32 #1138 1 Vian-int100
TR R A
AN AN
DHCP Server CORESW1. CORESW?2 Efj LACHALL. PO H12
OB R - #BEDHCPServer
E DHCP i 55 % i S i
e VLAN 10: ip pool 10 FEITTARI 235 Mip pool 1071 %k

H ikt

VLAN 20: ip pool 20

HUPHb AL
HBIIBI £ Mip pool 2093k
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fic B 25 % it B 11 fid B #iiE iRA
P H L
Huhk o e 75 =X B S e DY B LA L &
Vlan-int100 f F#% 0 32 e pl 1
LCORESW 1 Jyfil: 5 X WO g
‘ Vian-intl0: 192.168.10.1/24 \g?;'{”fgﬁgféuiﬁml
EEROIHI | oy g Vian-nt20: 192.168.20.1/24 | o o VR
# . LT HHL LB
Vlan-int300: 172.16.3.1/24 g, SIIASETIBZ A A Ll
A% AT B L L
GEO/0 2y 4 1 #% /i 2% & £
P O H P GEO0/0: 202.101.100.2/30 InternetifI#2 1, —RFR AR
B0
AR S O R
BE A IPHbE, O
INZIZES 202.101.100.1/30 78 b 75 2 B — 2R AR % R
. ferizitht, M1 S A MR
I
REFLIH 1 e B K Enternet
DNSH 1 202.101.100.199 DNS i 5 25 Fl RS2 T ke
1Pt
A R 1 IP 3 AWM O, GEO/LER: X
GEO0/2: 172.16.2.2/24 W%, GEO/2MEHE &%
RN HHL L MEEEEOE, B R4aE
A H DHCP | oy GE1/0/1 MG AT B2 T N [FIDHCP AR
Snooping 1 IP | GE1/0/2 3C, B R YRR RN
Source Guard EHLECIPH L

24 BLESLE
2.4.1 BREENIZHIN
Z inm

FEARIEA ACCSW1. ACCSW2. ACCSW3 #= ACCSW4 498t B L AARR] ., AT ABL BHEAR
AL ACCSW1 A 7 3LBABe B 7 ik .

(1) 8L Console M1 K& F& %
# 4% PC i
KI2A PC (1 UARSCRRAR, T ANEAE PC s IS AL T, 8 DRI ANBE 0 PC.
# {8 7 S BEALB S O B R 5% R PC LA & . 18 S0 I E R4 DB-9 (FL) #isk
AN PCAHLI 938 (B H00, P RI-45 ki td N % % 1) Console 1+,
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()

R
o  EBEMFHIAEED EWARR, R REBALME T,
o LIFTRETHYAN, FHAKE RI4A55%, BT DB-9#.

E4 #ig&5 PC B ELE MR 4HITER

RS-232 Consolel] @:
fic B 2%

Host Device

# %4 PC L,
# 1E PC AT & HARF, 15K 4 ZOR W E Zm S 4

x4 BIRBSBRE

¥ &
PR 9600
B L 8
kA 1
AR 7
TR 7
# vt B

R BRSSP AR B 4t N i &2 LA -

= i

A HILT, @it Console £ FiX&HIMEF XA None, BFPARERM P 4. BT E K
&, BRAERE, EEHET Console P AKX AIES RAERE &o) e at, H X

i@ it Console B A FX &4 IAIEF Xy FE@mAN%, 5 AT e Bt B F At “HAabie B35-5

oy CBFIRE .

fic & IP Huht Al Telnet

# 0% VLAN 5, J1¥4% 0 Ten-GigabitEthernet1/0/10 M AF] VLAN 5 dr, B 5% 422 9 &5 4%
/& Ten-GigabitEthernet1/0/10.

<Sysname> system-view

System View: return to User View with Ctrl+Z.

[Sysname] sysname ACCSW1

[ACCSW1] vlan 5

[ACCSW1-vIlan5] port ten-gigabitethernet 1/0/10

[ACCSW1-vlan5] quit
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3)

# G E VLAN #1115, JR¥5H00 1P sl E 2y 10.10.1.1/24.

[ACCSW1] interface vlan-interface 5

[ACCSW1-VIan-interface5] ip address 10.10.1.1 24

[ACCSW1-VIan-interface5] quit

# JFJ5 Telnet iR%S

[ACCSW1] telnet server enable

# ML E Telnet F X scheme AET o

[ACCSW1] line vty 0 63

[ACCSW1-line-vty0-63] authentication-mode scheme

[ACCSW1-line-vty0-63] quit

#OVEAMM P, JFREAH T REL . PR AOMNIRS R ARG 2 sy
admin, R45IAA telnet, I 4 network-admin.

[ACCSW1] local-user admin

New local user added.

[ACCSW1-luser-manage-admin] password simple hellol2345
[ACCSW1-luser-manage-admin] authorization-attribute user-role network-admin
[ACCSW1-luser-manage-admin] service-type telnet

[ACCSW1-luser-manage-admin] quit

# 15 %0 FIEIT Telnet Bog 2%, WAL P 2 MM, HIUH PR R ar 1718
INFFR NI o

C:\Users\Administrator> telnet 10.10.1.1

*hkhk B o s * *

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *

*hkhk Kk Kk *xkKkkk *x

login: admin
Password:

= i
b kst h 47 &% 0k S5560X-30C-PWR-El %4 (Release 1118P07 Ja k) A, FAkdy
15 G R & F IR LA .

fit & %115 VLAN

# EEHN ML EAIE VLAN 10 F1 VLAN 20,

[ACCsw1] vlan 10 20

# ¥ %8 PCL % 1 GigabitEthernet1/0/1 A VLAN 10, FFfic & A%k,
[ACCSW1] interface gigabitethernet 1/0/1

[ACCSW1-GigabitEthernetl/0/1] port link-type access
[ACCSW1-GigabitEthernetl/0/1] port acess vlan 10
[ACCSW1-GigabitEthernetl/0/1] stp edged-port
[ACCSW1-GigabitEthernetl/0/1] quit
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# Y5748 PCL 13 0 GigabitEthernet1/0/2 It X VLAN 20, FHic & Al .
[ACCSW1] interface gigabitethernet 1/0/2
[ACCSW1-GigabitEthernetl/0/2] port link-type access
[ACCSW1-GigabitEthernetl/0/2] port acess vlan 20
[ACCSW1-GigabitEthernetl/0/2] stp edged-port
[ACCSW1-GigabitEthernetl/0/2] quit
# J44% 1 GigabitEthernet1/0/3 #1 GigabitEthernet1/0/4 f4% i 25 B B 4 Trunk 3 7014 VLAN
10 F1 VLAN 20 [)#fcidid .
[ACCSW1] interface gigabitethernet 1/0/3
[ACCSW1-GigabitEthernetl/0/3] port link-type trunk
[ACCSW1-GigabitEthernetl/0/3] port trunk permit vlan 10 20
[ACCSW1-GigabitEthernetl/0/3] quit
[ACCSW1] interface gigabitethernet 1/0/4
[ACCSW1-GigabitEthernetl/0/4] port link-type trunk
[ACCSW1-GigabitEthernetl/0/4] port trunk permit vlan 10 20
[ACCSW1-GigabitEthernetl/0/4] quit
# #7& ACCSW1 I~ VLAN 10 #1 VLAN 20 (AL E (5 2 .
[ACCSW1] display vlian 10
VLAN ID: 10
VLAN type: Static
Route interface: Not configured
Description: VLAN 0010
Name: VLAN 0010
Tagged ports:
GigabitEthernetl/0/3
GigabitEthernetl/0/4
Untagged ports:
GigabitEthernetl/0/1
[ACCSW1] display vlan 20
VLAN ID: 20
VLAN type: Static
Route interface: Not configured
Description: VLAN 0020
Name: VLAN 0020
Tagged ports:
GigabitEthernetl/0/3
GigabitEthernetl/0/4
Untagged ports:
GigabitEthernetl/0/2

(4) TicE BPDU R
[ACCSW1] stp bpdu-protection
(5) MCE DHCP snooping
# JTJ5 DHCP Snooping ZhfE.
[ACCSW1] dhcp snooping enable

# 15 7€ GigabitEthernet1/0/3 & DHCP Snooping Thfg 4 i 1 -
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(6)

(7)

[ACCSW1] interface gigabitethernet 1/0/3
[ACCSW1-GigabitEthernetl/0/3] dhcp snooping trust

[ACCSW1-GigabitEthernetl/0/3] quit

It & IP Source Guard

# JT )54 11 GigabitEthernet1/0/1. GigabitEthernet1/0/2 [¥] IPv4 £ 1148 E Thie, 4 1P i
HEAT MAC Hihik, )5 42 1) DHCP Snooping FIiic sk D fg

[ACCSW1] interface gigabitethernet 1/0/1

[ACCSW1-GigabitEthernetl/0/1] ip verify source ip-address mac-address
[ACCSW1-GigabitEthernetl/0/1] dhcp snooping binding record
[ACCSW1-GigabitEthernetl/0/1] quit

[ACCSW1] interface gigabitethernet 1/0/2

[ACCSW1-GigabitEthernetl/0/2] ip verify source ip-address mac-address
[ACCSW1-GigabitEthernetl/0/2] dhcp snooping binding record
[ACCSW1-GigabitEthernetl/0/2] quit

PRAFIC B
# AR AN LA E (BLACCSWL AHBD .

[ACCSW1] save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

2.4.2 BLERZDITHRM

Z inm
A8 AL CORESW1 #= CORESW?2 #9 8t B AR AARR] . A o LAFZRULER, VAR B AZ S SR
CORESW1 A3 B & 7 ik,

(1)

it & #1115 VLAN
# 1% VLAN 10. VLAN 20. VLAN 30. VLAN 40. VLAN 50. VLAN 100 #1 VLAN 300.
<Sysname> system-view
[Sysname] sysname CORESW1
[CORESW1] vlan 10 20 30 40 50 100 300
# L B 42 1 GigabitEthernet1/0/1 FEEER S ALy Trunk, FF7¥F VLAN 10 A1 20 Ffi SCidid .
[CORESW1] interface gigabitethernet 1/0/1
[CORESW1-GigabitEthernetl/0/1] port link-type trunk
[CORESW1-GigabitEthernetl/0/1] port trunk permit vlan 10 20
[CORESW1-GigabitEthernetl/0/1] quit
# Wi B 42 1 GigabitEthernet1/0/5 RS ALy Trunk, Jf 70 ¥F VLAN 300 (4R Cilid
[CORESW1] interface gigabitethernet 1/0/5
[CORESW1-GigabitEthernetl/0/5] port link-type trunk

24



(2)

[CORESW1-GigabitEthernetl/0/5] port trunk permit vlian 300
[CORESW1-GigabitEthernetl/0/5] quit

# W0 B At 4% 1 O BE RS SR IR UV XT B HT VLAN G,  BAREC B T FERE
i B VLAN 211

# Q% VLAN £ 10, FRRE 000 1P skl &4 192.168.10.1/24.
[CORESW1] interface vlan-interface 10
[CORESW1-Vlan-interfacelO] ip address 192.168.10.1 24
[CORESW1-VIlan-interfacelO] quit

# Q% VLAN #2120, FR64 00 1P Hhiikid & 192.168.20.1/24.
[CORESW1] interface vlan-interface 20

[CORESW1-Vlan-interface20] ip address 192.168.20.1 24
[CORESW1-VIlan-interface20] quit

# @) VLAN #2111 100, FR48 1010 1P Hhhifid B 4 172.16.1.1/24.
[CORESW1] interface vlan-interface 100
[CORESW1-VIan-interfacelO0] ip address 172.16.1.1 24
[CORESW1-Vlan-interfacelO0] quit

# @17 VLAN $:11 300, FF458: 1000 IP bl i B ok 172.16.3.1/24.
[CORESW1] interface vlan-interface 300

[CORESW1-VIan-interface300] ip address 172.16.3.1 24
[CORESW1-Vlan-interface300] quit
# G HA VLAN 800, JFECE 1P Mk, FARRC B ARng .
# #iF CORESWL1 I VLAN 10. VLAN 20. VLAN 100. VLAN 300 HJfCE S S .
[CORESW1] display vlan 10

VLAN ID: 10

VLAN type: Static

Route interface: Configured

IPv4 address: 192.168.10.1

IPv4 subnet mask: 255.255.255.0

Description: VLAN 0010

Name: VLAN 0010

Tagged ports:

GigabitEthernetl/0/1

Untagged ports: None
[CORESW1] display vlan 20

VLAN ID: 20

VLAN type: Static

Route interface: Configured

IPv4 address: 192.168.20.1

IPv4 subnet mask: 255.255.255.0

Description: VLAN 0020

Name: VLAN 0020

Tagged ports:

GigabitEthernetl/0/2

Untagged ports: None
[CORESW1] display vlan 100

VLAN ID: 100
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3)

VLAN type: Static
Route interface: Configured
IPv4 address: 172.16.1.1
IPv4 subnet mask: 255.255.255.0
Description: VLAN 0100
Name: VLAN 0100
Tagged ports: None
Untagged ports: None
[CORESW1] display vlan 300
VLAN ID: 300
VLAN type: Static
Route interface: Configured
IPv4 address: 172.16.3.1
IPv4 subnet mask: 255.255.255.0
Description: VLAN 0300
Name: VLAN 0300
Tagged ports:
GigabitEthernetl/0/5
Untagged ports: None

fii & VRRP £17

IEH TSN I PR 4R Fi% %) CORESWL #H4T4b#, WA %4 CORESW1 5, CORESW1
M EATEE RS M 2 )5, VRRP & 41 Y1# CORESW2 N ¥ 4%, WMF i Fiks|
CORESW?2.

# /£ CORESW1 Lt E VRRP %M 4HThfE.

# ) VRRP &4 1, JFELE VRRP &4 1 1R 1P Hikl >y 172.16.3.10.

[CORESW1] interface vlan-interface 300

[CORESW1-Vlan-interface300] vrrp vrid 1 virtual-ip 172.16.3.10

# i CORESW1 £ VRRP #4341 1 L4y 120, T CORESW2 ({54 100,
LALRIE CORESW1 iy Master it 5% K i & .

[CORESW1-Vlan-interface300] vrrp vrid 1 priority 120

# % 'H CORESW1 TAETEH 57730, LAMAIE CORESWL #ilia ik & Ji5 , it F VIt o5 BN Master,
BP % CORESWL IEH LA, #ifH CORESW1 fiaife kKifim. N T Gl E AR A D)
#e, BCEHE IR Ay 5000 JEAD.

[CORESW1-VIlan-interface300] vrrp vrid 1 preempt-mode delay 5000
[CORESW1-Vlan-interface300] quit

# Q@A FATH: 0 GigabitEthernet1/0/7 PERAS SCHRI Track Tl 1. 4R Track TR A
Negative, i8] CORESW1 f 4745 11 HY IR ik fe

[CORESW1] track 1 interface gigabitethernet 1/0/7

[CORESW1-track-1] quit

# WE IR Track I,

[CORESW1] interface vlan-interface 300

[CORESW1-Vlan-interface300] vrrp vrid 1 track 1 priority reduced 30

# 1t CORESW2 EACE VRRP &4 2R, B4 VRRP %34 1, JFACE VRRP %4 1
FRRESIL 1P Hidik oy 172.16.3.10.
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(4)

<Sysname> system-view

[Sysname] sysname CORESW2

[CORESW2] interface vlan-interface 300
[CORESW2-VIlan-interface300] vrrp vrid 1 virtual-ip 172.16.3.10

# IiL & CORESW2 7E VRRP #1341 1 # it 2%y 100,
[CORESW2-Vlan-interface300] vrrp vrid 1 priority 100

# LB CORESW2 TAEFES 5730, 485 4B 7]y 5000 JEFD.
[CORESW2-VIlan-interface300] vrrp vrid 1 preempt-mode delay 5000
[CORESW2-Vlan-interface300] quit
# £ CORESW1 Lf#i [ display vrrp verbose fir4##] VRRP 434115 B .
[CORESW1] display vrrp verbose
IPv4 Virtual Router Information:
Running mode : Standard
Total number of virtual routers : 1
Interface Vlan-interface300

VRID o1 Adver Timer : 100
Admin Status - Up State . Master
Config Pri - 120 Running Pri : 120
Preempt Mode : Yes Delay Time = 5000
Auth Type : None
Virtual IP : 172.16.3.10
Virtual MAC - 0000-5e00-0101
Master IP : 172.16.3.1
VRRP Track Information:
Track Object -1 State : Positive Pri Reduced : 30

# £ CORESW?2 Lf#i[f] display vrrp verbose fir4#i#] VRRP &3 4115 K.
[CORESW2] display vrrp verbose
IPv4 Virtual Router Information:
Running mode : Standard
Total number of virtual routers : 1
Interface Vlan-interface300

VRID o1 Adver Timer : 100
Admin Status - Up State - Backup
Config Pri - 100 Running Pri - 100
Preempt Mode : Yes Delay Time - 5000
Become Master : 27810ms left

Auth Type - None

Virtual IP : 172.16.3.10

Virtual MAC : 0000-5e00-0101

Master IP : 172.16.3.1

# LA W, VRRP &340 60 T, CORESWI1 4 Master %4, CORESW2 A Backup %
e
fic & DHCP Jik%5 2%, JFEEME

# JT 5 DHCP k%5 .
[CORESW1] dhcp enable
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# 17 DHCP Hubikyth 1, FISRA 192.168.10.0/24 W BN K% P i A B sl 45 1P ik, FEc &
DNS fleds dstht. T RISe. FH, J9dTEDHLEC B B2 1P #iht 192.168.10.254.
[CORESW1] dhcp server ip-pool 1
[CORESW1-dhcp-pool-1] network 192.168.10.0 mask 255.255.255.0
[CORESW1-dhcp-pool-1] gateway-list 192.168.10.1
[CORESW1-dhcp-pool-1] dns-list 202.101.100.199
[CORESW1-dhcp-pool-1] expired day 30
[CORESW1-dhcp-pool-1] static-bind ip-address 192.168.10.254 24 client-identifier
aabb-cccc-dd
[CORESW1-dhcp-pool-1] quit
# Al DHCP Hhbibith 2, FIskA 192.168.20.0/24 W B P 2 7 ot /) FRsh 45 1P bk, FFHc &
DNS Iz g5 2tk H A oe, FH.
[CORESW1] dhcp server ip-pool 2
[CORESW1-dhcp-pool-2] network 192.168.20.0 mask 255.255.255.0
[CORESW1-dhcp-pool-2] gateway-list 192.168.20.1
[CORESW1-dhcp-pool-2] dns-list 202.101.100.199
[CORESW1-dhcp-pool-2] expired day 30
[CORESW1-dhcp-pool-2] quit
# L E VLAN #2110 F1 VLAN $£ 11 20 TAEE DHCP Il 538,
[CORESW1] interface vlan-interface 10
[CORESW1-Vlan-interfacel0] dhcp select server
[CORESW1-Vlan-interfacelO] quit
[CORESW1 interface vlan-interface 20
[CORESW1-Vlan-interface20] dhcp select server
[CORESW1-VIlan-interface20] quit
# [l display dhcp server pool 4% & DHCP Ml (s 2
[CORESW1] display dhcp server pool
Pool name: 1

Network: 192.168.10.0 mask 255.255.255.0

expired 30 00 0

gateway-list 192.168.10.1

static bindings:

ip-address 192.168.10.254 mask 255.255.255.0
client-identifier aabb-cccc-dd

Pool name: 2

Network: 192.168.20.0 mask 255.255.255.0

expired 30 0 0 0

gateway-list 192.168.20.1

(5) HcE OSPF

CORESW1 ] OSPF Bt &

[CORESW1] ospf 100 router-id 2.2.2.2

[CORESW1-o0spf-100] area O

[CORESW1-o0spf-100-area-0.0.0.0] network 172.16.1.0 0.0.0.255
[CORESW1-o0spf-100-area-0.0.0.0] network 172.16.3.0 0.0.0.255
[CORESW1-ospf-100-area-0.0.0.0] network 192.168.10.0 0.0.0.255
[CORESW1-ospf-100-area-0.0.0.0] network 192.168.20.0 0.0.0.255
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[CORESW1-o0spf-100-area-0.0.0.0] quit

[CORESW1-o0spf-100] quit

CORESW?2 ff] OSPF i & .

[CORESW2] ospf 100 router-id 3.3.3.3

[CORESW2-0spf-100] area O

[CORESW2-o0spf-100-area-0.0.0.0] network 172.16.2.0 0.0.0.255
[CORESW2-0spf-100-area-0.0.0.0] network 172.16.3.0 0.0.0.255
[CORESW2-0spf-100-area-0.0.0.0] network 192.168.10.0 0.0.0.255
[CORESW2-0spf-100-area-0.0.0.0] network 192.168.20.0 0.0.0.255
[CORESW2-0spf-100-area-0.0.0.0] quit

[CORESW2-0spf-100] quit

# {fif] display ospf peer 4 #E CORESW1 L[] OSPF 4f& 15 5.
[CORESW1] display ospf peer

OSPF Process 100 with Router ID 2.2.2.2
Neighbor Brief Information

Area: 0.0.0.0

Router ID Address Pri Dead-Time State Interface
3.3.3.3 172.16.3.2 1 33 Full/DR V1an300
# {if] display ospf peer %&£ & CORESW2 L[] OSPF 4Bf& 15 5.
[CORESW2] display ospf peer

OSPF Process 100 with Router ID 3.3.3.3
Neighbor Brief Information

Area: 0.0.0.0
Router 1D Address Pri Dead-Time State Interface
2.2.2.2 172.16.3.1 1 36 Full/BDR V1an300

(6) MRAFHCE

# RAAAZ O ACHHL B E (L CORESW1 M) .

[CORESW1] save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

2.4.3 BEEH OKHZE

(1) FEAMEORAMEDIP
# ECE N EET 1P sk

[Router] interface GigabitEthernet 0/1
[Router-GigabitEthernet0/1] ip address 172.16.1.2 24
[Router-GigabitEthernet0/1] quit
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[Router] interface GigabitEthernet 0/2
[Router-GigabitEthernet0/2] ip address 172.16.2.2 24
[Router-GigabitEthernet0/2] quit

#ECE A M 1P ik,

[Router] interface GigabitEthernet 0/0
[Router-GigabitEthernet0/0] ip address 202.101.100.2 30
[Router-GigabitEthernet0/0] quit

(2) HECE Y LM ACL
# BLE ACL.

[Router] acl basic 2000
[Router-acl-ipv4-basic-2000] rule permit source 192.168.10.0 0.0.0.255
[Router-acl-ipv4-basic-2000] rule permit source 192.168.20.0 0.0.0.255
[Router-acl-ipv4-basic-2000] rule permit source 172.16.1.0 0.0.0.255
[Router-acl-ipv4-basic-2000] rule permit source 172.16.2.0 0.0.0.255
[Router-acl-ipv4-basic-2000] rule permit source 172.16.3.0 0.0.0.255
[Router-acl-ipv4-basic-2000] quit
# Bo B AR oS e .
[Router] interface gigabitethernet 0/1

[Router-GigabitEthernet0/1] packet-filter 2000 inbound
[Router-GigabitEthernet0/1] quit

[Router] interface gigabitethernet 0/2

[Router-GigabitEthernet0/2] packet-filter 2000 inbound
[Router-GigabitEthernet0/2] quit

[Router] packet-filter default deny
# fiH display acl W& &%E ACL IMECEER.
[Router] display acl 2000
Basic IPv4 ACL 2000, 5 rules,
ACL"s step is 5, start ID is O

rule 0 permit source 192.168.10.0 0.0.0.255

rule 5 permit source 192.168.20.0 0.0.0.255

rule 10 permit source 172.16.1.0 0.0.0.255

rule 15 permit source 172.16.2.0 0.0.0.255

rule 20 permit source 172.16.3.0 0.0.0.255
# {iH display packet-filter iy % &H ACL ZEHR L IEH N HH L -
[Router] display packet-filter interface gigabitethernet 0/1 inbound
Interface: GigabitEthernet0/1

Inbound policy:

1Pv4 ACL 2000

[Router] display packet-filter interface gigabitethernet 0/2 inbound
Interface: GigabitEthernet0/2

Inbound policy:

1Pv4 ACL 2000

(3) P& OSPF
Mo B — 2R B AR 2 B T

[Router] ip route-static 0.0.0.0 0.0.0.0 202.101.100.1
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H T AR OSPF FLE . 7E OSPF o] NG ERHY, M 42 P I AT A IR
[Router] ospf 10 router-id 1.1.1.1

[Router-ospf-10] default-route-advertise always

[Router-ospf-10] area O

[Router-ospf-10-area-0.0.0.0] network 172.16.1.0 0.0.0.255
[Router-ospf-10-area-0.0.0.0] network 172.16.2.0 0.0.0.255
[Router-ospf-10-area-0.0.0.0] quit

[Router-ospf-10] quit

# {if] display ospf peer 74 %% Router L[] OSPF 4BJ&1E 5.
[Router] display ospf peer

OSPF Process 100 with Router ID 1.1.1.1
Neighbor Brief Information

Area: 0.0.0.0

Router 1D Address Pri Dead-Time State Interface
2.2.2.2 172.16.1.1 1 31 Full/DR GEO/1
3.3.3.3 172.16.2.1 1 39 Full/BDR GEOQ/2

# i1 H display ospf routing fir% &% CORESW1 L] OSPF ¥ H#E(E R .
[CORESW1] display ospf routing

OSPF Process 100 with Router ID 2.2.2.2
Routing Table

Topology base (MTID 0)

Routing for network

Destination Cost Type NextHop AdvRouter Area
172.16.1.0/24 1 Transit 0.0.0.0 2.2.2.2 0.0.0.0
172.16.2.0/24 2 Transit 172.16.3.2 1.1.1.1 0.0.0.0
172.16.2.0/24 2 Transit 172.16.1.2 1.1.1.1 0.0.0.0
172.16.3.0/24 1 Transit 0.0.0.0 3.3.3.3 0.0.0.0
Routing for ASEs

Destination Cost Type Tag NextHop AdvRouter
0.0.0.0/0 1 Type2 1 172.16.1.2 1.1.1.1

Total nets: 5
Intra area: 4 Inter area: 0 ASE: 1 NSSA: O

# i H display ospf routing fir%#%& CORESW2 L] OSPF ¥ H#E(E 5.
[CORESW2] display ospf routing

OSPF Process 100 with Router ID 3.3.3.3
Routing Table

Topology base (MTID 0)
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Routing for network

Destination Cost Type NextHop AdvRouter Area
172.16.1.0/24 2 Transit 172.16.3.1 2.2.2.2 0.0.0.0
172.16.1.0/24 2 Transit 172.16.2.2 2.2.2.2 0.0.0.0
172.16.2.0/24 1 Transit 0.0.0.0 1.1.1.1 0.0.0.0
172.16.3.0/24 1 Transit 0.0.0.0 3.3.3.3 0.0.0.0
Routing for ASEs

Destination Cost Type Tag NextHop AdvRouter
0.0.0.0/0 1 Type2 1 172.16.2.2 1.1.1.1

Total nets: 5
Intra area: 4 Inter area: 0 ASE: 1 NSSA: O

(4) BCE DNS fiftr
[Router] dns server 202.101.100.199
[Router] dns proxy enable

(5) HECEILT IP B IP R B PR i
# ML E CAR %I,

[Router] qos carl 1 source-ip-address range 192.168.10.1 to 192.168.10.254 per-address
shared-bandwidth

[Router] qos carl 2 source-ip-address range 192.168.20.1 to 192.168.20.254 per-address
shared-bandwidth

[Router] qos carl 3 destination-ip-address range 192.168.10.1 to 192.168.10.254
per-address shared-bandwidth
[Router] qos carl 4 destination-ip-address range 192.168.20.1 to 192.168.20.254
per-address shared-bandwidth

# P B PR

[Router] interface gigabitethernet 0/1
[Router-GigabitEthernet0/1] qos car inbound carl 1 cir 512
[Router-GigabitEthernet0/1] qos car inbound carl 2 cir 512
[Router-GigabitEthernet0/1] qos car outbound carl 3 cir 512
[Router-GigabitEthernet0/1] qos car outbound carl 4 cir 512
[Router-GigabitEthernet0/1] quit

[Router] interface gigabitethernet 0/2
[Router-GigabitEthernet0/2] qos car inbound carl 1 cir 512
[Router-GigabitEthernet0/2] qos car inbound carl 2 cir 512
[Router-GigabitEthernet0/2] qos car outbound carl 3 cir 512
[Router-GigabitEthernet0/2] qos car outbound carl 4 cir 512
[Router-GigabitEthernet0/2] quit

# 1/ display qos carl @4 #%E CAR ¥,
[Router] display qos carl

List Rules

1 source-ip-address range 192.168.10.1 to 192.168.10.254 per-address
shared-bandwidth
2 source-ip-address range 192.168.20.1 to 192.168.20.254 per-address

shared-bandwidth
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3 destination-ip-address range 192.168.10.1 to 192.168.10.254 per-address
shared-bandwidth

4 destination-ip-address range 192.168.20.1 to 192.168.20.254 per-address
shared-bandwidth
# fiiH display qos car interface fr % &FH MR ERELEHUMAEIHEE.
[Router] display qos car interface gigabitethernet 0/1
Interface: GigabitEthernet0/1
Direction: inbound
Rule: If-match carl 1
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yellow action : pass
Red action : discard
Green packets : 0 (Packets), 0 (Bytes)
Yellow packets: 0 (Packets), 0 (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
Rule: If-match carl 2
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yellow action : pass
Red action . discard
Green packets : 0 (Packets), 0 (Bytes)
Yellow packets: 0 (Packets), 0 (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
Direction: outbound
Rule: If-match carl 3
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yellow action : pass
Red action : discard
Green packets : 0 (Packets), 0 (Bytes)
Yellow packets: 0 (Packets), O (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
Rule: If-match carl 4
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yellow action : pass
Red action : discard
Green packets : 0 (Packets), O (Bytes)
Yellow packets: 0 (Packets), 0 (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
[Router] display qos car interface gigabitethernet 0/2
Interface: GigabitEthernet0/2
Direction: inbound
Rule: If-match carl 1
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass

Yellow action : pass
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(6)

Red action : discard
Green packets : 0 (Packets), O (Bytes)
Yellow packets: 0 (Packets), O (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
Rule: If-match carl 2
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yellow action : pass
Red action : discard
Green packets : 0 (Packets), 0 (Bytes)
Yellow packets: 0 (Packets), 0 (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
Direction: outbound
Rule: If-match carl 3
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yellow action : pass
Red action : discard
Green packets : 0 (Packets), 0 (Bytes)
Yellow packets: 0 (Packets), 0 (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
Rule: If-match carl 4
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yellow action : pass
Red action . discard
Green packets : 0 (Packets), 0 (Bytes)
Yellow packets: 0 (Packets), O (Bytes)
Red packets : 0 (Packets), 0 (Bytes)

PRAFICE
# R4 D% 1 28 Router FITCE .

[Router] save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

2.5 WUFACE

(1)

A — AN TP & PC [/ A LA ping i@ .
# LA VLAN 10 FrfEfDL g5 &80, PC (A2 iEid ACCSWI skl — )= Hal i) . kA A .
ping M IEH, W =2 BB IEH .
<PC1> ping 192.168.10.83
Ping 192.168.10.83 (192.168.10.83): 56 data bytes, press CTRL+C to break
56 bytes from 192.168.10.83: icmp_seq=0 ttl=255 time=1.328 ms
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(2)

3)

#

56 bytes from 192.168.10.83: icmp_seq=1 ttl=255 time=0.808 ms
56 bytes from 192.168.10.83: icmp_seq=2 ttl=255 time=0.832 ms
56 bytes from 192.168.10.83: icmp_seq=3 ttl=255 time=0.904 ms
56 bytes from 192.168.10.83: icmp_seq=4 ttl=255 time=0.787 ms

--- Ping statistics for 192.168.10.83 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.787/0.932/1.328/0.202 ms
FAANFEIER T A ) PC AILL ping i,

# S0 1R (38 & BT CORESW1 5k CORESW2 SEHLf . Wik 7 2 6] H. ping MR IE %,
DU B AN 1) 2 (Rt VAN 32 1 sE P = )2 BB IR .

<PC1> ping 192.168.20.5

Ping 192.168.20.5 (192.168.20.5): 56 data bytes, press CTRL+C to break
56 bytes from 192.168.20.5: icmp_seqg=0 ttl=255 time=69.146 ms

56 bytes from 192.168.20.5: icmp_seq=1 ttl=255 time=1.735 ms

56 bytes from 192.168.20.5: icmp_seq=2 ttl=255 time=1.356 ms

56 bytes from 192.168.20.5: icmp_seq=3 ttl=255 time=1.302 ms

56 bytes from 192.168.20.5: icmp_seq=4 ttl=255 time=1.379 ms

--- Ping statistics for 192.168.20.5 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.302/14.984/69.146/27.082 ms

R %% — G PC AT LA ping @AM
# DL VLAN 10 AT7E 5381 1A, JEREAE PCL I ping A R S&HhE RIS H 12 B a5
BLE E mv& 0 1P sk SRIGIEZ A rT LAVS R A, a5 ping WRIE R, U138 BH P9 I
YA R . ATV P 1 2L

2.6 BEENXH

PN AL ACCSW1:

sysname ACCSW1

#

telnet server enable

#

dhcp snooping enable

#

vlan 5

#

vlan 10

#

vlan 20

#

stp bpdu-protection

#

interface Vlan-interface5
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ip address 10.10.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 10
stp edged-port
ip verify source ip-address mac-address
dhcp snooping binding record
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 20
stp edged-port
ip verify source ip-address mac-address
dhcp snooping binding record
#
interface GigabitEthernetl/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlan 10 20
dhcp snooping trust
#
interface GigabitEthernetl/0/4
port link-mode bridge
port link-type trunk
port trunk permit vlan 10 20
#
interface Ten-GigabitEthernetl1/0/10
port link-mode bridge
port access vlan 5
#
line vty 0 63
authentication-mode scheme
#
local-user admin class manage

password hash
$h$6$2IST20ub4uEZzjy2F$cXW303It5Ci 21ECze7w2MdRpLebMaE4vXBo59FrUur 1 Zs+Knxw760oNBu+HiBOzgkTfr
nwlPheOrSRa5d+0SI Ibg==

service-type telnet

authorization-attribute user-role network-admin
authorization-attribute user-role network-operator
#

. BN #HL ACCSW2. ACCSW3. ACCSW4:

AN ACCSW2, ACCSW3. ACCSW4 %7 VLAN ID. & VLAN £ 1 1P sl #1095
5 ACCSW1 AN[A4h, HAhEE 5 ACCSWI AH[F, B 'E A0 .

o IZOAHAHL CORESW1

#
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sysname CORESW1
#
track 1 interface GigabitEthernetl/0/7
#
ospf 100 router-id 3.3.3.3
area 0.0.0.0
network 172.16.1.0 0.0.0.255
network 172.16.3.0 0.0.0.255
network 192.168.10.0 0.0.0.255
network 192.168.20.0 0.0.0.255
#
dhcp enable
#
vlan 10
#
vlan 20
#
vlan 30
#
vlan 40
#
vlan 50
#
vlan 100
#
vlan 300
#
ftth
#
dhcp server ip-pool 1
gateway-list 192.168.10.1
network 192.168.10.0 mask 255.255.255.0
dns-list 202.101.100.199
expired day 30
static-bind ip-address 192.168.10.254 mask 255.255.255.0 client-identifier aabb-cccc-dd
#
dhcp server ip-pool 2
gateway-list 192.168.20.1
network 192.168.20.0 mask 255.255.255.0
dns-list 202.101.100.199
expired day 30
#
interface Vlan-interfacelO
ip address 192.168.10.1 255.255.255.0
#
interface Vlan-interface20
ip address 192.168.20.1 255.255.255.0
#
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interface Vlan-interfacelO0
ip address 172.16.1.1 255.255.255.0
#
interface Vlan-interface300
ip address 172.16.3.1 255.255.255.0
vrrp vrid 1 virtual-ip 172.16.3.10
vrrp vrid 1 priority 120
vrrp vrid 1 preempt-mode delay 5000
vrrp vrid 1 track 1 priority reduced 30
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 10
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 20
#
interface GigabitEthernet1/0/5
port link-mode bridge
port link-type trunk
port trunk permit vlan 300
#

o LN CORESW2:

Ol CORESW2 [ 7 VLAN ID. #1445 . OSPF [f] router-id. VRRP #134H 1 (o2
5 CORESW1 AN[A4t, HAhALE 5 CORESWL AHIH, Mt & S .

. H T #% %% Router

#

sysname Router
#

packet-filter default deny
#

qos carl 1 source-ip-address range 192.168.10.1 to 192.168.10.254 per-address
shared-bandwidth

qos carl 2 source-ip-address range 192.168.20.1 to 192.168.20.254 per-address
shared-bandwidth

qos carl 3 destination-ip-address range 192.168.10.1 to 192.168.10.254 per-address
shared-bandwidth

qos carl 4 destination-ip-address range 192.168.20.1 to 192.168.20.254 per-address
shared-bandwidth

#
ospf 10 router-id 1.1.1.1
default-route-advertise always
area 0.0.0.0
network 172.16.1.0 0.0.0.255
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network 172.16.2.0 0.0.0.255
#
dns proxy enable
dns server 202.101.100.199
#
interface GigabitEthernet0/1
port link-mode route
ip address 172.16.1.2 255.255.255.0
packet-filter 2000 inbound
qos car inbound carl 1 cir 512 cbs 32000 ebs O green pass red discard yellow pass
qos car inbound carl 2 cir 512 cbs 32000 ebs O green pass red discard yellow pass
qos car outbound carl 3 cir 512 cbs 32000 ebs 0 green pass red discard yellow pass
qos car outbound carl 4 cir 512 cbs 32000 ebs 0 green pass red discard yellow pass
#
interface GigabitEthernet0/2
port link-mode route
ip address 172.16.2.2 255.255.255.0
packet-filter 2000 inbound
qos car inbound carl 1 cir 512 cbs 32000 ebs O green pass red discard yellow pass
qos car inbound carl 2 cir 512 cbs 32000 ebs O green pass red discard yellow pass
gos car outbound carl 3 cir 512 cbs 32000 ebs 0 green pass red discard yellow pass
qos car outbound carl 4 cir 512 cbs 32000 ebs 0 green pass red discard yellow pass
#
interface GigabitEthernet0/0
port link-mode route
ip address 202.101.100.2 255.255.255.252
#
ip route-static 0.0.0.0 0 202.101.100.1
#
acl basic 2000
rule O permit source 192.168.10.0 0.0.0.255
rule 5 permit source 192.168.20.0 0.0.0.255
rule 10 permit source 172.16.1.0 0.0.0.255
rule 15 permit source 172.16.2.0 0.0.0.255
rule 20 permit source 172.16.3.0 0.0.0.255
#

2.7 FHXER

mitE “ERER S hE) BRI,

aCE LRGSR B

pLE “ TRBOR-DUKMAC#HEC B R 57 ) “VLAN,

ML E “ TRBOR-LRMZ Hedn £ 2% i) “VLAN”,

i E “ TRBOR-DUKM S HECE RS ) “ LUK IR & 7.
AL E “ TRBOR-DUKM AL £ 257 i) “ LOKMBERR IR & 7.

S S B
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PHmiE “=EHER-IP L FRCER S TH) “DHCP”,
FEREE “ZREAR-IP LS4 S%E” i) “DHCP”.
FAMALE “=ZEHEOR-IP AL EIRE S P “OSPF”.
FEAMICE “ ZERAR-IP @ 4S%” il “OSPF”,
mfitE “ACL Al QoS L& TS ” *H “ACL”.
PeELE “ACL f1 QoS w4 2% ” Hif) “ACL”.
mfitE “ACL M QoS FLE 53" Hi “QoS”.
PP E “ACL H1 QoS w4 2% ” H1i) “QoS”.
FEamiE “ZamERT” T “IP Source Guard” .
FEmEE “gaemA 5% I “IP Source Guard”s

R

40



802.1X RiRHC EF5 7

Copyright © 2024 $i4E= B ARBIRAR AR, RE—IAH.

EZANRBEFT, EMLLEMMATEEERED, SHATNATHBA R, HREUEMHRIEE.
BEE= HABRATOEN, AFMEHMNETATNRER, FoRREREHR, b aRFARE.
AR B ATRLER), R BITEM.



LEEE BO2.AX AR TIE -+ eeeeeeeeeeeeetttti ittt 1
TR 7 OSSR 1

1.2 ZELIHTE SR wevrerereseeemeereneeseiet ettt h bbb bbb bbbttt 1

IR Tl = =1 USSP 1

L T BB 0 T ettt E e E e £ e e e e b e b e e e e E et e bt b et e rnrnres 1
T = 1= VAo = T 1

B =102 15 - 2

ST aT| Lt AT TSSO T T T U U TR PR U PSP PR PTSOUPRUPPOIN 6

16 T S <evvreeeereeeseeseeee et 8

1.7 A DETE ceeveeteeee ettt bbbttt 8



1 m= s02.1x 2eminiE
1.1 &9y
KZEHIA4H 802.1X FH 7 A IE I EC & 7%

1.2 AWK

WK 1-1 fiw, F 7@ Device 3 I GigabitEthernet1/0/1 #: N /4% . 3K Device Xf M iZfi
FENITH PR FH 2 T 1R N4z 77 AT 802.1X A A E LAF | 7 17 Internet.
[E1-1 802.1X ZAHIAIEAL B AME

N

Vlan-intl
192.168.56.101/2 ‘3!?
GE1/0/1

Host Device

192.168.56.100/24

1.3 BB FEEIN

fERE A AR 802.1X IEThAE—ME S5, AR ECRALE 52 i), S AvE P ik
i 1] X 2%
WA R A 4 5 A R 802.1X 51 f5, 802.1X HIEC & A4 GerEum 1 AR

1.4 BLEP
1.4.1 BZE Device

(1) FEAMA
# ISR IENRAMAL T, IR 408 “dotdx” , FFENIZH AL

<Device> system-view
[Device] local-user dotlx class network
New local user added.

#ECERM P “dotlx” HERG WIS 123456 TESTplat&! .
[Device-luser-network-dotlx] password simple 123456TESTplat&!
# WC B A P IS4 lan-access.

[Device-luser-network-dotlx] service-type lan-access
[Device-luser-network-dotlx] quit

(2) FECEEE ML, 1E)y Host 1M 5%
[Device] interface vlan-interface 1
[Device-Vlan-interfacel] ip address 192.168.56.101 255.255.255.0

[Device-Vlan-interfacel] quit



3) MHE 802.1X AIE

# JF )5 i I GigabitEthernet1/0/1 1) 802.1X iAilE .
[Device] interface gigabitethernetl/0/1
[Device-GigabitEthernetl/0/1] dotlx

# e BB T 1 i AR 7 2
[Device-GigabitEthernetl/0/1] dotlx port-method portbased
[Device-GigabitEthernetl/0/1] quit

# B4R 802.1X AiF.

[Device] dotlx

1.4.2 BEE 802.1X & i

@ 15 AR

o WAT{2A iNode PC 7.3 (E0518) JiAA #1443 802.1X & P sty AL & .

o &R Windows XP ) 802.1X & 7 3%, W% ZEHR BIEEG WS BIE: £ W% R “To
B RET, Mtk B MM %) IEEE 802.1x ¥k, FfitdhE A T bifike) EAP IAGE
KA “MD5-fti)”.

o PREM P AEBALINER, AR BATE P IP ik 5B VLAN ¥ 69 J0R ZiE,

(1) RahEr i



[E|1-2 iNode B FimAH~=E

| HARER P

= i

(2) Hret 802.1X E 4%
A <Er SR, HEH EERE R S HHEHE



E1-3 $hiE 802.1X EEREE

7 s ax FrEEEas

e
R EE T S e i

®) TE=E
BREEE—MArESNEEE RS,
@ = ens=:
ERFEN AP SEEE EEE.

O Bogmiss

BEWindowsERE, EREEWindowsHIBEFEE (AREEE N —R) SSETREEINE,. 5
EEHWIndowsiTE=.

= [T SeAL Bk

(3) HNH A AR
E1-4 802.1X P&, ZBEEERER

sl soax FEmEas

HEE
CEEArEAERELERNE, SHIHATSEERSNE

s (802,158

BrE | dotix

=B ||I-|I-|I-||-||-|"-|-|-|-

=5 -
HFHFE fFFEN

FEER Intel(R) Ethernet Connection (7) 1219-LM -

L] BESHRAL

MERIAE -

<t—# [ F—- =5 B




(4) WHEHEEZEME
El1-5 802.1X EEB M E~=E

g
=R
RSN EEE, MREEEWA.
BTAR R
L SR EanhE U ERrEres
L1 i EHAE L] Lisipvaitsht

L LiEEFERES (] Ef=ipveittht
L] iEsiEeaRPER [ TS S a=4n Pt

— [ setesrrFe A Pt
A R E
o SoEERE: |3 -
SMESEE: | 5ot -
< || 7= A BT

Z i

8 T ARIRIE RGBT B P ot LA 69 AR T HATIRA], R RE A “EEE P BT LA,

(5) Kt 802.1X iEH%
SERCHTEIER)S, il iNode & i <> 1%L, Rk 802.1X E .



El1-6 802.1X BENEIER=

iNodeEBEEEFim

802.1XEE

EFE | dotix

E E |----------------

v RERFSE v REES

1.5 WitACE

# i a4 display dotlx interface ] LA#E &l GigabitEthernetl/0/1 ¥ 802.1X HIHL
B
[Device] display dotlx interface gigabitethernet 1/0/1

Global 802.1X parameters:

802.1X authentication : Enabled
CHAP authentication : Enabled
Max-tx period 30 s
Handshake period : 15 s
Offline detect period : 300 s
Quiet timer : Disabled

Quiet period : 60 s
Supp timeout : 30 s
Server timeout : 100 s
Reauth period : 3600 s
Max auth requests 12

User aging period for Auth-Fail VLAN : 1000 s



User aging period for

User aging period for
User aging period for
User aging period for

User aging period for

EAD assistant function

EAD timeout

Domain delimiter

Auth-Fail VSI
critical VLAN
critical VSI
guest VLAN

guest VSI

Online 802.1X wired users

GigabitEthernetl/0/1
802.1X authentication
Handshake
Handshake reply
Handshake security
Unicast trigger
Periodic reauth
Port role
Authorization mode
Port access control
Multicast trigger
Mandatory auth domain
Guest VLAN
Auth-Fail VLAN
Critical VLAN

voice VLAN

Critical

Add Guest VLAN delay

Re-auth server-unreachable

Max online users
User IP freezing

Reauth period

Send Packets Without Tag

Max Attempts Fail Number

Guest VSI
Auth-Fail VSI
Critical VSI

Add Guest VSI delay

User aging

is link-up

> 1000
> 1000
: 1000 s
: 1000 s
: 1000 s

: Disabled
: 30 min
e

-0

: Enabled

: Enabled

: Disabled

: Disabled

: Disabled

: Disabled

: Authenticator

> Auto

: Port-based

: Enabled

: Not configured

: Not configured

: Not configured

: Not configured

: Disabled

: Disabled

: Logoff

: 4294967295

: Disabled

:0s

: Disabled
-0

: Not configured

- Not configured

- Not configured

: Disabled

: Enabled

Server-recovery online-user-sync :

Auth-Fail EAPOL

Disabled

: Disabled
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Critical EAPOL : Disabled

Discard duplicate EAPOL-Start : No

EAPOL packets: Tx 0, Rx O
Sent EAP Request/ldentity packets : 0O
EAP Request/Challenge packets: 0O
EAP Success packets: 0
EAP Failure packets: 0O
Received EAPOL Start packets : O
EAPOL LogOff packets: O
EAP Response/ldentity packets : 0O
EAP Response/Challenge packets: 0O
Error packets: 0O
Online 802.1X users: 0O
# Y4 iNode 7 Fimf NIERI I P 2 AL R F2& 5, " {EH @4 display dotlx
connection &E 3| L IERAE L.

1.6 BEEXH

#

interface Vlan-interfacel

ip address 192.168.56.101 255.255.255.0
#

local-user localuser class network

password cipher $c$33YPkufRcxFR3KApUCHFiNkns/YFPmbJKG/pQxBg==
service-type lan-access

authorization-attribute user-role network-operator
#

interface GigabitEthernetl/0/1

dotlx

dotlx port-method portbased
#

dotlx

1.7 tHRXEHR

o  EMEE “ZEREIES” R “802.1X7.
. FPEIEE “eEmASE” PR “802.1X7,
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1 HeE Telnet B HWTACACS A TERIZAL
1.1 &G0

A ZA-48 Telnet H 1) HWTACACS A EFN AL L B 7 7% .
1.2 AWK

WK 1-1 Fios, 8 EAE N NAS ) Device AL E i fE HWTACACS AIE. #AINEE, £ Telnet
H PR 48 5% . EORTE Device g & 520 :

e  HWTACACS JR&-4L %] % 5 Device [ Telnet B AT UGEREZAL, EFH 7 4N user@bbb,
fL -k 123456 TESTplat&! ;

o HFEIIEE AT HAT RGHTE DIRERE IR SE display .
E|1-1 Telnet A FPH9ITEE HWTACACS A IEFRIFS AR 2 28 N [&]

HWTACACS server
10.1.1.1/24

Vian-int3
Vian-int2 10.1.1.2/24
192.168.57.12/24, ~
Telnet user Device

192.168.57.1/24

1.3 ILELE

1.3.1 BtE HWTACACS

@ 15t A

AT A HWTACACS IR %% ACS 4.0 A1), #L.BAZ %+ HWTACACS t9£ Kfe & .

1. g EER P

# RN HWTACACS BRI &, miai 2 FATE “User-Setup” M INBE&E 2L /7
o fEF FEIANHF 4 “user@bbb” ;

o ML “Add/Edit” BN GnE T .



El-2 HFReIgFE

User: user@bbh|
|Find | [ add/Edit |

List users beginning with letter/number:
ABCDEFGHITELMNM

[ List all users ]

[ Femove Dynamic Users ]

2. BEEREEEAR

# 1P g DT G B A B P

o [CEMFH “123456TESTplat&! s
e NHFIEFA “Group 17

o H “Submit” FERERIE.



E1-3 HREBEERE

User Setup ﬂ

Password Authentication:

I.-’-\CS Internal Database j

CiscoSecure PAP (Also used for CHAP/MS-CHAP/ARAP, iIf the Separate
field is not checked.}

Password I------

Confirm Password I------

[T Separate (CHAP/MS-CHAP/ARAR)

Password I-..---

Confirm Password [snnsndl

When a token server is used for authentication, supplying a separate
CHAP password for a token card user allows CHAP authentication. This is
especially useful when token caching is enabled.

Group to which the user is assigned:
Group 1 j

Submit Cancel |

3. BLE ML

# S M SRS “Network Configuration”, £ “AAA Client Hostname” AMEE s (ARHI N

“Device”) JaFURMCE M.

. “AAA Client IP Address” —#%3H5 Device 5 HWTACACS i %5 #s #8211 1) 1P ik
“10.1.1.27,

. “Key” —124H5 HWTACACS JIR 55 Ml B 4815 I ) 3L 2% 9 “expert”, L Z0AI Device |
HWTACACS 75 % BLBCE IIAE . AR 2RI s AR A

e {E£ “Authenticate Using” [ N HiHEH k4% “TACACS+ (Cisco 10S)”.

o Hi{; “Submit+Apply” 145 AL E .



E1-4 MERERE
B/

Add AAA Client

Aa4 Client Hostname |Device
[10.1.1.2 =]
Ads Client IP Address
Key [expert
Network Device Group |{ND[ Assigned) j
Authenticate Using |‘I‘ACACS+ (Cisco 108) ;]

[T Single Connect TACACS+ AAA Client (Record stop in accounting on failure).
[T Log Update/Watchdog Packets from this AAA Client
[T Log RADIUS Tunneling Packets from this A4 Client

[T Replace RADIUS Port info with Username from this AsA Client

Submit Submit + Apply Cancel

4. 1% ELH
# i 2 M SHAE“ Group Setup”, ¥EH“ Group 17 (50 B 4 ] 7 i g 7 ik 6 20— B0,
¥dr “Edit Settings” FEAZ X .
o TEZEMEHIEFE “Shell” (A LIHAT A 4);
o  EZIEHEHIESE “Custom attributes” , FFECAMEF 4N : roles=\"network-operator\”;
o H “Submit” J55ERERIE.
E1-5 EEEARE
Group Setup

Group |1 Group 1(29 users) x|
Users in Group | Edit Settings | Rename Group




El1-6 HECEFRME

‘ TAGACS+ Settings 2]
r pPPIP

[T In access control list l—
[T out access control list l—
[T PRoute l—
[C  Routing " Enabled

[T custom attributes

|
[

Note: PPP LCP will be automatically enabled if this service is enabled
|7 Shell (exec)

[T Access contral list l—
[T Auto command l—
M calback line |—
7 Callback ratary I—
[~ Idle time l—
[T Mo callback werify " Enabled

[T Mo escape [ Enahled

7 Mo hangup [ Enahled

[ Priviege level l—
7 Timeout li

¥ Custom attributes

roles=) "network-operacor’ " ;I

Subrmnit | Cancel

1.3.2 fic & Device

# I8 VLAN 2, Ff-F GigabitEthernet1/0/2 i\ VLAN 2.
<Device> system-view

[Device] vlan 2

[Device-vlan2] port gigabitethernet 1/0/2

[Device-vlan2] quit

# FCE VLAN 21 2 1 |P Hidik

[Device] interface vlan-interface 2
[Device-Vlan-interface2] ip address 192.168.57.12 255.255.255.0
[Device-Vlan-interface2] quit

# & VLAN 3, JfF GigabitEthernet1/0/1 i\ VLAN 3.
[Device] vlan 3

[Device-vlan3] port gigabitethernet 1/0/1

[Device-vlan3] quit

# BCE VLAN #2111 3 /7 IP $dik.

[Device] interface vlan-interface 3
[Device-Vlan-interface3] ip address 10.1.1.2 255.255.255.0
[Device-Vlan-interface3] quit

# 5 Device 1] Telnet IR %22 hfg

[Device] telnet server enable



# BCE Telnet HI 7 & s H - SR H scheme 7720,

[Device] line vty 0 63

[Device-line-vty0-63] authentication-mode scheme
[Device-line-vty0-63] quit

# it & HWTACACS /£ hwtac.

[Device] hwtacacs scheme hwtac

# BCE EINIE. BT 2RSS & 1P Hihkoy 10.1.1.1, AR, RABCHITH 2% #3115 0y 49
(HWTACACS I 55 asHITAIE . AR 23 119 TCP i [ 49).
[Device-hwtacacs-hwtac] primary authentication 10.1.1.1 49
[Device-hwtacacs-hwtac] primary authorization 10.1.1.1 49
[Device-hwtacacs-hwtac] primary accounting 10.1.1.1 49

# M E S AIE. BBORITH 2 IR 5548 58 B AR SCIN R HL 2 2% $H 3 A W S expert.
[Device-hwtacacs-hwtac] key authentication simple expert
[Device-hwtacacs-hwtac] key authorization simple expert
[Device-hwtacacs-hwtac] key accounting simple expert
[Device-hwtacacs-hwtac] quit

# ICE ISP 1 AAA 7%, N login IR E AAA NIE T8 HWTACACS AIE. 2R3 .
[Device] domain bbb

[Device-isp-bbb] authentication login hwtacacs-scheme hwtac
[Device-isp-bbb] authorization login hwtacacs-scheme hwtac
[Device-isp-bbb] accounting login hwtacacs-scheme hwtac
[Device-isp-bbb] quit

1.4 WERCE

Telnet F P AT LMEHH P4 user@bbb F1% MY 123456 TESTplat&d i AiE, F+HIRAH Mt
network-operator (FH Pl IE G AT HAT REGFTAE DhEe R EIIA O display 4D

1.5 BEEXH
=

o RARAG B E LM T2 2= port link-mode bridge 44>, #HAEREFLA .

#
telnet server enable
#
vlan 2 to 3
#
interface Vlan-interface2
ip address 192.168.57.12 255.255.255.0
#
interface Vlan-interface3
ip address 10.1.1.2 255.255.255.0
#
interface GigabitEthernetl/0/2



port link-mode bridge
port access vlan 2
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 3
#
line vty 0 63
authentication-mode scheme
user-role network-operator
#
hwtacacs scheme hwtac
primary authentication 10.1.1.1
primary authorization 10.1.1.1
primary accounting 10.1.1.1
key authentication cipher $c$3$X30R/wjLFjDqlyjdAmvjwAhiugqewGABglIQ==
key authorization cipher $c$3$5pmuqORJ9UWMWDKRNNERXEHFMOaRv5txFg==
key accounting cipher $c$3$FSdSiBY1u+ZNKAYYIPwOYKGXxJA4iR8MDjw==
#
domain bbb
authentication login hwtacacs-scheme hwtac
authorization login hwtacacs-scheme hwtac
accounting login hwtacacs-scheme hwtac
#

1.6 tHEXZEHR

o UMEE “ZEREHRT TH “AAA”
o UREE “ZREMLSHE” T “AAA,
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